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Abstract 
 
The term cryptography is defined as the encryption of sensitive information such as, data, image 
and others. The cryptographic techniques have changed over the years based on the 
developments of encryption software and encryption algorithms. Sensitive data needs to be 
protected from being stolen and read by unauthorized persons regardless of whether this data is 
stored in hard drives, flash memory, laptops, desktops and or other storage devices. 
The data can be processed, transferred, and stored. In order to secure data in storage devices, 
this research will evaluate the encryption performance of six different storage devices. The six 
different storage devices in this research are Hard Disk Drive (HDD), Solid State Hybrid Drive 
(SSHD, Solid State Disk based NAND Single-Level-Cell (SSD SLC) flash memory, Solid State Disk 
based NAND Multi-Level-Cell flash memory (SSD MLC), Solid State Disk based NAND Triple-Level-
Cell flash memory (SSD TLC), and Solid State Disk based NAND Multi-Level-Cell flash memory (SSD 
MLC) (PCIe interface 3.0 x4).  
The first experiment will evaluate the performance of HDD, SSHD, and SSD based NAND MLC flash 
memory before and after applying encryption algorithm to the storage device to determine which 
one performs the best. These storage devices operate differently. HDD stores the data on a 
magnetic disk (old technology) and SSD stores the data on a flash memory. SSHD is an integrated 
technology that combines NAND flash SSD and HDD technology (old technology). The purpose of 
NAND flash SSD on the hybrid drive is to act as a cache for the data stored on the HDD.  
The second experiment aims to evaluate the performance of different SSD based flash memory 
before and after applying encryption to the storage device. It will include a detailed comparison 
of the performance of the encryption on SSD based NAND SLC, MLC, and TLC flash memory (SATA 
interface type). The comparative results will be analysed to determine the SSD device with the 
highest performance.  
The third experiment will take the best SSD performer in the second experiment and compare it 
with SSD based NAND MLC flash (PCIe interface type). SSD based NAND SLC, MLC and TLC flash 
(SATA interface) are current technology whereas SSD based NAND MLC (PCIe interface) is 
emerging technology. The research will produce a comparative performance analysis of both SSD 
interface types to determine which type of SSD interface performs the best. 
The last experiment aims to compare the performance of different encryption algorithms 
including AES, Serpent, and Twofish 256 bits on the six different storage devices using BestCrypt 
(commercial storage encryption software) and TrueCrypt (Open source storage encryption 
software). The last experiment will determine what kind of encryption algorithm performs the 
best on each storage device. Additionally, it will determine what kind of storage encryption 
software has the highest level of encryption performance.  
The features examined to measure performance in this research are read and write speed across 
different disk access patterns and read and write speed across different disk access patterns at 
different temperatures. Storage device manufacturers utilize these measurement features to 
categorize their storage devices.   
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1.0 Research Background 
  
The term cryptography is defined as the encryption of sensitive information such as, data, image 
and others. The cryptographic techniques have changed over the years based on the 
developments of encryption software and encryption algorithms. Sensitive data needs to be 
protected from being stolen and read by unauthorized persons regardless of whether this data is 
stored in hard drives, flash memory, laptops, desktops and or other storage devices. The design 
of cryptographic algorithms for devices needs to be hard to break by unauthorized persons. The 
process of cryptography involves converting standard text (called plaintext) into something 
unintelligible (called ciphertext). Decryption is the opposite of encryption and is the process of 
changing unintelligible language into plaintext. The cipher is a part of algorithms that generates 
the encryption and decryption. The algorithms and secret key control the operation of a cipher. 
A secret key, only known by the communicants, is used to exchange a specific message. 
 
1.1 Research Objective 
 
The objective of this research is to evaluate the encryption performance of Hard Disk Drive (HDD) 
and flash memory based devices. There are two types of flash memory- NAND and NOR flash 
memory. However, because NAND flash memory is more popularly used as a storage device, it 
will be evaluated against traditional HDD [6] [7].  
The Solid State Disk (SSD) is widely used by government and security departments [4]. SSD can be 
categorized into three parts. The first part is called Single-level cell (SLC) memory on which only a 
single bit (0, 1) is stored on a single cell. The second part is called Multi-level cell (MLC) memory 
on which two bits are (00, 01) stored on a single cell [31] [6]. The third part is called Triple-Level 
cell (TLC) memory on which three bits are stored on a single cell [6].  Nowadays, MLC flash 
memory is more favourably used than SLC and TLC because of the continuous improvements 
made to its storage capacity, decreasing price and high Speed [31] [6].   
The first experiment will evaluate the encryption performance of HDD, Solid State Hybrid Drive 
(SSHD), and SSD based NAND MLC flash memory. The results of this experiment will reveal which 
kind of storage device has the highest level of encryption performance.  
The second part of the experiment will evaluate the performance of encryption on SSD based 
NAND SLC, MLC and TLC flash memory. The comparable results from this experiment will be 
analysed to determine which type of SSD performs the best.  
The third experiment will take the best SSD performer in the second experiment and compare it 
with SSD based NAND MLC (PCIe interface). SSD based NAND SLC, MLC and TLC flash (SATA 
interface) are current technology whereas SSD based NAND MLC (PCIe interface) is emerging 
technology. The research will produce a comparative performance analysis of both SSD interface 
types to determine which type of SSD interface performs the best. 
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The last experiment aims to compare the performance of different encryption algorithms on the 
six different storage devices using BestCrypt (commercial software encryption) and TrueCrypt 
(Open source software encryption).  
 
1.2 Research Contribution 
 
There is limited research available on the encryption performance of Hard Disk Drive (HDD) and 
Solid State Disk (SSD) using available storage encryption software. In this section some research 
contributions in the area of encryption will be discussed.  
Research so far has compared different symmetric encryption algorithms including DES, 3DES, 
AES, RC4, and RC6 [8]. The impact the encryption algorithms have on CPU usage and battery life 
on laptops was examined as well [8]. Additionally, a comparison of the encryption and decryption 
time of these algorithms based on different packet size and data type (such as text file and image) 
was made [8]. The researchers concluded that Blowfish performs better than other algorithms 
due to the change of packet size. In addition, they determined that RC4, RC6, and Blowfish were 
more time consuming when encrypting and decrypting images than other algorithms. Finally, they 
mentioned that changing AES encryption keys to the highest key (256 bits) will increase power 
and time consumption [8]. 
 The second research mentioned the significant use of encryption in electronic transactions done 
through the internet [9]. The researchers examined the different symmetric encryption 
algorithms including DES, 3DES, and AES [9]. The examination was based on different parameters 
and data types such as text file and image on i7 processor. They concluded that AES requires less 
encryption and decryption time compared with DES and 3DES [9].However, 3DES utilizes less 
memory than other algorithms [9].  
This research will contribute with the previous researches by determining the impact of 
technology on the performance of HDD, SSHD, and SSD storage devices. Additionally, the research 
will compare the performance of different encryption algorithms on HDD, SSHD and SSD storage 
devices using TrueCrypt (Open source software encryption) and BestCrypt (commercial software 
encryption).  
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2.0 Literature Review 
 
2.1 Foundations of Cryptology 
Date Event  
1900 B.C The initial cryptography document was written by Egyptian scribes. The method 
involved using unknown hieroglyphs. Each picture represented a word.   
1500 B.C Mesopotamian cryptography was more efficient than the Egyptian cryptography 
method. The technique involved a table that contained symbols. Each symbol had 
a different meaning.  
500 B.C The book of Jeremiah was written by Hebrew scribes. The book was written using 
substitution cipher known as ATBASH. 
487 B.C The Spartan of Greece developed a cryptography technique called the Skytale. 
Users of the Skytale technique would wind a long strip of parchment around a 
staff several times, write a message on the parchment and then remove the 
parchment so it could be delivered to a recipient. The recipient would then wrap 
the parchment around a staff of similar diameter in order to decrypt the message.   
50 B.C Julius Caesar developed a simple substitution cipher to be only readable by his 
military and governments. To perform encryption, Caesar used a shift of three 
letters down the alphabet. Additionally, Caesar had added strength to his 
encryption method by substituting Greek letters for Latins letters. 
Forth to 
sixth 
centuries  
Cryptography was included twice on The Kama Sutra of Vatsayana’s list of 
practices people should participate in.  
725  Abu Abd al-Rahman al Yahmadi wrote a book on cryptography. He solved a Greek 
encryption method by guessing the plaintext. In addition, he was the first to 
discover and write cryptanalysis method. 
855  Various cipher alphabets were published by the scholar Abu Wahahiyyaan-
Nabati. These ciphers were used to encrypt magic formals. 
1250  Roger Bacon wrote Epistle of Roger Bacon on the secret Works of Arts and of 
Nature and Also on the Nullity of Magic, in which he mentioned several basic 
ciphers.  
1392 The Equatorie of the Planetis included a small passage in a simple substitution 
cipher.  
1412 An Arabic encyclopaedia, Subhalasha, included a section on cryptography. A 
variety of ciphers and techniques were discussed in the section.  
1466  Leon Battista Alberti was known as the father of Western cryptography. He 
invented the first polyalphabetic cipher and modelled a cipher disk.  
1518  The first printed book on cryptography was written by Johannes Trithemius. In 
addition, he invented a cryptography technique called a steganographic cipher. 
The process of steganographic cipher is done by replacing each letter with a word 
that is taken from columns. He was named as the developer of a method which 
involved substituting one letter for another as it is deciphered.  
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1553 The idea of using a passphrase as key of encryption was introduced by Giovan 
Batista Belaso. Today, this polyalphabetic encryption method is called “The 
Vigenere Cipher”.  
1563 Giovanni Battisa Porta categorized encryption methods on the plaintext into 
three groups called transposition, substitution, and symbol substitution.   
1623 One of the first methods using steganography cipher was introduced by Sir 
Francis Bacon. The process involved changing the fonts of a random text so that 
each ciphertext is hidden within the message.  
1790s A 26-letter wheel cipher was invented by Tomas Jefferson, which he used to 
encrypt his official messages while diplomat to France. 
1854 The reinvention of the 26-letter wheel cipher took place in 1854. 
1861-5 Union forces and the Confederacy deployed different encryption methods during 
the U.S. civil war. Union forces used a substitution cipher based on specific words 
whereas the Confederacy used a polyalphabetic cipher.  
1914-17  The British, Germans, and French used transposition and substitution ciphers in 
radio communication during World War I. All involved countries were trying to 
understand and decode communications, thus cryptanalysis helped in decoding 
the Zimmerman Telegram by the British cryptographer. 
1917 William Friedman was credited with developing U.S cryptanalysis. Friedman and 
his wife were employed as cryptanalysts for United Sates government. He later 
established a school for cryptanalysis in the United States.  
1917 A polyalphabetic cipher machine was invented by Gilbert S. Vernam on which the 
machine did not repeat the random key. 
1919 Hugo Koch developed a rotor-based cipher machine and filed a patent for it in the 
Netherlands. In 1927, Koch gave the patent rights of his rotor machine to Arthur 
Scherbius, who was the inventor of a cipher machine called the Enigma machine. 
1927-33 In order to mask their unlawful activities and conceal messages during the 
Prohibition, criminals would deploy cryptography techniques.  
1937 The development of Purple machine was executed by the Japanese. The principle 
of this machine was similar to that of the Enigma machine. In 1940, William 
Friedman and his team deciphered the code produced by the machine and 
developed a new machine that could rapidly decrypt Purple’s ciphers.  
1939-42 During the World War II, the Allies broke the Enigma cipher.  
1942 Using code words that were not present in their native language, the Navajos 
would communicate messages that only a small group could decode. They were 
coding their speech during the World War II so the enemy was unable to 
understand them.  
1948 Claude Shannon had the idea of solving substitution ciphers by using frequency 
and statistical analysis.  
1970 The Lucifer cipher was developed by a team headed by Dr. Horst Feistel. 
1976 Data Encryption Standard (DES) was chosen by the U.S National Security Agency. 
1976 The public-key cryptography was introduced by Whitefield Diffie and Martin 
Hellman. 
1977 A practical public key cipher was developed. Ronald Rivest, Adi Shamir and 
Leonard Adleman developed the cipher for confidentiality and digital signatures.   
1978 The RSA encryption algorithm was published in the Communication of Association 
for Computing Machinery (ACM). 
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Table 1.0. Foundations of Cryptology [18] 
 
2.2 History of Cryptography 
 
Before the development of modern cryptographic techniques, cryptography was concerned 
exclusively with message confidentiality [2]. In the early days, the messages were converted from 
intelligible form into unintelligible text and back again. The purpose of encryption was to ensure 
that spies, military leaders and diplomats would not be able to read the information. A secret key 
was not used between communicants. However, cryptography has expanded and is more than 
just a tool for ensuring confidentiality [2]. Efficient cryptographic techniques such as message 
integrity checking, authentication of communicants, digital signatures, interactive evidence, 
secure networks and others have been developed to increase security.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
1991 The initial type of PGP (Pretty Good Privacy) was released by Phil Zimmerman. 
PGP was released free for public use. In addition, PGP became a globally known 
standard for public cryptosystems.  
2000 Rijndael’s cipher was selected by National Institute of Standard and Technology 
(NIST) as the Advanced Encryption Standard (AES). AES became the default 
encryption algorithm for protecting classified information as well as the first 
publicly accessible and open cipher approved by the National Security Agency for 
top-secret information. Additionally, AES has been adopted by the U.S. 
government and is now used worldwide.  
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2.3 Historical Cryptographic Techniques 
  
Because the majority of the people were illiterate, only a pen and paper were needed to write 
secret messages in the early days [2]. This is why the message confidentially was the only concern. 
Significant historical cryptographic technique will be discussed as followed. 
  
2.3.1 Steganography:  
 
Steganography can be defined as the technique of hiding information within other message [from 
the steganography-the art of hiding information paper (see figure 1.0) [2]. The method of 
steganography completely conceal the existence of the plaintext (see figure 1.0). However, 
steganography method is unlike other cryptography techniques in which many cryptography 
techniques will transfer the plaintext into unintelligible form. A simple method of steganography, 
but it will take a time to deploy, is rearranging of words or letter in the plaintext will reveal the 
hidden message.  For instance, taking a first letter from each word in the message can spell out 
the hidden message. An example of steganography technique is used by concealing the original 
message within the overall message (see figure 1.0).  
Other historical techniques were used to hide information of the text, some of these are the 
following:  
 Character marking: A selection of wards or letters within the message and overwritten 
them in pencil. The mark of the pencil is invisible unless the paper that contains the 
message will be held at a particular an angle to bright light the hidden message.  
 Invisible ink: This technique involved different ways to write the message in the paper but 
leave no visible detect. In order to read the message, a certain chemical or heat will be 
applied to the paper.  
 Pin punctures: The process of pin punctures is done by making tiny pin punctures on 
certain letters within the message. These marks are not visible unless the paper is held 
against a light.  
 
One of the most common steganography technique is replacing the least significant bits 
of an image or audio file with data from another file [from the steganography-the art of 
hiding information paper 2]. The replacement of a particular bits will not affect the 
quality of the picture or audio file but it will make an observer detect only little on these 
files. Many images posted in the internet every day. These images can contain a highly 
sensitive information but generate no suspicion for the internet users.  
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Dear Unitec biology students  
 
As you know, we are going on a week long excursion in two weeks’ time. We will meet  
next Thursday to clear up any questions. However, feel free to contact me  
if you have any urgent queries. I will also be in my office tomorrow 
if you prefer to ask in person. Please email me first if you wish to come in the afternoon.  
On the day of the excursion, we will all be meeting at 10 a.m. at 
Student Central. Students who are late run the risk of being left behind. The  
buses will be leaving at 10:30 a.m. sharp from the carpark that is around the corner 
from Student Central. At approximately 1 p.m., students will be able to get out of 
the bus and take samples at Alkorbi National Park. Professor Lynwood 
has arranged for us to meet with experts at the Alkorbi National Park and 
observe them at work. This is a great opportunity. Park Manager, Mr John Albert,  
has also arranged lunch for us at 2 p.m. before we get back on the road 
and continue to our final destination.  
 
Sincerely,  
Mohammed Alkorbi  
Figure 2.1.0 Using Steganography Technique to hide a message within the overall message 
 
Steganography has a number of disadvantages when compared with other cryptography 
techniques. It requires a lot of effort to only hide a few bits of information. Additionally, it 
becomes virtually worthless once the technique used is discovered. However, the advantage of 
steganography is that it can be used between two parties who would like to keep their message 
confidential.  
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2.3.2 Substitution cipher:  
 
The method substitution cipher is executed by substituting a certain value with another. For 
instance, substitute a letter in the alphabet with the fourth value to the write. An example of 
substituting a letter with another letter using a shift four down the Standard English alphabet (see 
table 2.0). 
In the year 1467, Leon Batista Alberti upgraded cryptographic techniques by using different 
ciphers (i.e., substitution alphabets) for different parts of a message [2]. This technique was called 
a polyalphabetic cipher [2]. Alberti also invented an automatic cipher machine which was 
probably the first machine designed for encryption purposes [2]. The encryption process of this 
machine uses a key word which controls the letter substitution depending on which letter of the 
key word is being used in the machine.  
 
English Alphabet  Encryption Alphabet with a shift four 
A E 
B F 
C G 
D H 
E I 
F J 
G K 
H L 
I M 
J N 
K O 
L P 
M Q 
N R 
O S 
P T 
Q U 
R V 
S W 
T X 
U Y 
V Z 
W A 
X B 
Y C 
Z D 
  
Table 2.0.English Alphabet Encryption with a Shift Four down the Alphabet  
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This is the basic method of substitution cipher which is called a monoalphabetic substitution 
because it only uses one alphabet (see table 2.0). However, the operation of substitution cipher 
can be combined with other operation which makes it complex to solve. In order to do that, by 
using a method called polyalphabetic substitutions on which substitution is done by using two or 
more alphabets (see table 3.0). 
 
Plaintext  Substitution 
cipher 1 
Substitution  
cipher 2 
Substitution 
cipher 3 
Substitution 
cipher 4 
A E I M Q 
B F J N R 
C G K O S 
D H L P T 
E I M Q U 
F J N R V 
G K O S W 
H L P T X 
I M Q U Y 
J N R V Z 
K O S W A 
L P T X B 
M Q U Y C 
N R V Z D 
O S W A E 
P T X B F 
Q U Y C G 
R V Z D H 
S W A E I 
T X B F J 
U Y C G K 
V Z D H L 
W A E I M 
X B F J N 
Y C G K O 
Z D H L P 
Table 3.0. Polyalphabetic Substitution Using Multiple Substitution Alphabets  
The first column in the above table is the plaintext, and the rest of columns are multiple 
substitution cipher. To encrypt the word Mohammed, the first letter in Mohammed will be 
substituted with a letter in the same raw in column two, the second letter will be substituted with 
a letter in the same raw in column three, and so no. The word Mohammed will become 
QWTQQUQT. The substitution of the letter M in the plaintext results in producing Q, Q, and U 
depends on the order of the letter in the plaintext. Complexities like this method make the 
substitution cipher hard to understand on which one does not know the algorithm used (numbers 
of substitution cipher) and the key (the substitution of the first letter with a particular substitution 
column).  
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Advanced type of polyalphabetic cipher is known as the Vigenère cipher. The Vigenère cipher 
deployed using the Vigenère (see table 5.0). The table consists of 26 numbers cipher alphabet. 
The structure of the table contains 26 rows and columns. In the header row, the alphabet is 
written on order from A-Z. In each following row, each letter is shifted with one letter down the 
alphabet until the last row is completed. 
Simple encryption of the Vigenère cipher is deployed by substituting the first letter of the plaintext 
with the first row in the Vigenère table, the second letter in the plaintext with the second row in 
the Vigenère table, and so on. With this method, the word MOHAMMED (plaintext) will be 
become NQKERSLL (ciphertext).  
The most sophisticated way to use the Vigenère cipher is to add a keyword as shift. In order to 
encrypt the plaintext UNITEC INSTITUTE OF TECHNOLOGY with this method, a keyword should be 
represented as a shift (in this case, the keyword is MOHAMMED). The encryption process will be 
as followed:  
 
PLAINTEXT  U N I T E C I N S T I T U T E O F T E C H N O L O G Y 
KEYWORD M O H A M M E D M O H A M M E D M O H A M M E D M O H 
CIPHERTEXT G B P T Q O M Q E H P T G F I R R H L C T Z S O A U F 
Table 4.0. Using Vigenère Table to Encrypt a Plaintext  
 
The plaintext and the keyword will be combined together to produce the ciphertext. The plaintext 
letter will be used to find a row, the keyword letter will be used to find a column, then find a letter 
at their intersection to produce the ciphertext. For instance, the letter “U” in the header row with 
“M” in the first column from the left in table, a letter “G” (ciphertext) was found at their 
intersection in Vigenère table (see table 5.0). By following this method a plaintext UNITEC 
INSTITUTE OF TECHNOLOGY will produce the encrypted ciphertext 
GBPTQOMQEHPTGFIRRHLCTZSOAUF (see table 4.0). 
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Table 5.0. The Vigenère Table 
 
2.3.3 Transposition cipher 
 
Transposition cipher is the process of rearranging the order of the letters in the plaintext---for 
example a word, Mohammed, might be rearranged to dammhmoe in a slightly simple 
rearrangement schema [2]. Historical cryptographic techniques were simpler and less secure than 
modern cryptographic techniques are. 
Cryptanalysis is the method of converting ciphertext to plaintext without much knowledge of the 
cipher. The method was first developed by Arabs to make significant advances in cryptanalysis. 
Qalqshandi is an Arabic author who wrote the first technique to solve ciphers which is still widely 
used today [1]. The technique process involves writing down all letters in the ciphertext and 
calculating the frequency of each symbol. This helps to learn the average frequency of each letter 
in the language of the ciphertext. Then the plaintext can be written out. Cryptanalysis is a 
powerful technique that can be used to analyze the ciphertext in a substitution cipher [1]. 
Breaking into plaintext requires better knowledge of the ciphers used to encrypt the message and 
perhaps of the key involved [2].  The need of this knowledge made corruption, defection and 
 A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 
1 B C D E F G H I J K L M N O P Q R S T U V W X Y Z A 
2 C D E F G H I J K L M N O P Q R S T U V W X Y Z A B 
3 D E F G H I J K L M N O P Q R S T U V W X Y Z A B C 
4 E F G H I J K L M N O P Q R S T U V W X Y Z A B C D 
5 F G H I J K L M N O P Q R S T U V W X Y Z A B C D E 
6 G H I J K L M N O P Q R S T U V W X Y Z A B C D E F 
7 H I J K L M N O P Q R S T U V W X Y Z A B C D E F G 
8 I J K L M N O P Q R S T U V W X Y Z A B C D E F G H 
9 J K L M N O P Q R S T U V W X Y Z A B C D E F G H I 
10 K L M N O P Q R S T U V W X Y Z A B C D E F G H I J 
11 L M N O P Q R S T U V W X Y Z A B C D E F G H I J K 
12 M N O P Q R S T U V W X Y Z A B C D E F G H I J K L 
13 N O P Q R S T U V W X Y Z A B C D E F G H I J K L M 
14 O P Q R S T U V W X Y Z A B C D E F G H I J K L M N 
15 P Q R S T U V W X Y Z A B C D E F G H I J K L M N O 
16 Q R S T U V W X Y Z A B C D E F G H I J K L M N O P 
17 R S T U V W X Y Z A B C D E F G H I J K L M N O P Q 
18 S T U V W X Y Z A B C D E F G H I J K L M N O P Q R 
19 T U V W X Y Z A B C D E F G H I J K L M N O P Q R S 
20 U V W X Y Z A B C D E F G H I J K L M N O P Q R S T 
21 V W X Y Z A B C D E F G H I J K L M N O P Q R S T U 
22 W X Y Z A B C D E F G H I J K L M N O P Q R S T U V 
23 X Y Z A B C D E F G H I J K L M N O P Q R S T U V W 
24 Y Z A B C D E F G H I J K L M N O P Q R S T U V W X 
25 Z A B C D E F G H I J K L M N O P Q R S T U V W X Y 
26 A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 
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spying more appealing. In the 19th century, it was realized that the secrecy of a cipher’s algorithm 
was neither clever nor safe [2]. It was further realized that cryptographic scheme (including 
ciphertext) should stay secure even if the adversary fully has the knowledge about the ciphers. 
For that reason, a secret key should be involved in ciphers to protect the plaintext and maintain 
confidentiality under an attack [2]. 
 
2.3.4 Computers and Cryptography: 
 
Several encryption and decryption devices were invented during the 20th century [2]. That 
helped cipher designers to develop machines for difficult cryptographic techniques after World 
War II. The growth of technology after WWII made ciphers more complex and difficult to break 
[2]. Additionally, the ability of computers to handle the encryption of all types of data is 
represented in binary format. This is a huge advancement from classical ciphers, which only 
involved encrypting written messages. Using computers to enhance the complexity of ciphers is 
new and significant [2]. Knowing cryptographic history and cryptographic algorithms helps 
cipher designers to develop cryptographic techniques that are more difficult to break. For 
instance, improvements in the capability of CPU’s have decreased the number of brute-force 
attacks. 
The quality of ciphers depends on the quality of the computer’s specifications, such as RAM and 
CPU [2]. Breaking modern ciphers will require a lot more time and effort than breaking classical 
cipher because of the computation involved in modern ciphers. Computers make cryptanalysis 
more complex and almost impossible to break. However, the number of methods of attack has 
also increased [2]. 
In the 1970s the RSA algorithm was available for public-key cryptography. Since then 
cryptography has been used widely in communications, computer networks and computer 
security in general. Keeping sensitive information secure using cryptographic techniques is only 
possible if the secret key is difficult to discover [2].  
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2.4 Modern Cryptographic Techniques 
 
2.4.1 Symmetric Cryptography: 
 Symmetric encryption algorithms use only one key to encrypt and decrypt the message [18]. 
Symmetric encryption is known as shared-key cryptosystems because there is only one key, which 
both the sender and receiver share [18]. For instance, both Mohammed and Tariq have a common 
shared secret key K that is used to encode and decode the message. Mohammed encrypts the 
message M by using the shared key K and sends the ciphertext C to Tariq. Tariq uncovers the 
original message M by invoking the decryption method using both received ciphertext C and 
common shared secret key K ( see figure 2.0). 
 
 
C = Encrypt (K, M) 
 
                                                                                                                                                                                 
Figure 2.2.0 Basic Concept of Symmetric Encryption: Mohammed and Tariq Share the Same Key 
 
 Types of symmetric key algorithms: 
 
There are two types of symmetric algorithms as follows: 
1) Block ciphers: 
A block cipher divides data into many blocks of equal length [20]. Encryption will be applied 
to each blocks using a specific key. In other words, the plaintext and the key are inputted into 
the block cipher and a block of plaintext of the same size is produced as output. Block ciphers 
use the same shared key to encrypt and decrypt the message [10]. 
 Examples of block ciphers: 
 
1) Data Encryption Standard (DES):  
 
In 1977 the U.S. government required a method that would store their sensitive 
information safely. A solution to their problem was found through the release of Data 
Encryption Standard (DES) that same year. DES is 56 bits key length with 64 bits block size 
[10] [11]. 
An observation of DES’s performance revealed it was defenceless against brute force 
attacks. For that reason, a public request was made by the National Institute of Standards 
and Technology to develop a new encryption standard. A total of fifteen algorithms were 
received and submitted by twelve different countries.  Out of these fifteen only five 
algorithms were chosen, MARS, RC6, Serpent, Rijndael and Twofish. Rijndael was the top 
Tariq  K 
 
                         
 
Mohammed K 
 
M= Decrypt(K,C) 
C=Encrypt(K,M) C=Encrypt (K,M) 
M= Decrypt(K,C) 
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algorithm and called the Advanced Encryption Standard (AES) [13]. The second best 
option was the Serpent followed by Twofish [13].  
 
2) Advanced Encryption Standard (AES): 
 AES was established by Joan Daemen and Vincent Rijmen. AES was the winning algorithm 
of fifteen different algorithms submitted to the U.S. National Institute of Standards and 
Technology (NIST). Furthermore, AES was announced in 2001 as the development 
cryptography algorithm to replace DES [13]. AES is a128-bit block cipher with three key 
cipher key lengths which they are 128, 192 and 256 bits [6]. The best option available to 
cryptographers using AES is a key with a bit length of 256.  AES is the most powerful and 
secure algorithm in symmetric cryptography [3]. 
 
3) Serpent: 
 Serpent has the same algorithm specifications as AES and Twofish. Serpent was published 
in 1998 by Eli Biham, Ross Anderson and Lars Kunderson. It came in second place in the 
U.S. N.I.S.T competition. Serpent is used in a large number of cryptography software. 
 
4) Twofish: 
Twofish was published by Bruce Schneier in 1998. Twofish was the third place winner of 
the fifteen algorithms submitted to the U.S. N.I.S.T. Twofish is a 128-bit block cipher with 
different key lengths of 128,192 or 256 [14]. It has the same functionality as the AES 
algorithm and has a highly secure and flexible cipher design [13]. Nowadays, the Twofish 
algorithm is used in some encryption software such as TrueCrypt, DiskCryptor and 
BestCrypt. 
 
2) Stream cipher:  
A stream cipher is the scheme of encrypting a text (to generate ciphertext) [3]. 
Each binary digit in a data stream is processed by a key and an algorithm [3] 
[20]. It is processes one bit or character at the time [2]. 
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 Example of stream cipher: 
1) RC4:  
RC4 was designed by the cipher designer Ron Rivest. RC stands for Rivest Cipher 
or Ron’s Cipher [1] [6] [20]. RCA is a 40 bit key length and it is used in a variety of 
cryptography software. RCA is a symmetric algorithm, which means that only one 
key is required to encrypt and decrypt the message [13].  
 
2.4.2 Asymmetric Cryptography: 
Asymmetric algorithm is a public key cryptography technique. Unlike symmetric algorithms, this 
type of cryptography technique uses two keys [16]. A public key is used to encrypt a message and 
a private key is used for decryption [16] [18]. The public key is available to the public whereas the 
private key is kept secret by the user [3]. Both keys are related to each other mathematically [15].  
For instance, if one wants to send an encrypted message a public key is always available to encrypt 
the information. However, the receiver needs a private key to decrypt this information [17] See 
figure 2. In figure 2, if the public key is used encrypt the information, then it cannot be used to 
decrypt the information [17]. However, both public and private key can be used to either encrypt 
or decrypt the message [18]. For instance, if the public key is used to encrypt the message, only a 
private key can decrypt it, and if the private key is used to encrypt the message, only a public key 
can decrypt it [18]. 
 
 
 
     
                                                                                                                                              Sender’s public key 
 
Encrypt 
                                    
 
7D8BENA6NMA 
     BY1UY652HMJIO 
                                                                                                                                                                                                 
Receiver’s private key 
                                                                                                                             
 
Figure 2.3.0 Basic Concept of Asymmetric Encryption: Different Keys are used to Encrypt and Decrypt the Message. 
                                            
 
Hello Mohammed!! 
 
Decrypt 
 
Hello Mohammed!! 
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  Types of Asymmetric key algorithms:  
 
 1) Diffie-Hellman (DH): 
Diffie-Hellman was the first, published, public key, cryptographic technique that allowed 
users to exchange keys publicly [10]. This technique consists of two system parameters. 
Both are public and can be used by any users in the system [20]. This type of algorithm 
was defenceless against a man-in-the-middle attack because the technique does not 
authenticate communicants while they are exchanging keys [10] [21]. 
 
2) RSA: 
The concept of the RSA cipher algorithm is a trapdoor function. RSA was developed after 
the Diffie-Hellman algorithm. The inventors of RSA, Ron Rivest, Adi Shamir and Len 
Adieman, named the algorithm after themselves [17]. RSA uses a public key to encrypt 
the information and a private key to decrypt the information [15]. The RSA algorithm can 
be used for both digital signatures and public encryption. RSA is a modern asymmetric 
cryptographic technique. Also, it can be highly secure depending on the length of the key. 
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2.5 The Purpose of Cryptography 
 
CIA will ensure the security of information while it is stored, transmitted or processed. CIA refers 
to confidentiality, integrity, and the availability of data (see figure 4.0) [18].  Cryptography security 
services will be as follows: 
 
 
 
Figure 2.4.0 The CIA Methods 
 
1) Confidentiality: 
 
Confidentiality will ensure valuable data will remain secure from disclosure to unauthorized 
access [18] [33]. In addition, confidentiality will ensure people with the rights and privileges are 
only allowed to access to the data. HDD and SSD storage devices are portable and light weight 
storage devices. There are at high risk of begin lost or stolen and access by authorized person. 
These storage devices may contain personal, customers, or patients information. Encryption will 
ensure that data in storage devices will remain confidential from authorized access and 
modification of data [33]. 
 
2) Integrity: 
Integrity will ensure that there is no unauthorized modification have been made to the file or the 
message [33] [18]. Attackers are tempted to corrupt and destruct the data while it is being stored 
or transmitted. One of the significate method to ensure the integrity of information is hash 
function [33] [18]. The hash function will generate a unique hash value from a message. This hash 
value can be sent to the receiver to verify the integrity of the message [33] [18].  A system can 
automatically check the integrity of information by performing the same hash algorithm on a file. 
If the system obtains different hash value than the unique hash value of that particular file then 
this file has been modified. 
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3) Availability: 
Several attacks can results in the loss of data availability [33]. Some of these attacks required the 
use of encryption and authentication methods where as others require a physical protection to 
prevent the loss of data availability. 
 
 
4) Authentication: 
The authentication service ensures that the communication is authentic. Authentication will allow 
only users with rights and privileges to access to the data. In case of an ongoing interaction, there 
are two aspects if the client wants to access to their data from terminal to a host [33].The first 
aspects, the authentication service will ensure that both entities are authentication. Secondly, the 
service must ensure that the connection between both entities is not interfered with authorized 
third party. Attackers may act as one of two euthenics parties to gain authorized transmission or 
reception. 
 
 
5) Nonrepudiation: 
The purpose of Nonrepudiation service is to prevent both parties from denying a transmitted 
message or signature on a document [33]. For instance, the receiver can demonstrate that the 
message was sent by alleged sender and the sender can demonstrate that the message was 
received by alleged receiver. 
 
2.6 Binary Operations (AND, OR, and XOR) 
 
Binary operation is the method of calculating two binary numbers in order to produce another 
binary number [18]. This method is used by in cryptography techniques in order to produce the 
ciphertext. There are three types of binary operation which are AND, OR, and XOR operation. 
 
1) AND operation: 
 
This method is applied by comparing two binary numbers at the time to produce another set of 
binary numbers [18]. In this case, if both binary numbers have 1 in both side then the results will 
be 1. If not then the results will be 0 (see table 6.0). 
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First Bit Second bit Result 
1 1 1 
1 0 1 
0 0 0 
1 1 1 
1 1 1 
0 1 0 
0 0 0 
1 1 1 
Table 6.0. The Concept of AND Operation 
 
2) OR operation: 
OR operation verifies whether there is 1 in both side, if so then the result will be 1 otherwise the 
result will be a binary 0 [18]. 
 
3) XOR operation: 
XOR function is commonly used in a stream cipher techniques to product a ciphertext. A block 
cipher techniques may use XOR, transposition, substation, or a combination of these methods to 
generate a ciphertext [18]. The method of XOR function is executing by comparing two bits to 
generate another bit. This is done if the two bits are same then the result will be a binary 0 
otherwise the result will be a binary 1 (see table 7.0). XOR function is the simple way of symmetric 
algorithms to encrypt a message where security is not considered. The use of XOR function to 
combine two bits to get possible result (see table 7.0). 
 
Fist Bit Second Bit Result 
1 1 0 
1 0 1 
0 0 0 
1 0 1 
0 1 1 
Table 7.0. The Concept of XOR Function 
 
An example of implementing XOR encryption. For instance, a plaintext “Fun” will be converted to 
binary. The binary representation of the plaintext is “01000110 01110101 01101110”. A key value 
should be determined in order to encrypt the plaintext. In this case, the key value “F” (01000110) 
is used, and it is repeated for each bit to be encrypted (see table 8.0). 
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Text value 0 1 0 0 0 1 1 0 0 1 1 1 0 1 0 1 0 1 1 0 1 1 1 0 
FFF as a 
key 
0 1 0 0 0 1 1 0 0 1 0 0 0 1 1 0 0 1 0 0 0 1 1 0 
Ciphertext 0 0 0 0 0 0 0 0 0 0 1 1 0 0 1 1 0 0 1 0 1 0 0 0 
Table 8.0. An Example of XOR Encryption 
 
Performing the XOR operation by combining two bit streams which are the plaintext and the key 
to product the ciphertext shown in Table 3. A ciphertext can be decrypted using the key value “F”. 
The XOR operation is very simple to implement and to break the ciphertext. The XOR encryption 
should not be used by its self to encrypt sensitive data. A high secure encryption algorithms will 
encrypt sensitive data using the XOR operation as a part of a higher complexity encryption 
process. 
XOR operation can be combined with a block cipher to generate a ciphertext [18]. This is method 
is simple but powerful operation. The first raw shows a plaintext “Fun” that needs to be 
encryption (see figure 5.0). The second row is the representation binary of the plaintext. In order 
to apply an 8 bits block cipher method, the plaintext will be divided into many blocks with the 
equal lengths. The fourth row is the 8 bits key selected for the encryption process. In order to 
encrypt the plaintext, the XOR operation must be executed on each 8 bits block to generate the 
ciphertext. This ciphertext can be sent securely to the receiver, who will use the XOR operation 
and the key (01000110) to decrypt the message (see figure 5.0). 
 
Message (Plaintext): Fun 
Plaintext in binary:  010001100111010101101110 
Message blocks:       01000110 01110101 01101110 
Key:                             01000110 01000110 01000110 
Cipher text                 00000000 00110011 00101000 
 Figure 2.5.0 Combining XOR Operation with a Block Cipher Method 
 
If the receiver cannot appeal the message using the key (01000110) and XOR operation, then 
either cipher was executed with incorrect key or the XOR operation was not used correctly. 
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2.7 Cryptography Hardware 
 
2.7.1 Hard Disk Drive Encryption:  
Nowadays, a hard disk drive is a common storage device in the computer. A hard disk drive uses 
a write/read head that spans over one or many disks in order to access the information that is 
stored. The speed of a hard drive is measured in revolutions per minute (RPM). The RPM of a hard 
drive can be as low as 5400 PRM and as high as 15000 PRM [6]. The benefit of using a hard drive 
is it gives one the ability to store large amount of data and it is cheap in price compared to solid 
state drives. 
Hard disk encryption has been used for many years and there are many different algorithms that 
can perform hardware encryption.  The majority of software has been developed to improve 
protection and confidentiality of the data in hard disks, such as TrueCrypt, DiskCryptor and 
BestCrypt [6]. Hard disk devices are usually encrypted using block cipher algorithms. Advanced 
Encryption Standard (AES) is the most popular encryption algorithm used for hard disk 
cryptography [12]. Block ciphers divides a longer message into many blocks of the same length 
and then applies encryption to each of them.  
Another commonly used method of block cipher is called Cipher-Block Chaining (CBC) [12]. 
Cipher-Block Channing means that each block of plaintext will inherent the key and algorithm that 
are used in the previous ciphertext block [12]. This means each block cipher depends on the 
plaintext encrypted previously used [12]. CBC method requires an initialization vector which is 
the first block [12]. 
 
2.7.2 Unmanaged Flash Memory Devices and Cryptography: 
Portable storage devices are convenient. They can be used to transfer and backup sensitive 
information. Carrying around such important information may lead to it being stolen and accessed 
by unauthorized persons. For this reason, cryptography is used in flash memory devices to 
enhance data confidentiality.  Nowadays, the majority of encryption software can be used to 
encrypt information in flash memory devices. 
Managed flash memory devices are devices that have an encryption algorithm fixed in the 
operating system (hardware-based encryption) [12].  Unmanaged flash memory devices do not 
have fixed encryption algorithms [12]. USB flash devices, Solid state drives and Multimedia Cards 
can be managed or unmanaged.  
The advantage of unmanaged flash memory is that it is cheap in price and the disadvantage of 
unmanaged flash memory is that the encrypted information is not highly protected from an 
attacker [12]. For instance, an attacker can make a copy of this information and apply multiple, 
password guessing attacks which is called brute force attacks.  
On the other hand, the information in managed flash devices is hidden by the operating system. 
This means an attacker will not be able to find where the information is stored. In managed 
devices the information is more protected than in unmanaged flash memory devices. 
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2.8 Cryptography Software 
 
2.8.1 TrueCrypt: 
TrueCrypt is an open-source software disk encryption. This software can be operated on 
Windows, Mac OS X and Linux [21]. TrueCrypt has the ability to turn a file into an encrypted virtual 
disk [21]. Furthermore, TrueCrypt allows one to choose the size of the virtual disk and information 
will be stored in this file as a real disk.  
TrueCrypt can encrypt a single partition on both a hard drive and storage device [23]. Also, 
TrueCrypt has an option that applies full system encryption on the internal computer drive [21]. 
In order to perform the full system encryption, a password is required for authentication. A 
password will be required during the operation system boot because TrueCrypt has its own boot 
loader located in the first track of the boot sector. An operating system will be unable to boot if 
the password has not been entered correctly. 
TrueCrypt is capable of encrypting information using three different encryption algorithms- AES, 
Twofish and Serpent. These three algorithms can be operated separately or together [22]. The 
advantage of using them together is that if one of them is broken, the information is still protected 
by the other algorithms. 
 
2.8.2 DiskCryptor 
DiskCryptor is an open source software and a form of disk encryption [27]. DiskCryptor is able to 
encrypt external storage devices, such as USB, as well as perform encryption on each partition or 
on the whole hard drive. Furthermore, it supports volume encryption allowing encryption for the 
RAID [27]. 
DiskCryptor supports the algorithms AES, Twofish and Serpent. DiskCryptor’s software encryption 
process is similar to that of TrueCrypt [27]. That is, the algorithms can be used either individually 
or together in order to enhance the protection of the data [27]. DiskCryptor can have an effect on 
the system’s performance when full system encryption is being used.   
 
2.8.3 BestCrypt: 
BestCrypt is a licensed encryption software that was established by the application developer, 
Jetico [24]. BestCrypt is widely used in government, military agencies, healthcare organizations, 
insurance vendors and other organizations [32]. The functionality of BestCrypt is similar to that of 
the TrueCrypt encryption software in that it is capable of storing files in a container that is similar 
to a hard drive [25].  This container can be mounted as a virtual drive [25].  
BestCrypt provides the opportunity to encrypt a single partition and a whole disk [26]. One can 
decide to encrypt one or many parts of the hard disk and leave the rest unencrypted.  A whole 
disk encryption is applied for the whole hard drive including any individual portions on the hard 
drive. 
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The last technique of disk encryption offered by BestCrypt is called volume encryption which 
allows one to encrypt the disk depending on the volume. BestCrypt encryption volume offer 
different encryption algorithms including AES 256-bit, RC6 256-bit, Serpent 256-bit, and Twofish 
256-bit [26]. This is more useful when using RAID [26]. The encryption volume process is done 
either on one disk or over several disks. One password is applied to the whole disk when using 
the volume encryption technique [26].  
 
2.9 Benchmark Tools for Testing Disk Operation 
 
2.9.1 Anvil’s Storage Utilities: 
Anvil’s Storage Utilities is a comprehensive benchmark tool that can be used to measure the read 
and write performance of both mechanical hard drives and solid state drives. This benchmark is 
useful for comparing the speeds of two different storage devices [28]. 
The default setting of Anvil’s Storage Utilities includes the following disk operations:  
 In the read measurement section, Anvil’s Storage Utilities can sequentially calculate 4MB, 
4k, 4k QD4, 4K QD16, 32K and 128K.  
 In the writing measurement section, Anvil’s Storage can calculate 4MB, 4k, 4k QD4, 4k 
QD16 in sequence.  
 Anvil’s Storage Utilities basically calculates the response time of disk operations as well as 
calculating the total amount of read or write data in megabytes. It measures the input or 
output operations per second and the speed of operations in megabytes (MB) per second 
[28]. 
 
2.9.2 CrystalDiskMark: 
CrystalDiskMark is an open source benchmark tool that can be used to measure the read/write 
performance of any storage device. This benchmark is useful for comparing the speed of two 
different storage devices [29]. 
The default setting of CrystalDiskMark can measure the performance of the sequential reading 
and writing speed, the random 512KB read/write speed, the random 4 KB QD1 read/write speed 
and random 4 KB QD32 read/write speed [29]. 
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3.0 Research Methodology 
 
3.1 Research Questions 
 
The eight questions that the research is going to evaluate will be as follows: 
1) Between the HDD, SSHD and SSD based NAND MLC flash memory, which has the highest 
performance before and after applying encryption to the storage device? 
2) Out of SLC, MLC, and TLC flash memory, which SSD based NAND performs the best before 
and after applying encryption to the storage device? 
3) Between SSD based NAND SATA interface type and SSD based NAND MLC flash memory 
(migrated from SATA to PCle 3.0), which SSD type interface performs the best before and 
during encryption?  
4) Out of AES, Serpent, and Twofish 256 bits using BestCrypt (commercial encryption storage 
software), which one performs the best on each storage device?  
5) Out of AES, Serpent, Twofish 256 bits using TrueCrypt (Open source software encryption), 
which one performs the best on each storage device?  
6) Does BestCrypt (commercial software encryption) or TrueCrypt (Open source software 
encryption) have the highest level of encryption performance?  
7) How do SSD based NAND SLC, MLC, and TLC flash perform at 63°C before encryption?  
 
 
  
 
3.2 Test Environment 
 
3.2.1 System specifications:  
Items  Description  
Motherboard Model  F2A88XM-HD3  
Processor AMD-A10 7850k 3.70GHz 
Memory  DDR3 2133 16GB 
DVD/CD Writer 24x Internal DVD/CD Writer  
Operating System  Windows 8.1 Professional  
Table 9.0. System Specifications 
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3.2.2 Storage specifications:  
Storage 
Device 
Types  
Manufacturer and 
Model name 
Interface  Size Cache 
(MB) 
Operating 
Temperature 
(°C) 
Performance   
HDD Western Digital  
Model:WD5000AAKX 
SATA III 6 
Gb/s 
500 GB 16 MB 0 – 60  Data transfer rate 
6 Gb/s max.  
Sustained data 
host to/ from 
drive is 126 MB/S 
max.  
SSHD Seagate  
Model: ST1000LM014 
SATA III 6 
Gb/s 
1TB 64 MB 0 – 60 Sustained data 
transfer rate OD is 
100 MB/S MAX. 
 1/O data transfer 
rate is 600 MB/S 
max 
SSD based 
NAND SLC 
flash  
Fujitsu 
Model: FSX-120 
SATA III 6 
Gb/s 
120 GB    N/A 0 – 70  Sequential read 
speed is 510 
MB/S. 
Sequential write 
speed is 505 
MB/S. 
SSD based 
NAND MLC 
flash  
Samsung SSD 850 PRO 
Model: MZ-7E128 
SATA III 6 
Gb/s 
128 GB 256 MB 0 – 70 Sequential read 
speed is 550 MB/S 
max. 
Sequential write 
speed is 470 MB/S 
max. 
SSD based 
NAND TLC 
flash  
Samsung SSD 850 EVO 
Model: MZ-75E120 
SATA III 6 
Gb/s 
120 GB 256 MB 0 – 70 Sequential read 
speed is 540 MB/S 
max. 
Sequential write 
speed is 520 MB/S 
max. 
SSD based 
NAND MLC 
flash 
Intel  
Model: Intel® Solid-
State Drive 750 Series  
 
PCIe 3.0 
X4 
400 GB N/A 0 – 70 Sequential read 
speed is up to 
2200 MB/S. 
Sequential write 
speed is up to 900 
MB/S. 
Table 10.0. Storage Specifications 
 
3.2.3 Encryption Software and Algorithm:  
An observation of DES’s performance revealed it was defenceless against brute force attacks. For 
that reason, a public request was made by the National Institute of Standards and Technology to 
develop a new encryption standard. A total of fifteen algorithms were received and submitted by 
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twelve different countries.  Out of these fifteen only five algorithms were chosen, MARS, RC6, 
Serpent, Rijndael and Twofish. Rijndael was the top algorithm and called the Advanced Encryption 
Standard (AES) [13]. The second best option was the Serpent followed by Twofish [13]. For that 
reason, BestCrypt will be used to apply AES, Serpent, and Twofish 256 bits algorithm to encrypt 
the storage devices in the first, second experiment, and third experiment, see figure 4. In the 
fourth experiment, the performance of different encryption algorithms using BestCrypt 
(commercial storage encryption software) and TrueCrypt (open source storage encryption 
software) will be analysed, see figure 4. 
 
 Encryption 
Software  
Encryption 
Algorithms. 
Experimental Storage Devices Types. Number of 
Storage 
Devices. 
Measuring 
Tool.  
1 BestCrypt. AES, Serpent 
and twofish 
256 bits key. 
HDD, SSHD, and SSD based NAND 
MLC flash.   
3 Anvil’s 
Storage 
Utilities.  
2 BestCrypt. AES, Serpent, 
and Twofish 
256 bits key.  
SSD based NAND SLC, MLC, and TLC 
flash.  
3 Anvil’s 
Storage 
Utilities. 
3 BestCrypt. AES, Serpent, 
and Twofish 
256 bits key. 
The storage device which will 
perform the best in the second 
experiment will be evaluated with 
SSD based NAND MLC (PCIe interface 
type)  
2 Anvil’s 
Storage 
Utilities. 
4. TrueCrypt.  AES, Serpent, 
and Twofish 
256 bits key. 
All the storage device will be used in 
the research. 
6 Anvil’s 
Storage 
Utilities. 
Table 11.0. Overall Research Experiments 
 
3.2.4 Benchmark-tools for testing storage devices: 
Anvil’s Storage Utilities will be used to measure the encryption performance on different storage 
devices.  
 
3.2.5 Measurement Parameters: 
 
Measurement parameters  Description  
 Read speed across different disk access 
patterns. 
Read speed across different disk access 
patterns of all storage devices used in the 
research. The feature examined to measure 
the performance of read speed across 
different disk access patterns are 4MB 
sequential read speed and 4K random read 
speed. 4MB sequential read speed is a disk 
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access pattern whereby 4MB blocks of data 
are read from adjacent locations on the 
surface of a device. 4K random read speed is 
disk access pattern whereby small (4KB) 
blocks of data are read from random locations 
on the surface of the device being tested. They 
are usually measured in MB/S. 
 
Write speed across different disk access 
patterns. 
Write speed across different disk access 
patterns of all storage devices used in the 
research. The feature examined to measure 
the performance of read speed across 
different disk access patterns are 4MB 
sequential write speed and 4K random write 
speed. 4MB sequential write is a disk access 
pattern whereby 4MB blocks of data are 
written from adjacent locations on the surface 
of a device. 4k random write is a disk access 
pattern whereby small (4KB) blocks of data are 
written from random locations on the surface 
of a storage device. They are usually measured 
in MB/S. 
 
Different temperature. Room temperature will be measured before 
undertaking an experiment in the research. 
The research is investigating the performance 
of SSD based NAND SLC, MLC, and TLC flash 
before encryption at 63°C. 
The size of the test file Storage devices including SSD based NAND 
MLC and TLC flash (SATA III interface) have 
256MB of cache to accelerate the read and 
write speed of the storage device. The size of 
the test file that is sent by the benchmark 
measuring tool (Anvil’s storage utilities) to the 
storage device is 1GB to overwrite the cache 
which will determine the actual storage 
performance.   
Table 12.0. Experiment Measurement Parameters 
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3.2.6 Overall experiment scenario:  
 
 
Figure 3.6.0 Test Scenario for Overall Experiments 
 
There are six different storage devices in the research including HDD, SSHD, SSD based NAND SLC 
flash (SATA III interface), SSD based NAND MLC flash (SATA III interface), SSD based NAND TLC 
flash ( SATA III interface), SSD based NAND MLC flash (PCIe interface) (see figure 6.0).  TrueCrypt 
and BestCrypt will be used to apply encryption algorithms including AES, Serpent, and Twofish 
256 bits in all the storage devices in the research. Anvil’s storage utilities will be used to measure 
the encryption performance of all the storage devices in the research.  
 
3.3 Data Collection 
 
This research will be qualitative and quantitative research. The Qualitative research will focus on 
the technical aspects of different storage devices in the research. The reason that the research 
will focus in technical aspects of different storage device is to define which storage device arrange 
from old, current and emerging storage technology. Furthermore, Storage devices including SSD 
based NAND MLC and TLC flash memory (SATA III interface) have 256MB of cache to accelerate 
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the read and write speed of the storage device. Identifying the cache for each storage device will 
determine the test file size sent by the benchmark tool to storage device. Testing the performance 
of the storage device using a greater file size than the size of the storage device cache will 
overwrite the cache which will determine the actual storage performance.   .   
Additionally, this research is Quantitative research that will require the use of benchmark 
measuring tools for storage devices (Anvil’s Storage Utilities). The reason for using Anvil’s Storage 
Utilities that is very easy to use, and perform the benchmarks in a timely manner compared to the 
other benchmarking tool mentioned in the research. In addition, it evaluate the performance of 
storage device across multiple read and write access patterns and present the overall performance of 
the selected storage device that will assets in creating charts that are easy to understand. 
 
3.4 Data Analysis 
 
In order to get more accurate results, each experiment is done 10 time. Afterwards, read and write 
speed performance of six different storage devices are collected from the benchmark measuring tool 
(Anvil’s Storage Utilities). The average read and write performance of six storage device will be 
collocated to analysis the performance of each storage device. The average read and write 
performance of each storage device will be used to collocate the difference between each average 
read and write performance to define which storage device is the best performer before and after 
applying encryption. Additionally, collocating the difference between similar encryption 
algorithms used by both encryption software to define which encryption software performs the 
best on each storage device. 
Four comparative analyses will produce results. The first comparative analysis will be based on 
the performance of HDD, SSHD, and the SSD based NAND MLC flash memory before and after 
applying encryption algorithm to the storage device. The second comparative analysis will be 
based on the performance of the SSD based NAND SLC, MLC, and TLC flash memory before and 
after applying encryption algorithms to the storage device. The third comparative analysis will be 
based on the performance of SSD based SATA interface and SSD based NAND MLC (PCIe interface) 
before and after applying encryption algorithm to the storage device.  
The fourth comparative analysis will be based on the encryption performance of different 
encryption algorithms on each storage device tested in the research using BestCrypt (commercial 
software encryption) and TrueCrypt (Open source software encryption). The fifth comparative 
analysis will determine which encryption software has the highest level of encryption 
performance. The sixth comparative analysis will be based on how HDD and SSHD perform at 55°C 
to test the reliability of the storage device. The last comparative analysis will be based on how 
SSD based NAND SLC, MLC, and TLC flash perform at 63°C to test whether each storage device 
performs according to its specification. 
 
 
 
  
41 | P a g e  
 
4.0 Experimental Results 
 
In order to get more accurate results, each experiment is done 10 times (See appendix). Afterwards, 
read and write speed performance of six different storage devices are collected from the benchmark 
measuring tool. The average read and write speed of each of the six storage devices is calculated 
using the below formula (see figure 4.7.0) 
 
(1) 
 
           
 
 
Figure 4.7.0 The Formula of Calculating the Average of Read and Write Speed of the Storage Device. 
  
 
 
 
Figure 4.8.0 Explaining the Average Formula. 
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4.1 Comparison of the Average Performance of Six Storage devices before applying 
Encryption to the Storage device.  
 
4.1.1 Comparison of the Average Performance of HDD, SSHD and SSD Based NAND MLC Flash (SATA III 
interface) across Different Disk Access Patterns at 19°C before Encryption:  
  
4.1.1.1 Average 4MB sequential read speed of HDD, SSHD and SSD based NAND MLC flash at 
19°C:  
 
 
 
Figure 4.9.0 Comparison of the Average 4MB Sequential Read Speed of HDD, SSHD and SSD Based NAND MLC flash before 
Encryption at 19°C 
 
When run at 19 °C before encryption, SSHD’s average 4MB sequential read speed is 106.34 MB/S. 
In comparison, the average 4MB sequential read speed of HDD is 111.37 MB/S. HDD performs 
4.70% better than SSHD at the same temperature. The storage device that performs the best 
when the same variable is applied is SSD based NAND MLC flash. With an average 4MB sequential 
read speed of 491.27 MB/S, SSD based NAND MLC flash performed 361.98% better than SSHD.     
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4.1.1.2 Average 4K random read speed of HDD, SSHD and SSD based NAND MLC flash at 19°C:  
 
 
 
Figure 4.10.0 Comparison of the Average 4K Random Read Speed of HDD, SSHD and SSD Based NAND MLC flash before 
Encryption at 19°C 
 
When run at 19 °C before encryption, HDD’s average 4K random read speed is 0.99 MB/S. In 
comparison, the average 4K random read speed of SSHD is 1.37 MB/S. SSHD performs 38.38% 
better than HDD at the same temperature. The storage device that performs the best when the 
same variable is applied is SSD based NAND MLC flash. With an average 4k random read speed of 
21.66 MB/S, SSD based NAND MLC flash performed 2087.88% better than HDD.     
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4.1.1.3 Average 4MB sequential write speed of HDD, SSHD and SSD based NAND MLC flash at 
19°C:  
 
  
Figure 4.11.0 Comparison of the Average 4MB Sequential Write Speed of HDD, SSHD and SSD based NAND MLC flash before 
Encryption at 19°C 
 
When run at 19 °C before encryption, HDD’s average 4MB sequential write speed is 87.40 MB/S. 
In comparison, the average 4MB sequential write speed of SSHD is 92.88 MB/S. SSHD performs 
6.27% better than HDD at the same temperature. The storage device that performs the best when 
the same variable is applied is SSD based NAND MLC flash. With an average 4MB sequential write 
speed of 426.72 MB/S, SSD based NAND MLC flash performed 388.24% better than HDD.     
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4.1.1.4 Average 4K random write speed of HDD, SSHD and SSD MLC flash at 19°C: 
 
 
 
Figure 4.12.0 Comparison of the Average 4K Random Write Speed of HDD, SSHD and SSD MLC flash before Encryption at 
19°C 
When run at 19 °C before encryption, HDD’s average 4K random write speed is 1.09 MB/S. In 
comparison, the average 4K random write speed of SSHD is 2.33 MB/S. SSHD performs 113.76% 
better than HDD at the same temperature. The storage device that performs the best when the 
same variable is applied is SSD based NAND MLC flash. With an average 4k random write speed 
of 67.94 MB/S, SSD based NAND MLC flash performed 6133.03% better than HDD.     
Overall, the SSD based NAND MLC flash performed the best in all four disk access patterns 
compared to HDD and SSHD before encryption at 19 °C. 
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4.1.2 Comparison of the Average Performance of SSD Based NAND SLC, MLC, and TLC Flash (SATA III 
Interface) across Different Disk Access Patterns at 19°C before Encryption  
  
 
4.1.2.1 Average 4MB sequential read speed of SSD based NAND SLC, MLC, and TLC flash at 19 
°C: 
 
 
Figure 4.13.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND SLC, MLC, and TLC flash before 
Encryption at 19°C 
 
When run at 19 °C before encryption, SSD based NAND SLC flash’s average 4MB sequential read 
speed is 462.84 MB/S. In comparison, the average 4MB sequential read speed of SSD based NAND 
TLC flash is 484.36 MB/S. SSD based NAND TLC flash performs 4.65% better than SSD based NAND 
SLC flash at the same temperature. The storage device that performs the best when the same 
variable is applied is SSD based NAND MLC flash. With an average 4MB sequential read speed of 
491.27 MB/S, SSD based NAND MLC flash performed 6.14% better than SSD based NAND SLC 
flash.     
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4.1.2.2 Average 4K random read speed of SSD based NAND SLC, MLC, and TLC flash at 19°C: 
 
 
Figure 4.14.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND SLC, MLC, and TLC Flash before 
Encryption at 19°C 
 
When run at 19 °C before encryption, SSD based NAND TLC flash’s average 4K random read speed 
is 19.44 MB/S. In comparison, the average 4K random read speed of SSD based NAND SLC flash is 
20.38 MB/S. SSD based NAND SLC flash performs 4.83% better than SSD based NAND TLC flash at 
the same temperature. The storage device that performs the best when the same variable is 
applied is SSD based NAND MLC flash. With an average 4K random read speed of 21.66 MB/S, SSD 
based NAND MLC flash performed 11.42% better than SSD based NAND TLC flash.     
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4.1.2.3 Average 4MB sequential write speed of SSD based NAND SLC, MLC, and TLC flash at 19°C: 
 
 
 
Figure 4.15.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND SLC, MLC, and TLC flash before 
Encryption at 19°C 
 
When run at 19 °C before encryption, SSD based NAND SLC flash’s average 4MB sequential write 
speed is 346.08 MB/S. In comparison, the average 4MB sequential write speed of SSD based NAND 
MLC flash is 426.72 MB/S. SSD based NAND MLC flash performs 23.30% better than SSD based 
NAND SLC flash at the same temperature. The storage device that performs the best when the 
same variable is applied is SSD based NAND TLC flash. With an average 4MB sequential write 
speed of 434.29 MB/S, SSD based NAND TLC flash performed 25.49% better than SSD based NAND 
SLC flash.     
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4.1.2.4 Average 4K random write speed of SSD based NAND SLC, MLC, and TLC flash at 19°C: 
 
 
 
Figure 4.16.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND SLC, MLC, and TLC Flash before 
Encryption at 19°C 
 
When run at 19°C before encryption, SSD based NAND MLC flash’s average 4K random write 
speed is 64.94 MB/S. In comparison, the average 4K random write speed of SSD based NAND SLC 
flash is 70.85 MB/S. SSD based NAND SLC flash performs 9.10% better than SSD based NAND MLC 
flash at the same temperature. The storage device that performs the best when the same variable 
is applied is SSD based NAND TLC flash. With an average 4K random write speed of 73.83 MB/S, 
SSD based NAND TLC flash performed 13.69% better than SSD based NAND MLC flash.     
Overall, the SSD based NAND TLC flash performed the best across different disk access patterns 
compared to SSD based NAND SLC, and MLC flash before encryption at 19°C. 
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4.1.3 Comparison of the Average Performance of SSD Based NAND TLC Flash (SATA III Interface) and 
SSD Based NAND MLC Flash (PCIe Interface) across Different Disk Access Patterns at 19°C before 
Encryption 
 
4.1.3.1 Average 4MB sequential read speed of SSD based NAND TLC flash (SATA III interface) 
and SSD based NAND MLC flash (PCIe interface) at 19°C: 
 
 
Figure 4.17.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND TLC flash and SSD Based NAND 
MLC Flash (PCIe Interface) before Encryption at 19°C 
 
When run at 19 °C before encryption, SSD based NAND TLC flash’s (SATA III interface) average 
4MB sequential read speed is 484.36 MB/S. In comparison, the average 4MB sequential read 
speed of SSD based NAND MLC flash (PCIe interface) is 1,536.81 MB/S. SSD based NAND MLC flash 
(PCIe interface) performs 217.29% better than SSD based NAND TLC flash (SATA III interface) at 
the same temperature.  
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4.1.2.2 Average 4K random read speed of SSD based NAND TLC flash (SATA III interface) and SSD 
based NAND MLC flash (PCIe interface) at 19°C: 
 
 
Figure 4.18.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND TLC Flash and SSD Based NAND MLC 
Flash (PCIe Interface) Encryption at 19°C 
When run at 19 °C before encryption, SSD based NAND TLC flash’s (SATA III interface) average 4K 
random read speed is 19.44 MB/S. In comparison, the average 4K random read speed of SSD 
based NAND MLC flash (PCIe interface) is 32.62 MB/S. SSD based NAND MLC flash (PCIe interface) 
performs 67.80% better than SSD based NAND TLC flash (SATA III interface) at the same 
temperature. 
5.3.3 Average 4MB sequential write speed of SSD based NAND TLC flash (SATA III interface) and 
SSD based NAND MLC flash (PCIe interface) at 19°C: 
 
 
Figure 4.19.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND TLC Flash and SSD Based NAND 
MLC flash (PCIe Interface) before Encryption at 19°C 
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When run at 19 °C before encryption, SSD based NAND TLC flash’s (SATA III interface) average 
4MB sequential write speed is 434.29 MB/S. In comparison, the average 4MB sequential write 
speed of SSD based NAND MLC flash (PCIe interface) is 972.73 MB/S. SSD based NAND MLC flash 
(PCIe interface) performs 123.98% better than SSD based NAND TLC flash (SATA III interface) at 
the same temperature.  
4.1.2.3 Average 4K random write speed of SSD based NAND TLC flash (SATA III interface) and 
SSD based NAND MLC flash (PCIe interface) at 19°C: 
 
 
Figure 4.20.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND TLC Flash and SSD Based NAND MLC 
Flash (PCIe Interface) before Encryption at 19°C 
 
When run at 19 °C before encryption, SSD based NAND TLC flash’s (SATA III interface) average 4K 
random write speed is 73.83 MB/S. In comparison, the average 4K random write speed of SSD 
based NAND MLC flash (PCIe interface) is 162.52 MB/S. SSD based NAND MLC flash (PCIe 
interface) performs 120.13% better than SSD based NAND TLC flash (SATA III interface) at the 
same temperature. 
Overall, the SSD based NAND MLC flash (PCIe interface) performed the best in all four disk 
access patterns compared to SSD based NAND TLC flash before encryption at 19 °C. 
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4.2 Comparison of the Average Performance of Six Storage Devices after applying 
Encryption to the Storage Device using BestCrypt 
 
4.2.1 Comparison of the Average Performance of HDD, SSHD and SSD Based NAND MLC Flash across 
Different Disk Access Patterns at 19°C after Applying AES-256 bits using BestCrypt:  
 
4.2.1.1 Average 4MB sequential read speed of HDD, SSHD and SSD based NAND MLC flash at 19 
°C after applying AES 256 bits key using BestCrypt:  
 
 
Figure 4.21.0 Comparison of the Average 4MB Sequential Read Speed of HDD, SSHD and SSD Based NAND MLC Flash after 
Applying AES 256 bits using BestCrypt at 19°C 
 
When run at 19°C after AES-256 bits and BestCrypt had been applied, HDD’s average 4MB 
sequential read speed is 58.70 MB/S. In comparison, when the same temperature, encryption 
algorithm and encryption software are applied, the average 4MB sequential read speed of SSHD 
is 75.95 MB/S. SSHD performs 29.39% better than HDD when the aforementioned variables are 
applied. The storage device that performs the best when the same variables are applied is SSD 
based NAND MLC flash. With an average 4MB sequential read speed of 389.54 MB/S, SSD based 
NAND MLC flash performed 563.61% better than HDD.     
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4.2.1.2 Average 4K random read speed of HDD, SSHD and SSD based NAND MLC flash at 19 °C  
 
 
Figure 4.22.0 Comparison of the Average 4K Random Read Speed of HDD, SSHD and SSD Based NAND MLC Flash after 
Applying AES 256 bits using BestCrypt at 19°C 
 
When run at 19 °C after AES-256 bits and BestCrypt had been applied, HDD’s 4K random read 
speed is 0.50 MB/S. In comparison, when the same temperature, encryption algorithm and 
encryption software are applied, the average 4K random read speed of SSHD is 0.68 MB/S. SSHD 
performs 36% better than HDD when the aforementioned variables are applied. The storage 
device that performs the best when the same variables are applied is SSD based NAND MLC flash. 
With an average 4K random read speed of 18.65 MB/S, SSD based NAND MLC flash performed 
3630% better than HDD.     
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4.2.1.3 Average 4MB sequential write speed of HDD, SSHD and SSD based NAND MLC flash at 
19°C after applying AES 256 bits key using BestCrypt:  
 
 
Figure 4.23.0 Comparison of the Average 4MB Sequential Write Speed of HDD, SSHD and SSD Based NAND MLC Flash after 
Applying AES 256 bits using BestCrypt at 19°C 
 
When run at 19 °C after AES-256 bits and BestCrypt had been applied, HDD’s average 4MB 
sequential write speed is 51.13 MB/S. In comparison, when the same temperature, encryption 
algorithm and encryption software are applied, the average 4MB sequential write speed of SSHD 
is 74.61 MB/S. SSHD performs 45.92% better than HDD when the aforementioned variables are 
applied. The storage device that performs the best when the same variables are applied is SSD 
based NAND MLC flash. With an average 4MB sequential write speed of 360.89 MB/S, SSD based 
NAND MLC flash performed 605.83% better than HDD.     
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4.2.1.4 Average 4K random write speed of HDD, SSHD and SSD based NAND MLC flash at 19°C 
after applying AES 256 bits key using BestCrypt:  
 
 
 
Figure 4.24.0 Comparison of the Average 4K Random Write Speed of HDD, SSHD and SSD Based NAND MLC Flash after 
Applying AES 256 bits using BestCrypt at 19°C 
 
When run at 19°C after AES-256 bits and BestCrypt had been applied, HDD’s 4K random write 
speed is 0.93 MB/S. In comparison, when the same temperature, encryption algorithm and 
encryption software are applied, the average 4K random write speed of SSHD is 1.13 MB/S. SSHD 
performs 21.50% better than HDD when the aforementioned variables are applied. The storage 
device that performs the best when the same variables are applied is SSD based NAND MLC flash. 
With an average 4K random write speed of 36.20 MB/S, SSD based NAND MLC flash performed 
3792.47% better than HDD.     
Overall, the SSD based NAND MLC flash performed the best in all four disk access patterns 
compared to HDD and SSHD after applying AES-256 bits using BestCrypt at 19°C. 
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4.2.2 Comparison of the Average Performance of SSD Based NAND SLC, MLC, and TLC Flash (SATA III 
Interface) across Different Disk Access Patterns at 19°C after Applying AES-256 bits using BestCrypt:  
 
4.2.2.1 Average 4MB sequential read speed of SSD based NAND SLC, MLC, and TLC flash at 19°C 
after applying AES 256 bits key using BestCrypt:  
 
 
Figure 4.25.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND SLC, MLC, and TLC Flash after 
Applying AES 256 bits using BestCrypt at 19°C 
 
When run at 19 °C after AES-256 bits and BestCrypt had been applied, SSD based NAND TLC flash’s 
average 4MB sequential read speed is 385.05 MB/S. In comparison, when the same temperature, 
encryption algorithm and encryption software are applied, the average 4MB sequential read 
speed of SSD based NAND MLC flash is 389.54 MB/S. SSD based NAND MLC flash performs 1.17% 
better than SSD based NAND TLC when the aforementioned variables are applied. The storage 
device that performs the best when the same variables are applied is SSD based NAND SLC flash. 
With an average 4MB sequential read speed of 400.74 MB/S, SSD based NAND MLC flash 
performed 4.07% better than SSD based NAND TLC flash.  
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4.2.2.2 Average 4K random read speed of SSD based NAND SLC, MLC, and TLC flash at 19°C after 
applying AES 256 bits key using BestCrypt:  
 
 
Figure 4.26.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND SLC, MLC, and TLC Flash after 
Applying AES 256 bits using BestCrypt at 19°C 
 
When run at 19 °C after AES-256 bits and BestCrypt had been applied, SSD based NAND SLC flash’s 
average 4K random read speed is 15.45 MB/S. In comparison, when the same temperature, 
encryption algorithm and encryption software are applied, the average 4K random read speed of 
SSD based NAND TLC flash is 18.09 MB/S. SSD based NAND TLC flash performs 17.09% better than 
SSD based NAND SLC flash when the aforementioned variables are applied. The storage device 
that performs the best when the same variables are applied is SSD based NAND MLC flash. With 
an average 4K random read speed of 18.65 MB/S, SSD based NAND MLC flash performed 20.71% 
better than SSD based NAND SLC flash.     
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4.2.2.3 Average 4MB sequential write Speed of SSD based NAND SLC, MLC, and TLC flash at 19 
°C after applying AES 256 bits key using BestCrypt:  
 
 
Figure 4.27.0 Comparison of the Average 4MB Sequential Write Speed of HDD, SSHD and SSD MLC Flash after Applying AES 
256 bits using BestCrypt at 19°C 
 
When run at 19 °C after AES-256 bits and BestCrypt had been applied, SSD based NAND SLC flash’s 
average 4MB sequential write speed is 335.06 MB/S. In comparison, when the same temperature, 
encryption algorithm and encryption software are applied, the average 4MB sequential write 
speed of SSD based NAND TLC flash is 338.28 MB/S. SSD based NAND TLC flash performs 0.10% 
better than SSD based NAND SLC when the aforementioned variables are applied. The storage 
device that performs the best when the same variables are applied is SSD based NAND MLC flash. 
With an average 4MB sequential write speed of 360.89 MB/S, SSD based NAND MLC flash 
performed 7.71% better than SSD based NAND SLC flash.  
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4.2.2.4 Average 4K random write Speed of SSD SLC based NAND SLC, MLC, TLC flash at 19°C after 
applying AES 256 bits key using BestCrypt:  
 
 
Figure 4.28.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND SLC, MLC, and TLC Flash after 
Applying AES 256 bits key using BestCrypt at 19°C 
When run at 19 °C after AES-256 bits and BestCrypt had been applied, SSD based NAND TLC flash’s 
average 4K random write speed is 31.87 MB/S. In comparison, when the same temperature, 
encryption algorithm and encryption software are applied, the average 4K random write speed of 
SSD based NAND SLC flash is 32.01 MB/S. SSD based NAND SLC flash performs 0.44% better than 
SSD based NAND TLC flash when the aforementioned variables are applied. The storage device 
that performs the best when the same variables are applied is SSD based NAND MLC flash. With 
an average 4K random write speed of 36.20 MB/S, SSD based NAND MLC flash performed 13.59% 
better than SSD based NAND TLC flash.     
Overall, the SSD based NAND MLC flash performed the best across different disk access patterns 
compared to SSD based NAND SLC, TLC flash after applying AES-256 bits using BestCrypt at 19 
°C. 
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4.2.3 Comparison of the Average Performance of SSD Based NAND MLC Flash (SATA III Interface) and 
SSD Based NAND MLC Flash (PCIe Interface) across Different Disk Access Patterns at 19°C after 
Applying AES-256 bits using BestCrypt 
 
4.2.3.1 Average 4MB sequential read speed of SSD based NAND MLC flash (SATA III interface) 
and SSD based NAND MLC flash (PCIe interface) at 19°C after applying AES 256 bits key using 
BestCrypt: 
  
 
 
Figure 4.29.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND MLC Flash and SSD Based NAND 
MLC Flash (PCIe Interface) after Applying AES 256 bits key using BestCrypt at 19°C 
When run at 19°C after AES-256 bits and BestCrypt had been applied, SSD based NAND MLC flash’s 
(SATA III interface) average 4MB sequential read speed is 389.54 MB/S. In comparison, when the 
same temperature, encryption algorithm and encryption software are applied, the average 4MB 
sequential read speed of SSD based NAND MLC flash (PCIe interface) is 409.10 MB/S. SSD based 
NAND MLC flash (PCIe interface) performs 5.02% better than SSD based NAND MLC (SATA III 
interface) when the aforementioned variables are applied.  
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4.2.3.2 Average 4K random read speed of SSD based NAND MLC flash (SATA III interface) and 
SSD based NAND MLC flash (PCIe interface) at 19°C after applying AES 256 bits key using 
BestCrypt: 
 
 
 
Figure 4.30.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND MLC Flash and SSD Based NAND MLC 
Flash (PCIe Interface) after Applying AES 256 bits key using BestCrypt at 19°C 
 
When run at 19°C after AES-256 bits and BestCrypt had been applied, SSD based NAND MLC flash’s 
(SATA III interface) average 4K random read speed is 18.65 MB/S. In comparison, when the same 
temperature, encryption algorithm and encryption software are applied, the average 4K random 
read speed of SSD based NAND MLC flash (PCIe interface) is 24.34 MB/S. SSD based NAND MLC 
flash (PCIe interface) performs 30.51% better than SSD based NAND MLC (SATA III interface) when 
the aforementioned variables are applied.  
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4.2.3.3 Average 4MB sequential write speed of SSD based NAND MLC flash (SATA III interface) 
and SSD based NAND MLC flash (PCIe interface) at 19°C after applying AES 256 bits key using 
BestCrypt: 
 
 
 
Figure 4.31.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND MLC Flash and SSD Based NAND 
MLC flash (PCIe Interface) after Applying AES 256 bits key using BestCrypt at 19°C 
When run at 19°C after AES-256 bits and BestCrypt had been applied, SSD based NAND MLC flash’s 
(SATA III interface) average 4MB sequential write speed is 360.89 MB/S. In comparison, when the 
same temperature, encryption algorithm and encryption software are applied, the average 4MB 
sequential write speed of SSD based NAND MLC flash (PCIe interface) is 362.23 MB/S. SSD based 
NAND MLC flash (PCIe interface) performs 0.40% better than SSD based NAND MLC (SATA III 
interface) when the aforementioned variables are applied.  
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4.2.3.4 Average 4K random write speed of SSD based NAND MLC flash (SATA III interface) and 
SSD based NAND MLC flash (PCIe interface) at 19°C after applying AES 256 bits key using 
BestCrypt: 
 
 
Figure 4.32.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND MLC Flash and SSD Based NAND MLC 
Flash (PCIe Interface) after Applying AES 256 bits key using BestCrypt at 19°C 
 
When run at 19°C after AES-256 bits and BestCrypt had been applied, SSD based NAND MLC flash’s 
(SATA III interface) average 4K random write speed is 36.20 MB/S. In comparison, when the same 
temperature, encryption algorithm and encryption software are applied, the average 4K random 
write speed of SSD based NAND MLC flash (PCIe interface) is 64.15 MB/S. SSD based NAND MLC 
flash (PCIe interface) performs 77.21% better than SSD based NAND MLC (SATA III interface) when 
the aforementioned variables are applied.  
Overall, the SSD based NAND MLC flash (PCIe interface) performed the best in all four disk access 
patterns compared to SSD based NAND MLC flash (SATA III interface) after applying AES-256 bits 
using BestCrypt at 19 °C.  
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4.2.4 Comparison of the Average Performance of HDD, SSHD and SSD based NAND MLC Flash across 
Different Disk Access Patterns at 18°C after Applying Serpent-256 bits using BestCrypt  
 
4.2.4.1 Average 4MB sequential read speed of HDD, SSHD and SSD based NAND MLC flash at 
18°C after applying Serpent 256 bits key using BestCrypt: 
 
 
Figure 4.33.0 Comparison of the Average 4MB Sequential Read Speed of HDD, SSHD and SSD Based NAND MLC Flash after 
Applying Serpent 256 bits using BestCrypt at 18°C 
 
When run at 18°C after Serpent-256 bits and BestCrypt had been applied, HDD’s average 4MB 
sequential read speed is 58.45 MB/S. In comparison, when the same temperature, encryption 
algorithm and encryption software are applied, the average 4MB sequential read speed of SSHD 
is 71.90 MB/S. SSHD performs 23.01% better than HDD when the aforementioned variables are 
applied. The storage device that performs the best when the same variables are applied is SSD 
based NAND MLC flash. With an average 4MB sequential read speed of 254.55 MB/S, SSD based 
NAND MLC flash performed 335.5% better than HDD.     
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4.2.4.2 Average 4K random read speed of HDD, SSHD and SSD based NAND MLC flash at 18°C 
after applying Serpent 256 bits key using BestCrypt:  
 
 
Figure 4.34.0 Comparison of the Average 4K Random Read Speed of HDD, SSHD and SSD Based NAND MLC Flash after 
Applying Serpent 256 bits using BestCrypt at 18°C 
When run at 18 °C after Serpent-256 bits and BestCrypt had been applied, HDD’s 4K random read 
speed is 0.49 MB/S. In comparison, when the same temperature, encryption algorithm and 
encryption software are applied, the average 4K random read speed of SSHD is 0.67 MB/S. SSHD 
performs 36.73% better than HDD when the aforementioned variables are applied. The storage 
device that performs the best when the same variables are applied is SSD based NAND MLC flash. 
With an average 4K random read speed of 16.09 MB/S, SSD based NAND MLC flash performed 
3183.67% better than HDD.     
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4.2.4.3 Average 4MB sequential write speed of HDD, SSHD and SSD based NAND MLC flash at 
18°C after applying Serpent 256 bits key using BestCrypt:  
 
 
Figure 4.35.0 Comparison of the Average 4MB Sequential Write Speed of HDD, SSHD and SSD Based NAND MLC Flash after 
Applying Serpent 256 bits using BestCrypt at 18°C 
When run at 18 °C after Serpent-256 bits and BestCrypt had been applied, HDD’s average 4MB 
sequential write speed is 51.08 MB/S. In comparison, when the same temperature, encryption 
algorithm and encryption software are applied, the average 4MB sequential write speed of SSHD 
is 73.80 MB/S. SSHD performs 44.48% better than HDD when the aforementioned variables are 
applied. The storage device that performs the best when the same variables are applied is SSD 
based NAND MLC flash. With an average 4MB sequential write speed of 212.64 MB/S, SSD based 
NAND MLC flash performed 316.29% better than HDD.     
 
 
 
 
 
 
 
 
 
 
 
0
50
100
150
200
250
Average 4MB sequential write (MB/S)
Comparison of Average 4MB Sequential Write 
Speed (MB/S)
HDD SSHD SSD based NAND MLC flash
  
68 | P a g e  
 
4.2.4.4 Average 4K random write speed of HDD, SSHD and SSD based NAND MLC flash at 18°C 
after applying Serpent 256 bits key using BestCrypt:  
 
 
 
Figure 4.36.0 Comparison of the Average 4K Random Write Speed of HDD, SSHD and SSD Based NAND MLC Flash after 
Applying Serpent 256 bits using BestCrypt at 18°C 
 
When run at 18 °C after Serpent-256 bits and BestCrypt had been applied, HDD’s 4K random write 
speed is 0.91 MB/S. In comparison, when the same temperature, encryption algorithm and 
encryption software are applied, the average 4K random write speed of SSHD is 1.46 MB/S. SSHD 
performs 60.44% better than HDD when the aforementioned variables are applied. The storage 
device that performs the best when the same variables are applied is SSD based NAND MLC flash. 
With an average 4K random write speed of 33.52 MB/S, SSD based NAND MLC flash performed 
3583.52% better than HDD.     
Overall, the SSD based NAND MLC flash performed the best in all four disk access patterns 
compared to HDD and SSHD after applying Serpent-256 bits using BestCrypt at 18 °C. 
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4.2.5 Comparison of the Average Performance of SSD based NAND SLC, MLC, and TLC Flash (SATA III 
Interface) across Different Disk Access Patterns at 18°C after Applying Serpent-256 bits using BestCrypt 
 
4.2.5.1 Average 4MB sequential read speed of SSD based NAND SLC, MLC, and TLC flash at 18 
°C after applying Serpent 256 bits key using BestCrypt:  
 
 
Figure 4.37.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND SLC, MLC, and TLC Flash after 
Applying Serpent 256 bits using BestCrypt at 18°C 
 
When run at 18 °C after Serpent-256 bits and BestCrypt had been applied, SSD based NAND TLC 
flash’s average 4MB sequential read speed is 252.00 MB/S. In comparison, when the same 
temperature, encryption algorithm and encryption software are applied, the average 4MB 
sequential read speed of SSD based NAND SLC flash is 254.50 MB/S. SSD based NAND SLC flash 
performs 0.99% better than SSD based NAND TLC when the aforementioned variables are 
applied. The storage device that performs the best when the same variables are applied is SSD 
based NAND MLC flash. With an average 4MB sequential read speed of 254.55 MB/S, SSD based 
NAND MLC flash performed 1.01% better than SSD based NAND TLC flash.  
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4.2.5.2 Average 4K random read speed of SSD based NAND SLC, MLC, and TLC flash at 18 °C after 
applying Serpent 256 bits key using BestCrypt:  
 
 
Figure 4.38.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND SLC, MLC, and TLC Flash after 
Applying Serpent 256 bits key using BestCrypt at 18°C 
 
When run at 18°C after Serpent-256 bits and BestCrypt had been applied, SSD based NAND SLC 
flash’s average 4K random read speed is 14.46 MB/S. In comparison, when the same temperature, 
encryption algorithm and encryption software are applied, the average 4K random read speed of 
SSD based NAND MLC flash is 16.09 MB/S. SSD based NAND MLC flash performs 11.27% better 
than SSD based NAND SLC flash when the aforementioned variables are applied. The storage 
device that performs the best when the same variables are applied is SSD based NAND TLC flash. 
With an average 4K random read speed of 17.35 MB/S, SSD based NAND TLC flash performed 
19.99% better than SSD based NAND SLC flash.     
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4.2.5.3 Average 4MB sequential write speed of SSD based NAND SLC, MLC, and TLC flash at 18°C 
after applying Serpent 256 bits key using BestCrypt:  
 
 
Figure 4.39.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND SLC, MLC, and TLC Flash after 
Applying Serpent 256 bits key using BestCrypt at 18°C 
 
When run at 18 °C after Serpent-256 bits and BestCrypt had been applied, SSD based NAND SLC 
flash’s average 4MB sequential write speed is 203.36 MB/S. In comparison, when the same 
temperature, encryption algorithm and encryption software are applied, the average 4MB 
sequential write speed of SSD based NAND TLC flash is 207.85 MB/S. SSD based NAND TLC flash 
performs 2.21% better than SSD based NAND SLC when the aforementioned variables are applied. 
The storage device that performs the best when the same variables are applied is SSD based NAND 
MLC flash. With an average 4MB sequential write speed of 212.64 MB/S, SSD based NAND MLC 
flash performed 4.56% better than SSD based NAND SLC flash.  
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4.2.5.4 Average 4K random write speed of SSD based NAND SLC, MLC, and TLC flash at 18°C 
after applying Serpent 256 bits key using BestCrypt:  
 
 
Figure 4.40.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND SLC, MLC, and TLC Flash after 
Applying Serpent 256 bits using BestCrypt at 18°C 
 
When run at 18 °C after Serpent-256 bits and BestCrypt had been applied, SSD based NAND TLC 
flash’s average 4K random write speed is 29.35 MB/S. In comparison, when the same 
temperature, encryption algorithm and encryption software are applied, the average 4K random 
write speed of SSD based NAND SLC flash is 30.01 MB/S. SSD based NAND SLC flash performs 
2.25% better than SSD based NAND TLC flash when the aforementioned variables are applied. The 
storage device that performs the best when the same variables are applied is SSD based NAND 
MLC flash. With an average 4K random write speed of 33.52 MB/S, SSD based NAND MLC flash 
performed 14.21% better than SSD based NAND TLC flash.     
Overall, the SSD based NAND MLC flash performed the best across different disk access patterns 
compared to SSD based NAND SLC, TLC flash after applying Serpent-256 bits using BestCrypt at 
18 °C. 
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4.2.6 Comparison of the Average Performance of SSD Based NAND MLC Flash (SATA III Interface) and 
SSD Based NAND MLC Flash (PCIe Interface) across Different Disk Access Patterns at 18°C after 
Applying Serpent-256 bits using BestCrypt 
 
4.2.6.1 Average 4MB sequential read speed of SSD based NAND MLC flash (SATA III interface) 
and SSD based NAND MLC flash (PCIe interface) at 18 °C after applying Serpent 256 bits key 
using BestCrypt: 
 
 
Figure 4.41.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND MLC Flash and SSD Based NAND 
MLC Flash (PCIe Interface) after Applying Serpent 256 bits key using BestCrypt at 18°C 
 
When run at 18°C after Serpent-256 bits and BestCrypt had been applied, SSD based NAND MLC 
flash’s (SATA III interface) average 4MB sequential read speed is 254.55 MB/S. In comparison, 
when the same temperature, encryption algorithm and encryption software are applied, the 
average 4MB sequential read speed of SSD based NAND MLC flash (PCIe interface) is 257.20 MB/S. 
SSD based NAND MLC flash (PCIe interface) performs 1.04% better than SSD based NAND MLC 
(SATA III interface) when the aforementioned variables are applied.  
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4.2.6.2 Average 4K random read speed of SSD based NAND MLC flash (SATA III interface) and 
SSD based NAND MLC flash (PCIe interface) at 18 °C after applying Serpent 256 bits key using 
BestCrypt: 
 
 
Figure 4.42.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND MLC Flash and SSD Based NAND MLC 
Flash (PCIe Interface) after Applying Serpent 256 bits key using BestCrypt at 18°C 
 
When run at 18 °C after Serpent-256 bits and BestCrypt had been applied, SSD based NAND MLC 
flash’s (SATA III interface) average 4K random read speed is 16.09 MB/S. In comparison, when the 
same temperature, encryption algorithm and encryption software are applied, the average 4K 
random read speed of SSD based NAND MLC flash (PCIe interface) is 27.40 MB/S. SSD based NAND 
MLC flash (PCIe interface) performs 70.29% better than SSD based NAND MLC (SATA III interface) 
when the aforementioned variables are applied.  
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4.2.6.3 Average 4MB sequential write speed of SSD based NAND MLC flash (SATA III interface) 
and SSD based NAND MLC flash (PCIe interface) at 18 °C after applying Serpent 256 bits key 
using BestCrypt: 
 
 
Figure 4.43.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND MLC Flash and SSD Based NAND 
MLC flash (PCIe Interface) after Applying Serpent 256 bits key using BestCrypt at 18°C 
When run at 18 °C after Serpent-256 bits and BestCrypt had been applied, SSD based NAND MLC 
flash’s (SATA III interface) average 4MB sequential write speed is 212.64 MB/S. In comparison, 
when the same temperature, encryption algorithm and encryption software are applied, the 
average 4MB sequential write speed of SSD based NAND MLC flash (PCIe interface) is 229.24 
MB/S. SSD based NAND MLC flash (PCIe interface) performs 7.81% better than SSD based NAND 
MLC (SATA III interface) when the aforementioned variables are applied.  
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4.2.6.4 Average 4K random write speed of SSD based NAND MLC flash (SATA III interface) and 
SSD based NAND MLC flash (PCIe interface) at 18°C after applying Serpent 256 bits key using 
BestCrypt: 
 
 
Figure 4.44.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND MLC Flash and SSD Based NAND MLC 
Flash (PCIe Interface) after Applying Serpent 256 bits key using BestCrypt at 18°C 
 
When run at 18 °C after Serpent-256 bits and BestCrypt had been applied, SSD based NAND MLC 
flash’s (SATA III interface) average 4K random write speed is 33.52 MB/S. In comparison, when 
the same temperature, encryption algorithm and encryption software are applied, the average 
4K random write speed of SSD based NAND MLC flash (PCIe interface) is 59.85 MB/S. SSD based 
NAND MLC flash (PCIe interface) performs 78.55% better than SSD based NAND MLC (SATA III 
interface) when the aforementioned variables are applied.  
Overall, the SSD based NAND MLC flash (PCIe interface) performed the best in all four disk access 
patterns compared to SSD based NAND MLC flash (SATA III interface) after applying Serpent-256 
bits using BestCrypt at 18 °C.  
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4.2.7 Comparison of the Average Performance of HDD, SSHD and SSD based NAND MLC Flash across 
Different Disk Access Patterns at 18°C after Applying Twofish-256 bits using BestCrypt 
 
 4.2.7.1 Average 4MB sequential read speed of HDD, SSHD and SSD based NAND MLC flash at 
18 °C after applying Twofish 256 bits key using BestCrypt:  
 
 
Figure 4.45.0 Comparison of the Average 4MB Sequential Read Speed of HDD, SSHD and SSD Based NAND MLC Flash after 
Applying Twofish 256 bits using BestCrypt at 18°C 
 
When run at 18 °C after Twofish-256 bits and BestCrypt had been applied, HDD’s average 4MB 
sequential read speed is 57.48 MB/S. In comparison, when the same temperature, encryption 
algorithm and encryption software are applied, the average 4MB sequential read speed of SSHD 
is 82.24 MB/S. SSHD performs 43.08% better than HDD when the aforementioned variables are 
applied. The storage device that performs the best when the same variables are applied is SSD 
based NAND MLC flash. With an average 4MB sequential read speed of 413.73 MB/S, SSD based 
NAND MLC flash performed 621.52% better than HDD.     
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4.2.7.2 Average 4K random read speed of HDD, SSHD and SSD based NAND MLC flash at 18 °C 
after applying Twofish 256 bits key using BestCrypt: 
 
 
Figure 4.46.0 Comparison of the Average 4K Random Read Speed of HDD, SSHD and SSD Based NAND MLC Flash after 
Applying Twofish 256 bits using BestCrypt at 18°C 
 
When run at 18 °C after Twofish-256 bits and BestCrypt had been applied, HDD’s 4K random read 
speed is 0.49 MB/S. In comparison, when the same temperature, encryption algorithm and 
encryption software are applied, the average 4K random read speed of SSHD is 0.78 MB/S. SSHD 
performs 59.18% better than HDD when the aforementioned variables are applied. The storage 
device that performs the best when the same variables are applied is SSD based NAND MLC flash. 
With an average 4K random read speed of 17.88 MB/S, SSD based NAND MLC flash performed 
3548.98% better than HDD.     
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4.2.7.3 Average 4MB sequential write speed of HDD, SSHD and SSD based NAND MLC flash at 
18 °C after applying Twofish 256 bits key using BestCrypt:  
  
 
 
Figure  4.47.0 Comparison of the Average 4MB Sequential Write Speed of HDD, SSHD and SSD Based NAND MLC Flash after 
Applying Twofish 256 bits using BestCrypt at 18°C 
 
When run at 18 °C after Twofish-256 bits and BestCrypt had been applied, HDD’s average 4MB 
sequential write speed is 51.45 MB/S. In comparison, when the same temperature, encryption 
algorithm and encryption software are applied, the average 4MB sequential write speed of SSHD 
is 69.99 MB/S. SSHD performs 36.03% better than HDD when the aforementioned variables are 
applied. The storage device that performs the best when the same variables are applied is SSD 
based NAND MLC flash. With an average 4MB sequential write speed of 386.45 MB/S, SSD based 
NAND MLC flash performed 651.12% better than HDD.     
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4.2.7.4 Average 4K random write speed of HDD, SSHD and SSD based NAND MLC flash at 18 °C 
after applying Twofish 256 bits key using BestCrypt:  
 
 
 
Figure 4.48.0 Comparison of the Average 4K Random Write Speed of HDD, SSHD and SSD Based NAND MLC Flash after 
Applying Twofish 256 bits using BestCrypt at 18°C 
 
When run at 18 °C after Twofish-256 bits and BestCrypt had been applied, HDD’s 4K random write 
speed is 0.92 MB/S. In comparison, when the same temperature, encryption algorithm and 
encryption software are applied, the average 4K random write speed of SSHD is 1.07 MB/S. SSHD 
performs 16.30% better than HDD when the aforementioned variables are applied. The storage 
device that performs the best when the same variables are applied is SSD based NAND MLC flash. 
With an average 4K random write speed of 34.91 MB/S, SSD based NAND MLC flash performed 
3694.56% better than HDD.     
Overall, the SSD based NAND MLC flash performed the best in all four disk access patterns 
compared to HDD and SSHD after applying Twofish-256 bits using BestCrypt at 18 °C. 
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 4.2.8 Comparison of the Average Performance of SSD based NAND SLC, MLC, and TLC Flash (SATA III 
Interface) across Different Disk Access Patterns at 19°C after Applying Twofish-256 bits using 
BestCrypt 
 
4.2.8.1 Average 4MB sequential read of SSD based NAND SLC, MLC, and TLC flash speed at 18 
°C after applying Twofish 256 bits key using BestCrypt:  
 
 
Figure 4.49.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND SLC, MLC, and TLC Flash after 
Applying Twofish 256 bits using BestCrypt at 18°C 
 
When run at 18 °C after Twofish-256 bits and BestCrypt had been applied, SSD based NAND TLC 
flash’s average 4MB sequential read speed is 410.74 MB/S. In comparison, when the same 
temperature, encryption algorithm and encryption software are applied, the average 4MB 
sequential read speed of SSD based NAND SLC flash is 413.49 MB/S. SSD based NAND SLC flash 
performs 0.67% better than SSD based NAND TLC when the aforementioned variables are applied. 
The storage device that performs the best when the same variables are applied is SSD based NAND 
MLC flash. With an average 4MB sequential read speed of 413.73 MB/S, SSD based NAND MLC 
flash performed 0.73% better than SSD based NAND TLC flash.  
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4.2.8.2 Average 4K random read speed of SSD based NAND SLC, MLC, and TLC flash at 18 °C after 
applying Twofish 256 bits key using BestCrypt:  
 
 
Figure 4.50.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND SLC, MLC, and TLC Flash after 
Applying Twofish 256 bits using BestCrypt at 18°C 
 
When run at 18 °C after Twofish-256 bits and BestCrypt had been applied, SSD based NAND SLC 
flash’s average 4K random read speed is 15.62 MB/S. In comparison, when the same temperature, 
encryption algorithm and encryption software are applied, the average 4K random read speed of 
SSD based NAND MLC flash is 17.88 MB/S. SSD based NAND MLC flash performs 14.47% better 
than SSD based NAND SLC flash when the aforementioned variables are applied. The storage 
device that performs the best when the same variables are applied is SSD based NAND TLC flash. 
With an average 4K random read speed of 19.39 MB/S, SSD based NAND TLC flash performed 
24.14% better than SSD based NAND SLC flash.     
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4.2.8.3 Average 4MB sequential write speed of SSD based NAND SLC, MLC, and TLC flash at 18 
°C after applying Twofish 256 bits key using BestCrypt:  
 
  
Figure 4.51.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND SLC, MLC, and TLC Flash after 
Applying Twofish 256 bits using BestCrypt at 18°C 
 
When run at 18 °C after Twofish-256 bits and BestCrypt had been applied, SSD based NAND SLC 
flash’s average 4MB sequential write speed is 313.30 MB/S. In comparison, when the same 
temperature, encryption algorithm and encryption software are applied, the average 4MB 
sequential write speed of SSD based NAND MLC flash is 386.45 MB/S. SSD based NAND MLC flash 
performs 23.35% better than SSD based NAND SLC when the aforementioned variables are 
applied. The storage device that performs the best when the same variables are applied is SSD 
based NAND TLC flash. With an average 4MB sequential write speed of 389.58 MB/S, SSD based 
NAND TLC flash performed 24.35% better than SSD based NAND SLC flash.  
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4.2.8.4 Average 4K random write speed of SSD based NAND SLC, MLC, and TLC flash at 18 °C 
after applying Twofish 256 bits key using BestCrypt:  
 
 
Figure 4.52.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND SLC, MLC, and TLC Flash after 
Applying Twofish 256 bits using BestCrypt at 18°C 
 
When run at 18 °C after Twofish-256 bits and BestCrypt had been applied, SSD based NAND SLC 
flash’s average 4K random write speed is 31.04 MB/S. In comparison, when the same 
temperature, encryption algorithm and encryption software are applied, the average 4K random 
write speed of SSD based NAND TLC flash is 31.88 MB/S. SSD based NAND TLC flash performs 
2.71% better than SSD based NAND SLC flash when the aforementioned variables are applied. The 
storage device that performs the best when the same variables are applied is SSD based NAND 
MLC flash. With an average 4K random write speed of 34.91 MB/S, SSD based NAND MLC flash 
performed 12.47% better than SSD based NAND SLC flash.     
Overall, the SSD based NAND MLC flash performed the best across different disk access patterns 
compared to SSD based NAND SLC, TLC flash after applying Twofish-256 bits using BestCrypt at 
18 °C. 
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4.2.9 Comparison of the Average Performance of SSD based NAND MLC Flash (SATA III Interface) and 
SSD based NAND MLC Flash (PCIe Interface) across Different Disk Access Patterns at 19°C after 
Applying Twofish-256 bits using BestCrypt 
 
4.2.9.1 Average 4MB sequential read speed of SSD based NAND MLC flash (SATA III interface) 
and SSD based NAND MLC flash (PCIe interface) at 18°C after applying Twofish 256 bits key using 
BestCrypt: 
  
 
 
Figure 4.53.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND MLC Flash and SSD Based NAND 
MLC Flash (PCIe Interface) after Applying Twofish 256 bits key using BestCrypt at 18°C 
 
When run at 18 °C after Twofish-256 bits and BestCrypt had been applied, SSD based NAND MLC 
flash’s (SATA III interface) average 4MB sequential read speed is 413.73 MB/S. In comparison, 
when the same temperature, encryption algorithm and encryption software are applied, the 
average 4MB sequential read speed of SSD based NAND MLC flash (PCIe interface) is 423 MB/S. 
SSD based NAND MLC flash (PCIe interface) performs 2.33% better than SSD based NAND MLC 
(SATA III interface) when the aforementioned variables are applied.  
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4.2.9.2 Average 4K random read speed of SSD based NAND MLC flash (SATA III interface) and 
SSD based NAND MLC flash (PCIe interface) at 18°C after applying Twofish 256 bits key using 
BestCrypt: 
 
 
Figure 4.54.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND MLC Flash and SSD Based NAND MLC 
Flash (PCIe Interface) after Applying Twofish 256 bits key using BestCrypt at 18°C 
 
When run at 18 °C after Twofish-256 bits and BestCrypt had been applied, SSD based NAND MLC 
flash’s (SATA III interface) average 4K random read speed is 17.88 MB/S. In comparison, when the 
same temperature, encryption algorithm and encryption software are applied, the average 4K 
random read speed of SSD based NAND MLC flash (PCIe interface) is 27.56 MB/S. SSD based NAND 
MLC flash (PCIe interface) performs 54.14% better than SSD based NAND MLC (SATA III interface) 
when the aforementioned variables are applied.  
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4.2.9.3 Average 4MB sequential write speed of SSD based NAND MLC flash (SATA III interface) 
and SSD based NAND MLC flash (PCIe interface) at 18 °C after applying Twofish 256 bits key 
using BestCrypt: 
 
 
Figure 4.55.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND MLC Flash and SSD Based NAND 
MLC flash (PCIe Interface) after Applying Twofish 256 bits key using BestCrypt at 18°C 
 
When run at 18 °C after Twofish-256 bits and BestCrypt had been applied, SSD based NAND MLC 
flash’s (SATA III interface) average 4MB sequential write speed is 386.45 MB/S. In comparison, 
when the same temperature, encryption algorithm and encryption software are applied, the 
average 4MB sequential write speed of SSD based NAND MLC flash (PCIe interface) is 390.62 
MB/S. SSD based NAND MLC flash (PCIe interface) performs 1.08% better than SSD based NAND 
MLC (SATA III interface) when the aforementioned variables are applied.  
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4.2.9.4 Average 4K random write speed of SSD based NAND MLC flash (SATA III interface) and 
SSD based NAND MLC flash (PCIe interface) at 18°C after applying Twofish 256 bits key using 
BestCrypt: 
 
 
 
Figure 4.56.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND MLC Flash and SSD Based NAND MLC 
Flash (PCIe Interface) after Applying Twofish 256 bits key using BestCrypt at 18°C 
 
When run at 18 °C after Twofish-256 bits and BestCrypt had been applied, SSD based NAND MLC 
flash’s (SATA III interface) average 4K random write speed is 34.91 MB/S. In comparison, when 
the same temperature, encryption algorithm and encryption software are applied, the average 
4K random write speed of SSD based NAND MLC flash (PCIe interface) is 67.21 MB/S. SSD based 
NAND MLC flash (PCIe interface) performs 92.52% better than SSD based NAND MLC (SATA III 
interface) when the aforementioned variables are applied.  
Overall, the SSD based NAND MLC flash (PCIe interface) performed the best in all four disk access 
patterns compared to SSD based NAND MLC flash (SATA III interface) after applying Twofish-256 
bits using BestCrypt at 18 °C.  
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4.3 Comparison of the Average Performance of Six Storage Devices after applying 
Encryption to the Storage Device using TrueCrypt 
 
4.3.1 Comparison of the Average Performance of HDD, SSHD and SSD Based NAND MLC Flash across 
Different Disk Access Patterns at 18°C after Applying AES-256 bits using TrueCrypt:  
 
4.3.1.1 Average 4MB sequential read speed of HDD, SSHD and SSD based NAND MLC flash at 18 
°C after applying AES 256 bits key using TrueCrypt:  
 
 
Figure 4.57.0 Comparison of the Average 4MB Sequential Read Speed of HDD, SSHD and SSD Based NAND MLC Flash after 
Applying AES 256 bits using TrueCrypt at 18°C 
 
When run at 18 °C after AES-256 bits and TrueCrypt had been applied, HDD’s average 4MB 
sequential read speed is 59.14 MB/S. In comparison, when the same temperature, encryption 
algorithm and encryption software are applied, the average 4MB sequential read speed of SSHD 
is 64.55 MB/S. SSHD performs 9.15% better than HDD when the aforementioned variables are 
applied. The storage device that performs the best when the same variables are applied is SSD 
based NAND MLC flash. With an average 4MB sequential read speed of 410.47 MB/S, SSD based 
NAND MLC flash performed 594.06% better than HDD.     
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4.3.1.2 Average 4K random read speed of HDD, SSHD and SSD based NAND MLC flash at 18 °C 
after applying AES 256 bits key using TrueCrypt:  
 
 
Figure 4.58.0 Comparison of the Average 4K Random Read Speed of HDD, SSHD and SSD Based NAND MLC Flash after 
Applying AES 256 bits using TrueCrypt at 18°C 
 
When run at 18 °C after AES-256 bits and TrueCrypt had been applied, HDD’s 4K random read 
speed is 0.47 MB/S. In comparison, when the same temperature, encryption algorithm and 
encryption software are applied, the average 4K random read speed of SSHD is 0.65 MB/S. SSHD 
performs 38.30% better than HDD when the aforementioned variables are applied. The storage 
device that performs the best when the same variables are applied is SSD based NAND MLC flash. 
With an average 4K random read speed of 13.11 MB/S, SSD based NAND MLC flash performed 
2689.36% better than HDD.     
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4.3.1.3 Average 4MB sequential write speed of HDD, SSHD and SSD based NAND MLC flash at 
18 °C after applying AES 256 bits key using TrueCrypt: 
 
 
Figure 4.59.0 Comparison of the Average 4MB Sequential Write Speed of HDD, SSHD and SSD Based NAND MLC Flash after 
Applying AES 256 bits using TrueCrypt at 18°C 
When run at 18°C after AES-256 bits and TrueCrypt had been applied, HDD’s average 4MB 
sequential write speed is 51.64 MB/S. In comparison, when the same temperature, encryption 
algorithm and encryption software are applied, the average 4MB sequential write speed of SSHD 
is 81.97 MB/S. SSHD performs 58.73% better than HDD when the aforementioned variables are 
applied. The storage device that performs the best when the same variables are applied is SSD 
based NAND MLC flash. With an average 4MB sequential write speed of 399.23 MB/S, SSD based 
NAND MLC flash performed 673.10% better than HDD.     
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4.3.1.4 Average 4K random write speed of HDD, SSHD and SSD MLC flash at 18 °C after applying 
AES 256 bits key using TrueCrypt:  
 
 
Figure 4.60.0 Comparison of the Average 4K Random Write Speed of HDD, SSHD and SSD Based NAND MLC Flash after 
Applying AES 256 bits using TrueCrypt at 18°C 
 
When run at 18 °C after AES-256 bits and TrueCrypt had been applied, HDD’s 4K random write 
speed is 1.01 MB/S. In comparison, when the same temperature, encryption algorithm and 
encryption software are applied, the average 4K random write speed of SSHD is 2.28 MB/S. SSHD 
performs 125.74% better than HDD when the aforementioned variables are applied. The storage 
device that performs the best when the same variables are applied is SSD based NAND MLC flash. 
With an average 4K random write speed of 36.24 MB/S, SSD based NAND MLC flash performed 
3488.12% better than HDD.     
Overall, the SSD based NAND MLC flash performed the best in all four disk access patterns 
compared to HDD and SSHD after applying AES-256 bits using TrueCrypt at 18 °C. 
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4.3.2 Comparison of the Average Performance of SSD Based NAND SLC, MLC, and TLC Flash (SATA III 
interface) across Different Disk Access Patterns at 18°C after Applying AES-256 bits using TrueCrypt 
 
4.3.2.1 Average 4MB sequential read speed of SSD based NAND SLC, MLC, and TLC flash at 18 
°C after applying AES 256 bits key using TrueCrypt:  
 
 
Figure 4.61.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND SLC, MLC, and TLC Flash after 
Applying AES 256 bits using TrueCrypt at 18°C 
 
When run at 18 °C after AES-256 bits and TrueCrypt had been applied, SSD based NAND SLC flash’s 
average 4MB sequential read speed is 318.1 MB/S. In comparison, when the same temperature, 
encryption algorithm and encryption software are applied, the average 4MB sequential read 
speed of SSD based NAND TLC flash is 404.54 MB/S. SSD based NAND TLC flash performs 27.15% 
better than SSD based NAND SLC when the aforementioned variables are applied. The storage 
device that performs the best when the same variables are applied is SSD based NAND MLC flash. 
With an average 4MB sequential read speed of 410.47 MB/S, SSD based NAND MLC flash 
performed 29.02% better than SSD based NAND SLC flash.  
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4.3.2.2 Average 4K random read speed of SSD based NAND SLC, MLC, and TLC flash at 18 °C after 
applying AES 256 bits key using TrueCrypt:  
 
 
 
Figure 4.62.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND SLC, MLC, and TLC Flash after 
Applying AES 256 bits using TrueCrypt at 18°C 
 
When run at 18 °C after AES-256 bits and TrueCrypt had been applied, SSD based NAND SLC flash’s 
average 4K random read speed is 11.73 MB/S. In comparison, when the same temperature, 
encryption algorithm and encryption software are applied, the average 4K random read speed of 
SSD based NAND TLC flash is 13.10 MB/S. SSD based NAND TLC flash performs 11.68% better than 
SSD based NAND SLC flash when the aforementioned variables are applied. The storage device 
that performs the best when the same variables are applied is SSD based NAND MLC flash. With 
an average 4K random read speed of 13.11 MB/S, SSD based NAND MLC flash performed 11.76% 
better than SSD based NAND SLC flash.     
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4.3.2.3 Average 4MB sequential write speed of SSD based NAND SLC, MLC, and TLC flash at 18 
°C after applying AES 256 bits key using TrueCrypt:  
 
 
Figure 4.63.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND SLC, MLC, and TLC Flash after 
Applying AES 256 bits using TrueCrypt at 18°C 
 
When run at 18 °C after AES-256 bits and TrueCrypt had been applied, SSD based NAND SLC flash’s 
average 4MB sequential write speed is 287.53 MB/S. In comparison, when the same temperature, 
encryption algorithm and encryption software are applied, the average 4MB sequential write 
speed of SSD based NAND TLC flash is 395.74 MB/S. SSD based NAND TLC flash performs 37.63% 
better than SSD based NAND SLC when the aforementioned variables are applied. The storage 
device that performs the best when the same variables are applied is SSD based NAND MLC flash. 
With an average 4MB sequential write speed of 399.23 MB/S, SSD based NAND MLC flash 
performed 38.85% better than SSD based NAND SLC flash.  
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4.3.2.4 Average 4K random write speed of SSD based NAND SLC, MLC, and TLC flash at 18°C 
after applying AES 256 bits key using TrueCrypt:  
 
 
 
Figure 4.64.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND SLC, MLC, and TLC Flash after 
Applying AES 256 bits using TrueCrypt at 18°C 
 
When run at 18 °C after AES-256 bits and TrueCrypt had been applied, SSD based NAND SLC flash’s 
average 4K random write speed is 32.28 MB/S. In comparison, when the same temperature, 
encryption algorithm and encryption software are applied, the average 4K random write speed of 
SSD based NAND TLC flash is 33.84 MB/S. SSD based NAND TLC flash performs 4.83% better than 
SSD based NAND SLC flash when the aforementioned variables are applied. The storage device 
that performs the best when the same variables are applied is SSD based NAND MLC flash. With 
an average 4K random write speed of 36.24 MB/S, SSD based NAND MLC flash performed 12.27% 
better than SSD based NAND SLC flash.     
Overall, the SSD based NAND MLC flash performed the best in all four disk access patterns 
compared to SSD based NAND SLC, TLC flash after applying AES-256 bits using TrueCrypt at 18 
°C. 
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4.3.3 Comparison of the Average Performance of SSD Based NAND MLC Flash (SATA III Interface) and 
SSD Based NAND MLC Flash (PCIe Interface) across Different Disk Access Patterns at 18°C after 
Applying AES-256 bits using TrueCrypt 
 
4.3.3.1 Average 4MB sequential read speed of SSD based NAND MLC flash (SATA III interface) 
and SSD based NAND MLC flash (PCIe interface) at 18 °C after applying AES 256 bits key using 
TrueCrypt: 
  
 
Figure 4.65.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND MLC Flash and SSD Based NAND 
MLC Flash (PCIe Interface) after Applying AES 256 bits key using TrueCrypt at 18°C 
 
When run at 18 °C after AES-256 bits and TrueCrypt had been applied, SSD based NAND MLC 
flash’s (SATA III interface) average 4MB sequential read speed is 410.47 MB/S. In comparison, 
when the same temperature, encryption algorithm and encryption software are applied, the 
average 4MB sequential read speed of SSD based NAND MLC flash (PCIe interface) is 477.09 MB/S. 
SSD based NAND MLC flash (PCIe interface) performs 16.23% better than SSD based NAND MLC 
(SATA III interface) when the aforementioned variables are applied.  
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4.3.3.2 Average of 4K random read SSD based NAND MLC flash (SATA III interface) and SSD 
based NAND MLC flash (PCIe interface) speed at 18 °C after applying AES 256 bits key using 
TrueCrypt: 
 
 
 
Figure 4.66.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND MLC Flash and SSD Based NAND MLC 
Flash (PCIe Interface) after Applying AES 256 bits key using TrueCrypt at 18°C 
 
When run at 18 °C after AES-256 bits and TrueCrypt had been applied, SSD based NAND MLC 
flash’s (SATA III interface) average 4K random read speed is 13.11 MB/S. In comparison, when the 
same temperature, encryption algorithm and encryption software are applied, the average 4K 
random read speed of SSD based NAND MLC flash (PCIe interface) is 19.72 MB/S. SSD based NAND 
MLC flash (PCIe interface) performs 50.42% better than SSD based NAND MLC (SATA III interface) 
when the aforementioned variables are applied.  
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4.3.3.3 Average 4MB sequential write speed of SSD based NAND MLC flash (SATA III interface) and 
SSD based NAND MLC flash (PCIe interface) at 18 °C after applying AES 256 bits key using TrueCrypt: 
 
 
Figure 4.67.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND MLC Flash and SSD Based NAND 
MLC flash (PCIe Interface) after Applying AES 256 bits key using TrueCrypt at 18°C 
 
When run at 18 °C after AES-256 bits and TrueCrypt had been applied, SSD based NAND MLC 
flash’s (SATA III interface) average 4MB sequential write speed is 399.23 MB/S. In comparison, 
when the same temperature, encryption algorithm and encryption software are applied, the 
average 4MB sequential write speed of SSD based NAND MLC flash (PCIe interface) is 492.76 
MB/S. SSD based NAND MLC flash (PCIe interface) performs 23.43% better than SSD based NAND 
MLC (SATA III interface) when the aforementioned variables are applied.  
 
 
 
 
 
 
 
 
 
 
 
0
100
200
300
400
500
600
Average 4MB sequential write (MB/S)
Comparison of Average 4MB Sequential Write 
Speed (MB/S)
SSD based NAND MLC flash (SATA III interface)
SSD based NAND MLC flash (PCIe interface)
  
100 | P a g e  
 
4.3.3.4 Average 4K random write speed of SSD based NAND MLC flash (SATA III interface) and 
SSD based NAND MLC flash (PCIe interface) at 18°C after applying AES 256 bits key using 
TrueCrypt: 
 
Figure 4.68.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND MLC Flash and SSD Based NAND MLC 
Flash (PCIe Interface) after Applying AES 256 bits key using TrueCrypt at 18°C 
 
When run at 18 °C after AES-256 bits and TrueCrypt had been applied, SSD based NAND MLC 
flash’s (SATA III interface) average 4K random write speed is 36.24 MB/S. In comparison, when 
the same temperature, encryption algorithm and encryption software are applied, the average 
4K random write speed of SSD based NAND MLC flash (PCIe interface) is 66.53 MB/S. SSD based 
NAND MLC flash (PCIe interface) performs 83.58% better than SSD based NAND MLC (SATA III 
interface) when the aforementioned variables are applied.  
Overall, the SSD based NAND MLC flash (PCIe interface) performed the best in all four disk access 
patterns compared to SSD based NAND MLC flash (SATA III interface) after applying AES-256 bits 
using TrueCrypt at 18 °C.  
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4.3.4 Comparison of the Average Performance of HDD, SSHD and SSD Based NAND MLC Flash across 
Different Disk Access Patterns at 18°C after Applying Serpent-256 bits using TrueCrypt 
 
4.3.4.1 Average 4MB sequential read speed of HDD, SSHD and SSD based NAND MLC flash at 
18°C after applying Serpent 256 bits key using TrueCrypt:  
 
 
Figure 4.69.0 Comparison of the Average 4MB Sequential Read Speed of HDD, SSHD and SSD Based NAND MLC Flash after 
Applying Serpent 256 bits using TrueCrypt at 18°C 
 
When run at 18 °C after Serpent-256 bits and TrueCrypt had been applied, HDD’s average 4MB 
sequential read speed is 59.32 MB/S. In comparison, when the same temperature, encryption 
algorithm and encryption software are applied, the average 4MB sequential read speed of SSHD 
is 65.94 MB/S. SSHD performs 11.16% better than HDD when the aforementioned variables are 
applied. The storage device that performs the best when the same variables are applied is SSD 
based NAND MLC flash. With an average 4MB sequential read speed of 251.00 MB/S, SSD based 
NAND MLC flash performed 323.12% better than HDD.     
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4.3.4.2 Average 4K random read speed of HDD, SSHD and SSD based NAND MLC flash at 18 °C 
after applying Serpent 256 bits key using TrueCrypt:  
 
\ 
Figure 4.70.0 Comparison of the Average 4K Random Read Speed of HDD, SSHD and SSD Based NAND MLC Flash after 
Applying Serpent 256 bits using TrueCrypt at 18°C 
 
When run at 18 °C after Serpent-256 bits and TrueCrypt had been applied, HDD’s 4K random read 
speed is 0.43 MB/S. In comparison, when the same temperature, encryption algorithm and 
encryption software are applied, the average 4K random read speed of SSHD is 0.59 MB/S. SSHD 
performs 37.21% better than HDD when the aforementioned variables are applied. The storage 
device that performs the best when the same variables are applied is SSD based NAND MLC flash. 
With an average 4K random read speed of 12.95 MB/S, SSD based NAND MLC flash performed 
2911.63% better than HDD.     
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4.3.4.3 Average 4MB sequential write speed of HDD, SSHD and SSD based NAND MLC flash at 
18 °C after applying Serpent 256 bits key using TrueCrypt:  
 
 
Figure 4.71.0 Comparison of the Average 4MB Sequential Write Speed of HDD, SSHD and SSD Based NAND MLC Flash after 
Applying Serpent 256 bits using TrueCrypt at 18°C 
 
When run at 18 °C after Serpent-256 bits and TrueCrypt had been applied, HDD’s average 4MB 
sequential write speed is 51.99 MB/S. In comparison, when the same temperature, encryption 
algorithm and encryption software are applied, the average 4MB sequential write speed of SSHD 
is 62.39 MB/S. SSHD performs 20.00% better than HDD when the aforementioned variables are 
applied. The storage device that performs the best when the same variables are applied is SSD 
based NAND MLC flash. With an average 4MB sequential write speed of 231.77 MB/S, SSD based 
NAND MLC flash performed 345.80% better than HDD.     
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4.3.4.4 Average 4K random write speed of HDD, SSHD and SSD based NAND MLC flash at 18 °C 
after applying Serpent 256 bits key using TrueCrypt:  
 
 
Figure 4.72.0 Comparison of the Average 4K Random Write Speed of HDD, SSHD and SSD Based NAND MLC Flash after 
Applying Serpent 256 bits using TrueCrypt at 18°C 
 
When run at 18 °C after Serpent-256 bits and TrueCrypt had been applied, HDD’s 4K random write 
speed is 0.99 MB/S. In comparison, when the same temperature, encryption algorithm and 
encryption software are applied, the average 4K random write speed of SSHD is 1.22 MB/S. SSHD 
performs 23.23% better than HDD when the aforementioned variables are applied. The storage 
device that performs the best when the same variables are applied is SSD based NAND MLC flash. 
With an average 4K random write speed of 26.21 MB/S, SSD based NAND MLC flash performed 
2547.47% better than HDD.     
Overall, the SSD based NAND MLC flash performed the best in all four disk access patterns 
compared to HDD and SSHD after applying Serpent-256 bits using TrueCrypt at 18 °C. 
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4.3.5 Comparison of the Average Performance of SSD Based NAND SLC, MLC, and TLC Flash (SATA III 
Interface) across Different Disk Access Patterns at 18°C after Applying Serpent-256 bits using 
TrueCrypt 
  
4.3.5.1 Average 4MB sequential read speed of SSD based NAND SLC, MLC, and TLC flash at 18 
°C after applying Serpent 256 bits key using TrueCrypt:  
 
 
Figure 4.73.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND SLC, MLC, and TLC Flash after 
Applying Serpent 256 bits using TrueCrypt at 18°C 
 
When run at 18 °C after Serpent-256 bits and TrueCrypt had been applied, SSD based NAND MLC 
flash’s average 4MB sequential read speed is 251.00 MB/S. In comparison, when the same 
temperature, encryption algorithm and encryption software are applied, the average 4MB 
sequential read speed of SSD based NAND TLC flash is 255.05 MB/S. SSD based NAND TLC flash 
performs 1.61% better than SSD based NAND MLC when the aforementioned variables are 
applied. The storage device that performs the best when the same variables are applied is SSD 
based NAND SLC flash. With an average 4MB sequential read speed of 257.76 MB/S, SSD based 
NAND SLC flash performed 2.69% better than SSD based NAND MLC flash.  
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4.3.5.2 Average 4K random read speed of SSD based NAND SLC, MLC, and TLC flash at 18 °C after 
applying Serpent 256 bits key using TrueCrypt:  
 
 
Figure 4.74.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND SLC, MLC, and TLC Flash after 
Applying Serpent 256 bits using TrueCrypt at 18°C 
 
When run at 18 °C after Serpent-256 bits and TrueCrypt had been applied, SSD based NAND SLC 
flash’s average 4K random read speed is 11.53 MB/S. In comparison, when the same temperature, 
encryption algorithm and encryption software are applied, the average 4K random read speed of 
SSD based NAND MLC flash is 12.95 MB/S. SSD based NAND MLC flash performs 12.32% better 
than SSD based NAND SLC flash when the aforementioned variables are applied. The storage 
device that performs the best when the same variables are applied is SSD based NAND TLC flash. 
With an average 4K random read speed of 13.11 MB/S, SSD based NAND TLC flash performed 
13.70% better than SSD based NAND SLC flash.     
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4.3.5.3 Average 4MB sequential write speed of SSD based NAND SLC, MLC, and TLC flash at 18 
°C after applying Serpent 256 bits key using TrueCrypt:  
 
 
Figure 4.75.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND SLC, MLC, and TLC Flash after 
Applying Serpent 256 bits using TrueCrypt at 18°C 
 
When run at 18 °C after Serpent-256 bits and TrueCrypt had been applied, SSD based NAND SLC 
flash’s average 4MB sequential write speed is 223.40 MB/S. In comparison, when the same 
temperature, encryption algorithm and encryption software are applied, the average 4MB 
sequential write speed of SSD based NAND MLC flash is 231.77 MB/S. SSD based NAND MLC flash 
performs 3.75% better than SSD based NAND SLC when the aforementioned variables are applied. 
The storage device that performs the best when the same variables are applied is SSD based NAND 
TLC flash. With an average 4MB sequential write speed of 232.32 MB/S, SSD based NAND TLC 
flash performed 3.99% better than SSD based NAND SLC flash.  
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4.3.5.4 Average 4K random write speed of SSD based NAND SLC, MLC, and TLC flash at 18 °C 
after applying Serpent 256 bits key using TrueCrypt:  
 
 
Figure 4.76.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND SLC, MLC, and TLC Flash after 
Applying Serpent 256 bits using TrueCrypt at 18°C 
 
When run at 18 °C after Serpent-256 bits and TrueCrypt had been applied, SSD based NAND SLC 
flash’s average 4K random write speed is 24.06 MB/S. In comparison, when the same 
temperature, encryption algorithm and encryption software are applied, the average 4K random 
write speed of SSD based NAND TLC flash is 25.92 MB/S. SSD based NAND TLC flash performs 
7.90% better than SSD based NAND SLC flash when the aforementioned variables are applied. The 
storage device that performs the best when the same variables are applied is SSD based NAND 
MLC flash. With an average 4K random write speed of 26.21 MB/S, SSD based NAND MLC flash 
performed 8.91% better than SSD based NAND SLC flash.     
Overall, the SSD based NAND TLC flash performed the best across different disk access patterns 
compared to SSD based NAND SLC, MLC flash after applying Serpent-256 bits using TrueCrypt at 
18 °C. 
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4.3.6 Comparison of the Average Performance of SSD Based NAND TLC Flash (SATA III Interface) and 
SSD Based NAND MLC Flash (PCIe Interface) across Different Disk Access Patterns at 18°C after 
Applying Serpent-256 bits using TrueCrypt 
 
4.3.6.1 Average 4MB sequential read speed of SSD based NAND TLC flash (SATA III interface) 
and SSD based NAND MLC flash (PCIe interface) at 18°C after applying Serpent 256 bits key using 
TrueCrypt: 
 
 
Figure 4.77.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND TLC Flash and SSD Based NAND 
MLC Flash (PCIe Interface) after Applying Serpent 256 bits using TrueCrypt at 18°C 
 
When run at 18 °C after Serpent-256 bits and TrueCrypt had been applied, SSD based NAND TLC 
flash’s (SATA III interface) average 4MB sequential read speed is 255.05 MB/S. In comparison, 
when the same temperature, encryption algorithm and encryption software are applied, the 
average 4MB sequential read speed of SSD based NAND MLC flash (PCIe interface) is 261.68 MB/S. 
SSD based NAND MLC flash (PCIe interface) performs 2.60% better than SSD based NAND TLC 
(SATA III interface) when the aforementioned variables are applied.  
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4.3.6.2 Average 4K random read speed of SSD based NAND TLC flash (SATA III interface) and SSD 
based NAND MLC flash (PCIe interface) at 18 °C after applying Serpent 256 bits key using 
TrueCrypt: 
 
 
Figure 4.78.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND TLC Flash and SSD Based NAND MLC 
Flash (PCIe Interface) after Applying Serpent 256 bits using TrueCrypt at 18°C 
 
When run at 18 °C after Serpent-256 bits and TrueCrypt had been applied, SSD based NAND TLC 
flash’s (SATA III interface) average 4K random read speed is 13.11 MB/S. In comparison, when the 
same temperature, encryption algorithm and encryption software are applied, the average 4K 
random read speed of SSD based NAND MLC flash (PCIe interface) is 21.36 MB/S. SSD based NAND 
MLC flash (PCIe interface) performs 62.93% better than SSD based NAND TLC (SATA III interface) 
when the aforementioned variables are applied.  
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4.3.6.3 Average 4MB sequential write speed of SSD based NAND TLC flash (SATA III interface) 
and SSD based NAND MLC flash (PCIe interface) at 18 °C after applying Serpent 256 bits key 
using TrueCrypt: 
 
 
Figure 4.79.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND TLC Flash and SSD Based NAND 
MLC flash (PCIe Interface) after Applying Serpent 256 bits using TrueCrypt at 18°C 
 
When run at 18 °C after Serpent-256 bits and TrueCrypt had been applied, SSD based NAND TLC 
flash’s (SATA III interface) average 4MB sequential write speed is 232.32 MB/S. In comparison, 
when the same temperature, encryption algorithm and encryption software are applied, the 
average 4MB sequential write speed of SSD based NAND MLC flash (PCIe interface) is 242.02 
MB/S. SSD based NAND MLC flash (PCIe interface) performs 4.17% better than SSD based NAND 
TLC (SATA III interface) when the aforementioned variables are applied.  
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4.3.6.4 Average 4K random write speed of SSD based NAND TLC flash (SATA III interface) and 
SSD based NAND MLC flash (PCIe interface) at 18 °C after applying Serpent 256 bits key using 
TrueCrypt: 
 
 
 
Figure 4.80.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND TLC Flash and SSD Based NAND MLC 
Flash (PCIe Interface) after Applying Serpent 256 bits using TrueCrypt at 18°C 
 
When run at 18 °C after Serpent-256 bits and TrueCrypt had been applied, SSD based NAND TLC 
flash’s (SATA III interface) average 4K random write speed is 25.92 MB/S. In comparison, when 
the same temperature, encryption algorithm and encryption software are applied, the average 
4K random write speed of SSD based NAND MLC flash (PCIe interface) is 40.04 MB/S. SSD based 
NAND MLC flash (PCIe interface) performs 54.47% better than SSD based NAND TLC (SATA III 
interface) when the aforementioned variables are applied.  
Overall, the SSD based NAND MLC flash (PCIe interface) performed the best in all four disk access 
patterns compared to SSD based NAND TLC flash (SATA III interface) after applying Serpent-256 
bits using TrueCrypt at 18 °C.  
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4.3.7 Comparison of the Average Performance of HDD, SSHD and SSD Based NAND MLC Flash across 
Different Disk Access Patterns at 19°C after Applying Twofish-256 bits using TrueCrypt 
 
4.3.7.1 Average 4MB sequential read speed of HDD, SSHD and SSD based NAND MLC flash at 
19°C after applying Twofish 256 bits key using TrueCrypt:  
 
 
Figure 4.81.0 Comparison of the Average 4MB Sequential Read Speed of HDD, SSHD and SSD Based NAND MLC Flash after 
Applying Twofish 256 bits using TrueCrypt at 19°C 
 
When run at 19°C after Twofish-256 bits and TrueCrypt had been applied, HDD’s average 4MB 
sequential read speed is 59.22 MB/S. In comparison, when the same temperature, encryption 
algorithm and encryption software are applied, the average 4MB sequential read speed of SSHD 
is 68.76 MB/S. SSHD performs 16.11% better than HDD when the aforementioned variables are 
applied. The storage device that performs the best when the same variables are applied is SSD 
based NAND MLC flash. With an average 4MB sequential read speed of 385.73 MB/S, SSD based 
NAND MLC flash performed 551.35% better than HDD.     
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4.3.7.2 Average 4K random read speed of HDD, SSHD and SSD based NAND MLC flash at 19°C 
after applying Twofish 256 bits key using TrueCrypt:  
 
 
Figure 4.82.0 Comparison of the Average 4K Random Read Speed of HDD, SSHD and SSD Based NAND MLC Flash after 
Applying Twofish 256 bits using TrueCrypt at 19°C 
 
When run at 19 °C after Twofish-256 bits and TrueCrypt had been applied, HDD’s 4K random read 
speed is 0.42 MB/S. In comparison, when the same temperature, encryption algorithm and 
encryption software are applied, the average 4K random read speed of SSHD is 0.70 MB/S. SSHD 
performs 66.67% better than HDD when the aforementioned variables are applied. The storage 
device that performs the best when the same variables are applied is SSD based NAND MLC flash. 
With an average 4K random read speed of 13.01 MB/S, SSD based NAND MLC flash performed 
2997.62% better than HDD.     
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4.3.7.3 Average 4MB sequential write speed of HDD, SSHD and SSD based NAND MLC flash at 
19°C after applying Twofish 256 bits key using TrueCrypt:  
  
 
Figure 4.83.0 Comparison of the Average 4MB Sequential Write Speed of HDD, SSHD and SSD Based NAND MLC Flash after 
Applying Twofish 256 bits using TrueCrypt at 19°C 
 
When run at 19 °C after Twofish-256 bits and TrueCrypt had been applied, HDD’s average 4MB 
sequential write speed is 52.00 MB/S. In comparison, when the same temperature, encryption 
algorithm and encryption software are applied, the average 4MB sequential write speed of SSHD 
is 80.20 MB/S. SSHD performs 54.23% better than HDD when the aforementioned variables are 
applied. The storage device that performs the best when the same variables are applied is SSD 
based NAND MLC flash. With an average 4MB sequential write speed of 346.69 MB/S, SSD based 
NAND MLC flash performed 566.71% better than HDD.     
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4.3.7.4 Average 4K random write speed of HDD, SSHD and SSD based NAND MLC flash at 19°C 
after applying Twofish 256 bits key using TrueCrypt:  
 
 
Figure 4.84.0 Comparison of the Average 4K Random Write Speed of HDD, SSHD and SSD Based NAND MLC Flash after 
Applying Twofish 256 bits using TrueCrypt at 19°C 
 
When run at 19 °C after Twofish-256 bits and TrueCrypt had been applied, HDD’s 4K random write 
speed is 0.99 MB/S. In comparison, when the same temperature, encryption algorithm and 
encryption software are applied, the average 4K random write speed of SSHD is 1.69 MB/S. SSHD 
performs 70.71% better than HDD when the aforementioned variables are applied. The storage 
device that performs the best when the same variables are applied is SSD based NAND MLC flash. 
With an average 4K random write speed of 31.11 MB/S, SSD based NAND MLC flash performed 
3042.42% better than HDD.     
Overall, the SSD based NAND MLC flash performed the best in all four disk access patterns 
compared to HDD and SSHD after applying Twofish-256 bits using TrueCrypt at 19 °C. 
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4.3.8 Comparison of the Average Performance of SSD Based NAND SLC, MLC, and TLC Flash (SATA III 
Interface) across Different Disk Access Patterns at 19°C after Applying Twofish-256 bits using 
TrueCrypt 
 
4.3.8.1 Average 4MB sequential read speed of SSD based NAND SLC, MLC, and TLC flash at 19°C 
after applying Twofish 256 bits key using TrueCrypt:  
 
 
 
Figure 4.85.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND SLC, MLC, and TLC Flash after 
Applying Twofish 256 bits using TrueCrypt at 19°C 
 
When run at 19 °C after Twofish-256 bits and TrueCrypt had been applied, SSD based NAND SLC 
flash’s average 4MB sequential read speed is 333.69 MB/S. In comparison, when the same 
temperature, encryption algorithm and encryption software are applied, the average 4MB 
sequential read speed of SSD based NAND TLC flash is 382.69 MB/S. SSD based NAND TLC flash 
performs 14.68% better than SSD based NAND SLC when the aforementioned variables are 
applied. The storage device that performs the best when the same variables are applied is SSD 
based NAND MLC flash. With an average 4MB sequential read speed of 385.73 MB/S, SSD based 
NAND MLC flash performed 15.59% better than SSD based NAND SLC flash.  
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4.3.8.2 Average 4K random read speed of SSD based NAND SLC, MLC, and TLC flash at 19°C after 
applying Twofish 256 bits key using TrueCrypt:  
 
 
Figure 4.86.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND SLC, MLC, and TLC Flash after 
Applying Twofish 256 bits using TrueCrypt at 19°C 
 
When run at 19 °C after Twofish-256 bits and TrueCrypt had been applied, SSD based NAND SLC 
flash’s average 4K random read speed is 11.62 MB/S. In comparison, when the same temperature, 
encryption algorithm and encryption software are applied, the average 4K random read speed of 
SSD based NAND MLC flash is 13.01 MB/S. SSD based NAND MLC flash performs 11.29% better 
than SSD based NAND SLC flash when the aforementioned variables are applied. The storage 
device that performs the best when the same variables are applied is SSD based NAND TLC flash. 
With an average 4K random read speed of 13.10 MB/S, SSD based NAND TLC flash performed 
12.06% better than SSD based NAND SLC flash.     
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4.3.8.3 Average 4MB sequential write speed of SSD based NAND SLC, MLC, and TLC flash at 19°C 
after applying Twofish 256 bits key using TrueCrypt:  
 
 
Figure 4.87.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND SLC, MLC, and TLC Flash after 
Applying Twofish 256 bits using TrueCrypt at 19°C 
 
When run at 19 °C after Twofish-256 bits and TrueCrypt had been applied, SSD based NAND SLC 
flash’s average 4MB sequential write speed is 279.39 MB/S. In comparison, when the same 
temperature, encryption algorithm and encryption software are applied, the average 4MB 
sequential write speed of SSD based NAND MLC flash is 346.96 MB/S. SSD based NAND MLC flash 
performs 16.67% better than SSD based NAND SLC when the aforementioned variables are 
applied. The storage device that performs the best when the same variables are applied is SSD 
based NAND TLC flash. With an average 4MB sequential write speed of 354.22 MB/S, SSD based 
NAND TLC flash performed 19.11% better than SSD based NAND SLC flash.  
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4.3.8.4 Average 4K random write speed of SSD based NAND SLC, MLC, and TLC flash at 19°C after 
applying Twofish 256 bits key using TrueCrypt:  
 
 
Figure 4.88.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND SLC, MLC, and TLC Flash after 
Applying Twofish 256 bits using TrueCrypt at 19°C 
 
When run at 19 °C after Twofish-256 bits and TrueCrypt had been applied, SSD based NAND SLC 
flash’s average 4K random write speed is 25.99 MB/S. In comparison, when the same 
temperature, encryption algorithm and encryption software are applied, the average 4K random 
write speed of SSD based NAND TLC flash is 27.14 MB/S. SSD based NAND TLC flash performs 
4.42% better than SSD based NAND SLC flash when the aforementioned variables are applied. The 
storage device that performs the best when the same variables are applied is SSD based NAND 
MLC flash. With an average 4K random write speed of 31.11 MB/S, SSD based NAND MLC flash 
performed 19.70% better than SSD based NAND SLC flash.     
Overall, the SSD based NAND TLC flash performed the best across different disk access patterns 
compared to SSD based NAND SLC, MLC flash after applying Twofish-256 bits using TrueCrypt at 
19 °C. 
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4.3.9 Comparison of the Average Performance of SSD Based NAND TLC Flash (SATA III Interface) and 
SSD Based NAND MLC Flash (PCIe Interface) across Different Disk Access Patterns at 19°C after 
Applying Twofish-256 bits using TrueCrypt 
 
4.3.9.1 Average 4MB sequential read speed of SSD based NAND TLC flash (SATA III interface) 
and SSD based NAND MLC flash (PCIe interface) at 19°C after applying Twofish 256 bits key using 
TrueCrypt: 
  
 
 
Figure 4.89.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND TLC Flash and SSD Based NAND 
MLC Flash (PCIe Interface) after Applying Twofish 256 bits using TrueCrypt at 19°C 
 
When run at 19 °C after Twofish-256 bits and TrueCrypt had been applied, SSD based NAND TLC 
flash’s (SATA III interface) average 4MB sequential read speed is 382.69 MB/S. In comparison, 
when the same temperature, encryption algorithm and encryption software are applied, the 
average 4MB sequential read speed of SSD based NAND MLC flash (PCIe interface) is 393.25 MB/S. 
SSD based NAND MLC flash (PCIe interface) performs 2.76% better than SSD based NAND TLC 
(SATA III interface) when the aforementioned variables are applied.  
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4.3.9.2 Average 4K random read speed of SSD based NAND TLC flash (SATA III interface) and SSD 
based NAND MLC flash (PCIe interface) at 19°C after applying Twofish 256 bits key using 
TrueCrypt: 
 
 
 
Figure 4.90.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND TLC Flash and SSD Based NAND MLC 
Flash (PCIe Interface) after Applying Twofish 256 bits using TrueCrypt at 19°C 
 
When run at 19 °C after Twofish-256 bits and TrueCrypt had been applied, SSD based NAND TLC 
flash’s (SATA III interface) average 4K random read speed is 13.10 MB/S. In comparison, when the 
same temperature, encryption algorithm and encryption software are applied, the average 4K 
random read speed of SSD based NAND MLC flash (PCIe interface) is 20.81 MB/S. SSD based NAND 
MLC flash (PCIe interface) performs 58.85% better than SSD based NAND TLC (SATA III interface) 
when the aforementioned variables are applied.  
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4.3.9.3 Average 4MB sequential write speed of SSD based NAND TLC flash (SATA III interface) 
and SSD based NAND MLC flash (PCIe interface) at 19°C after applying Twofish 256 bits key using 
TrueCrypt: 
 
 
 
Figure 4.91.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND TLC Flash and SSD Based NAND 
MLC flash (PCIe Interface) after Applying Twofish 256 bits using TrueCrypt at 19°C 
 
When run at 19 °C after Twofish-256 bits and TrueCrypt had been applied, SSD based NAND MLC 
flash’s (PCIe interface) average 4MB sequential write speed is 329.80 MB/S. In comparison, when 
the same temperature, encryption algorithm and encryption software are applied, the average 
4MB sequential write speed of SSD based NAND TLC flash (SATA III interface) is 354.22 MB/S. SSD 
based NAND TLC flash (SATA III interface) performs 7.40% better than SSD based NAND MLC (PCIe 
interface) when the aforementioned variables are applied.  
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4.3.9.4 Average 4K random write speed of SSD based NAND TLC flash (SATA III interface) and 
SSD based NAND MLC flash (PCIe interface) at 19°C after applying Twofish 256 bits key using 
TrueCrypt: 
 
 
Figure 4.92.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND TLC Flash and SSD Based NAND MLC 
Flash (PCIe Interface) after Applying Twofish 256 bits using TrueCrypt at 19°C 
 
When run at 19 °C after Twofish-256 bits and TrueCrypt had been applied, SSD based NAND TLC 
flash’s (SATA III interface) average 4K random write speed is 27.14 MB/S. In comparison, when 
the same temperature, encryption algorithm and encryption software are applied, the average 
4K random write speed of SSD based NAND MLC flash (PCIe interface) is 44.16 MB/S. SSD based 
NAND MLC flash (PCIe interface) performs 62.71% better than SSD based NAND TLC (SATA III 
interface) when the aforementioned variables are applied.  
Overall, the SSD based NAND MLC flash (PCIe interface) performed the best across different disk 
access patterns compared to SSD based NAND TLC flash (SATA III interface) after applying Twofish-
256 bits using TrueCrypt at 19 °C.  
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4.4 Comparison of Average Performance of AES, Serpent, and Twofish 256 bits key using 
BestCrypt on Six Storage devices   
 
4.4.1 Comparison of the Average Performance of HDD across Different Disk Access Patterns after 
Applying AES, Serpent, and Twofish 256 bits using BestCrypt 
 
4.4.1.1 Average of HDD 4MB sequential read speed before encryption and after applying AES, 
Serpent and Twofish 256 bits key using BestCrypt:  
 
 
 
Figure 4.93.0 Comparison of the Average 4MB Sequential Read Speed of HDD after Applying AES, Serpent, and Twofish 256 
using BestCrypt 
 
In this experiment, three different encryption algorithms are applied to the HDD storage device 
using BestCrypt in order to test how well they each perform and determine which one performs 
the best. After being applied to the HDD storage device, Twofish 256 bits’ average 4MB sequential 
read speed is 57.48 MB/S. Twofish 256 bits performs the slowest of the three encryption 
algorithms. In comparison, Serpent 256 bits performs at 58.43 MB/S when it has been applied to 
the HDD storage device using BestCrypt. That is a slight 1.65% difference. The encryption 
algorithm with the best performance is AES 256 bits with an average 4MB sequential read speed 
of 58.70 MB/S. On average, AES 256 bits performs 2.12% better than Twofish 256 bits. 
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4.4.1.2 Average of HDD 4K random read speed before encryption and after applying AES, 
Serpent and Twofish 256 bits key using BestCrypt:  
 
 
 
Figure 4.94.0 Comparison of the Average 4K Random Read Speed of HDD after Applying AES, Serpent, and Twofish 256 bits 
using BestCrypt 
 
In this experiment, three different encryption algorithms are applied to the HDD storage device 
using BestCrypt in order to test how well they each perform and determine which one performs 
the best. After being applied to the HDD storage device, Twofish and Serpent 256 bits’ average 
4K random read speed is 0.49 MB/S. The encryption algorithm with the best performance is AES 
256 bits with an average 4K random read speed of 0.50 MB/S. On average, AES 256 bits performs 
2.04% better than Twofish and Serpent 256 bits.  
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4.4.1.3 Average of HDD 4MB sequential write speed before encryption and after applying AES, 
Serpent and Twofish 256 bits key using BestCrypt:  
  
 
 
Figure 4.95.0 Comparison of the Average 4MB Sequential Write Speed of HDD after Applying AES, Serpent, and Twofish 256 
using BestCrypt 
 
In this experiment, three different encryption algorithms are applied to the HDD storage device 
using BestCrypt in order to test how well they each perform and determine which one performs 
the best. After being applied to the HDD storage device, Serpent 256 bits’ average 4MB sequential 
write speed is 51.08 MB/S. Serpent 256 bits performs the slowest of the three encryption 
algorithms. In comparison, AES 256 bits performs at 51.13 MB/S when it has been applied to the 
HDD storage device using BestCrypt. That is a slight 0.10% difference. The encryption algorithm 
with the best performance is Twofish 256 bits with an average 4MB sequential write speed of 
51.45 MB/S. On average, Twofish 256 bits performs 0.72% better than Serpent 256 bits. 
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4.4.1.4 Average of HDD 4K random write speed before encryption and after applying AES, 
Serpent and Twofish 256 bits key using BestCrypt:  
 
 
 
Figure 4.96.0 Comparison of the Average 4K Random Write Speed of HDD after Applying AES, Serpent, and Twofish 256 
using BestCrypt 
 
In this experiment, three different encryption algorithms are applied to the HDD storage device 
using BestCrypt in order to test how well they each perform and determine which one performs 
the best. After being applied to the HDD storage device, Serpent 256 bits’ average 4K random 
write speed is 0.91 MB/S. Serpent 256 bits performs the slowest of the three encryption 
algorithms. In comparison, Twofish 256 bits performs at 0.92 MB/S when it has been applied to 
the HDD storage device using BestCrypt. That is a slight 1.10% difference. The encryption 
algorithm with the best performance is AES 256 bits with an average 4K random write speed of 
0.93 MB/S. On average, AES 256 bits performs 2.20% better than Serpent 256 bits.  
After begin applied to the HDD storage device, AES 256 bits performs the best across different 
disk access patterns compared to Serpent and Twofish 256 bits using BestCrypt. 
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4.4.2 Comparison of the Average Performance of SSHD across Different Disk Access Patterns after 
Applying AES, Serpent, and Twofish 256 bits in using BestCrypt 
 
4.4.2.1 Average of SSHD 4MB sequential read speed before encryption and after applying AES, 
Serpent and Twofish 256 bits key using BestCrypt:  
 
 
 
Figure 4.97.0 Comparison of the Average 4MB Sequential Read Speed of SSHD after Applying AES, Serpent, and Twofish 256 
using BestCrypt 
 
In this experiment, three different encryption algorithms are applied to the SSHD storage device 
using BestCrypt in order to test how well they each perform and determine which one performs 
the best. After being applied to the SSHD storage device, Serpent 256 bits’ average 4MB 
sequential read speed is 71.90 MB/S. Serpent 256 bits performs the slowest of the three 
encryption algorithms. In comparison, AES 256 bits performs at 75.95 MB/S when it has been 
applied to the SSHD storage device using BestCrypt. That is a slight 5.63% difference. The 
encryption algorithm with the best performance is Twofish 256 bits with an average 4MB 
sequential read speed of 82.24 MB/S. On average, Twofish 256 bits performs 14.38% better than 
Serpent 256 bits. 
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4.4.2.2 Average of SSHD 4K random read speed before encryption and after applying AES, 
Serpent and Twofish 256 bits key using BestCrypt:  
 
 
Figure 4.98.0 Comparison of the Average 4K Random Read Speed of SSHD after Applying AES, Serpent, and Twofish 256 bits 
using BestCrypt 
 
In this experiment, three different encryption algorithms are applied to the SSHD storage device 
using BestCrypt in order to test how well they each perform and determine which one performs 
the best. After being applied to the SSHD storage device, Serpent 256 bits’ average 4K random 
read speed is 0.67 MB/S. Serpent 256 bits performs the slowest of the three encryption 
algorithms. In comparison, AES 256 bits performs at 0.68 MB/S when it has been applied to the 
SSHD storage device using BestCrypt. That is a slight 1.49% difference. The encryption algorithm 
with the best performance is Twofish 256 bits with an average 4K random read speed of 0.78 
MB/S. On average, Twofish 256 bits performs 16.42% better than Serpent 256 bits. 
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4.4.2.2 Average of SSHD 4MB sequential write speed before encryption and after applying AES, 
Serpent and Twofish 256 bits key using BestCrypt:  
  
 
 
Figure 4.99.0 Comparison of the Average 4MB Sequential Write Speed of SSHD after Applying AES, Serpent, and Twofish 
256 using BestCrypt 
 
In this experiment, three different encryption algorithms are applied to the SSHD storage device 
using BestCrypt in order to test how well they each perform and determine which one performs 
the best. After being applied to the SSHD storage device, Twofish 256 bits’ average 4MB 
sequential write speed is 69.99 MB/S. Twofish 256 bits performs the slowest of the three 
encryption algorithms. In comparison, Serpent 256 bits performs 73.80 at MB/S when it has been 
applied to the SSHD storage device using BestCrypt. That is a slight 5.44% difference. The 
encryption algorithm with the best performance is AES 256 bits with an average 4MB sequential 
write speed of 74.61 MB/S. On average, AES 256 bits performs 6.60% better than Twofish 256 
bits. 
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4.4.2.4 Average of SSHD 4K random write speed before encryption and after applying AES, 
Serpent and Twofish 256 bits key using BestCrypt:  
 
 
Figure 4.100.0 Comparison of the Average 4K Random Write Speed of SSHD after Applying AES, Serpent, and Twofish 256 
using BestCrypt 
 
In this experiment, three different encryption algorithms are applied to an SSHD storage device 
using BestCrypt in order to test how well they each perform and determine which one performs 
the best. After being applied to the SSHD storage device, Twofish 256 bits’ average 4K random 
write speed is 1.07 MB/S. Twofish 256 bits performs the slowest of the three encryption 
algorithms. In comparison, AES 256 bits performs at 1.13 MB/S when it has been applied to the 
SSHD storage device using BestCrypt. That is a slight 5.61% difference. The encryption algorithm 
with the best performance is Serpent 256 bits with an average 4K random write speed of 1.46 
MB/S. On average, Serpent 256 bits performs 36.45% better than Twofish 256 bits. 
After begin applied to the SSHD storage device, Twofish 256 bits performs the best across 
different disk access patterns compared to AES and Serpent 256 bits using BestCrypt. 
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4.4.3 Comparison of the Average Performance of SSD based NAND SLC Flash across Different Disk 
access Patterns after Applying AES, Serpent, and Twofish 256 bits using BestCrypt 
 
4.4.3.1 Average of SSD based NAND SLC flash 4MB sequential read before encryption and after 
applying AES, Serpent and Twofish 256 bits key using BestCrypt:  
 
 
Figure 4.101.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND SLC Flash after Applying AES, 
Serpent, and Twofish 256 using BestCrypt 
 
In this experiment, three different encryption algorithms are applied to the SSD based NAND SLC 
flash storage device using BestCrypt in order to test how well they each perform and determine 
which one performs the best. After being applied to the SSD based NAND SLC flash storage device, 
Serpent 256 bits’ average 4MB sequential read speed is 254.50 MB/S. Serpent 256 bits performs 
the slowest of the three encryption algorithms. In comparison, AES 256 bits performs at 400.74 
MB/S when it has been applied to the SSD based NAND SLC flash storage device using BestCrypt. 
That is a rapid 57.46% difference. The encryption algorithm with the best performance is Twofish 
256 bits with an average 4MB sequential read speed of 414.68 MB/S. On average, Twofish 256 
bits performs 62.94% better than Serpent 256 bits. 
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4.4.3.2 Average of SSD based NAND SLC flash 4K random read speed before encryption and after 
applying AES, Serpent and Twofish 256 bits key using BestCrypt:  
 
 
 
Figure 4.102.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND SLC Flash after Applying AES, 
Serpent, and Twofish 256 bits using BestCrypt 
 
In this experiment, three different encryption algorithms are applied to the SSD based NAND SLC 
flash storage device using BestCrypt in order to test how well they each perform and determine 
which one performs the best. After being applied to the SSD based NAND SLC flash storage device, 
Serpent 256 bits’ average 4K random read speed is 14.46 MB/S. Serpent 256 bits performs the 
slowest of the three encryption algorithms. In comparison, Twofish 256 bits performs at 15.62 
MB/S when it has been applied to the SSD based NAND SLC flash storage device using BestCrypt. 
That is a slight 8.02% difference. The encryption algorithm with the best performance is AES 256 
bits with an average 4K random read speed of 15.71 MB/S. On average, AES 256 bits performs 
8.64% better than Serpent 256 bits. 
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4.4.3.3 Average of SSD based NAND SLC flash 4MB sequential write speed before encryption 
and after applying AES, Serpent and Twofish 256 bits key using BestCrypt: 
 
 
Figure 4.103.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND SLC Flash after Applying AES, 
Serpent, and Twofish 256 using BestCrypt 
 
In this experiment, three different encryption algorithms are applied to the SSD based NAND SLC 
flash storage device using BestCrypt in order to test how well they each perform and determine 
which one performs the best. After being applied to the SSD based NAND SLC flash storage device, 
Serpent 256 bits’ average 4MB sequential write speed is 203.36 MB/S. Serpent 256 bits performs 
the slowest of the three encryption algorithms. In comparison, Twofish 256 bits performs at 
313.30 MB/S when it has been applied to the SSD based NAND SLC flash storage device using 
BestCrypt. That is a rapid 54.06% difference. The encryption algorithm with the best performance 
is AES 256 bits with an average 4MB sequential write speed of 335.06 MB/S. On average, AES 256 
bits performs 64.76% better than Serpent 256 bits. 
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4.4.3.4 Average of SSD based NAND SLC flash 4K random write speed before encryption and 
after applying AES, Serpent and Twofish 256 bits key using BestCrypt: 
 
 
 
Figure 4.104.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND SLC Flash after Applying AES, 
Serpent, and Twofish 256 using BestCrypt 
 
In this experiment, three different encryption algorithms are applied to the SSD based NAND SLC 
flash storage device using BestCrypt in order to test how well they each perform and determine 
which one performs the best. After being applied to the SSD based NAND SLC flash storage device, 
Serpent 256 bits’ average 4K random write speed is 30.01 MB/S. Serpent 256 bits performs the 
slowest of the three encryption algorithms. In comparison, Twofish 256 bits performs at 31.04 
MB/S when it has been applied to the SSD based NAND SLC flash storage device using BestCrypt. 
That is a slight 3.43% difference. The encryption algorithm with the best performance is AES 256 
bits with an average 4K random write speed of 32.01 MB/S. On average, AES 256 bits performs 
6.66% better than Serpent 256 bits. 
After begin applied to the SSD based NAND SLC flash storage device, AES 256 bits performs the 
best across different disk access patterns compared to Serpent and Twofish 256 bits using 
BestCrypt. 
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4.4.4. Comparison of the Average Performance of SSD based NAND MLC Flash across Different Disk 
access Patterns after Applying AES, Serpent, and Twofish 256 bits using BestCrypt 
  
4.4.4.1 Average of SSD based NAND MLC flash 4MB sequential read before encryption and after 
applying AES, Serpent and Twofish 256 bits key using BestCrypt:  
 
 
Figure 4.105.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND MLC Flash after Applying AES, 
Serpent, and Twofish 256 using BestCrypt 
 
In this experiment, three different encryption algorithms are applied to the SSD based NAND MLC 
flash storage device using BestCrypt in order to test how well they each perform and determine 
which one performs the best. After being applied to the SSD based NAND MLC flash storage 
device, Serpent 256 bits’ average 4MB sequential read speed is 254.55 MB/S. Serpent 256 bits 
performs the slowest of the three encryption algorithms. In comparison, AES 256 bits performs 
at 389.54 MB/S when it has been applied to the SSD based NAND MLC flash storage device using 
BestCrypt. That is a rapid 53.03% difference. The encryption algorithm with the best performance 
is Twofish 256 bits with an average 4MB sequential read speed of 413.73 MB/S. On average, 
Twofish 256 bits performs 62.53% better than Serpent 256 bits. 
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4.4.4.2 Average of SSD based NAND MLC flash 4K random read speed before encryption and 
after applying AES, Serpent and Twofish 256 bits key using BestCrypt:  
 
 
 
Figure 4.106.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND MLC Flash after Applying AES, 
Serpent, and Twofish 256 bits using BestCrypt 
 
In this experiment, three different encryption algorithms are applied to the SSD based NAND MLC 
flash storage device using BestCrypt in order to test how well they each perform and determine 
which one performs the best. After being applied to the SSD based NAND MLC flash storage 
device, Serpent 256 bits’ average 4K random read speed is 16.09 MB/S. Serpent 256 bits performs 
the slowest of the three encryption algorithms. In comparison, Twofish 256 bits performs at 17.88 
MB/S when it has been applied to the SSD based NAND MLC flash storage device using BestCrypt. 
That is a slight 11.25% difference. The encryption algorithm with the best performance is AES 256 
bits with an average 4K random read speed of 18.65 MB/S. On average, AES 256 bits performs 
15.91% better than Serpent 256 bits. 
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4.4.4.3 Average of SSD based NAND MLC flash 4MB sequential write speed before encryption 
and after applying AES, Serpent and Twofish 256 bits key using BestCrypt: 
 
 
 
Figure 4.107.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND MLC Flash after Applying AES, 
Serpent, and Twofish 256 using BestCrypt 
 
In this experiment, three different encryption algorithms are applied to the SSD based NAND MLC 
flash storage device using BestCrypt in order to test how well they each perform and determine 
which one performs the best. After being applied to the SSD based NAND MLC flash storage 
device, Serpent 256 bits’ average 4MB sequential write speed is 212.64 MB/S. Serpent 256 bits 
performs the slowest of the three encryption algorithms. In comparison, AES 256 bits performs 
at 360.89 MB/S when it has been applied to the SSD based NAND MLC flash storage device using 
BestCrypt. That is a rapid 69.72% difference. The encryption algorithm with the best performance 
is Twofish 256 bits with an average 4MB sequential write speed of 386.45 MB/S. On average, 
Twofish 256 bits performs 81.74% better than Serpent 256 bits. 
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4.4.4.4 Average of SSD based NAND MLC flash 4K random write speed before encryption and 
after applying AES, Serpent and Twofish 256 bits key using BestCrypt: 
 
 
Figure 4.108.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND MLC Flash after Applying AES, 
Serpent, and Twofish 256 using BestCrypt 
 
In this experiment, three different encryption algorithms are applied to the SSD based NAND MLC 
flash storage device using BestCrypt in order to test how well they each perform and determine 
which one performs the best. After being applied to the SSD based NAND MLC flash storage 
device, Serpent 256 bits’ average 4K random write speed is 33.52 MB/S. Serpent 256 bits performs 
the slowest of the three encryption algorithms. In comparison, Twofish 256 bits performs at 34.91 
MB/S when it has been applied to the SSD based NAND MLC flash storage device using BestCrypt. 
That is a slight 4.15% difference. The encryption algorithm with the best performance is AES 256 
bits with an average 4K random write speed of 36.20 MB/S. On average, AES 256 bits performs 
7.99% better than Serpent 256 bits. 
After begin applied to the SSD based NAND MLC flash storage device, Twofish 256 bits performs 
the best across different disk access patterns compared to AES and Serpent 256 bits using 
BestCrypt. 
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4.4.5 Comparison of the Average Performance of SSD based NAND TLC Flash across Different Disk 
Access Patterns after Applying AES, Serpent, and Twofish 256 bits using BestCrypt 
 
4.4.5.1 Average of SSD based NAND TLC flash 4MB sequential read before encryption and after 
applying AES, Serpent and Twofish 256 bits key using BestCrypt:  
 
 
Figure 4.109.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND TLC Flash after Applying AES, 
Serpent, and Twofish 256 using BestCrypt 
 
In this experiment, three different encryption algorithms are applied to the SSD based NAND TLC 
flash storage device using BestCrypt in order to test how well they each perform and determine 
which one performs the best. After being applied to the SSD based NAND TLC flash storage device, 
Serpent 256 bits’ average 4MB sequential read speed is 252.00 MB/S. Serpent 256 bits performs 
the slowest of the three encryption algorithms. In comparison, AES 256 bits performs at 395.05 
MB/S when it has been applied to the SSD based NAND TLC flash storage device using BestCrypt. 
That is a rapid 56.77% difference. The encryption algorithm with the best performance is Twofish 
256 bits with an average 4MB sequential read speed of 410.74 MB/S. On average, Twofish 256 
bits performs 62.99% better than Serpent 256 bits. 
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4.4.5.2 Average of SSD based NAND TLC flash 4K random read speed before encryption and 
after applying AES, Serpent and Twofish 256 bits key using BestCrypt:  
 
 
Figure 4.110.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND TLC Flash after Applying AES, 
Serpent, and Twofish 256 bits using BestCrypt 
 
In this experiment, three different encryption algorithms are applied to the SSD based NAND TLC 
flash storage device using BestCrypt in order to test how well they each perform and determine 
which one performs the best. After being applied to the SSD based NAND TLC flash storage device, 
Serpent 256 bits’ average 4K random read speed is 17.35 MB/S. Serpent 256 bits performs the 
slowest of the three encryption algorithms. In comparison, AES 256 bits performs at 18.09 MB/S 
when it has been applied to the SSD based NAND TLC flash storage device using BestCrypt. That 
is a slight 4.26% difference. The encryption algorithm with the best performance is Twofish 256 
bits with an average 4K random read speed of 19.39 MB/S. On average, Twofish 256 bits performs 
11.76% better than Serpent 256 bits. 
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4.4.5.3 Average of SSD based NAND TLC flash 4MB sequential write speed before encryption 
and after applying AES, Serpent and Twofish 256 bits key using BestCrypt: 
 
 
 
Figure 4.111.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND TLC Flash after Applying AES, 
Serpent, and Twofish 256 using BestCrypt 
 
In this experiment, three different encryption algorithms are applied to the SSD based NAND TLC 
flash storage device using BestCrypt in order to test how well they each perform and determine 
which one performs the best. After being applied to the SSD based NAND TLC flash storage device, 
Serpent 256 bits’ average 4MB sequential write speed is 207.85 MB/S. Serpent 256 bits performs 
the slowest of the three encryption algorithms. In comparison, AES 256 bits performs at 338.28 
MB/S when it has been applied to the SSD based NAND TLC flash storage device using BestCrypt. 
That is a rapid 62.75% difference. The encryption algorithm with the best performance is Twofish 
256 bits with an average 4MB sequential write speed of 389.58 MB/S. On average, Twofish 256 
bits performs 87.43% better than Serpent 256 bits. 
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4.4.5.4 Average of SSD based NAND TLC flash 4K random write speed before encryption and 
after applying AES, Serpent and Twofish 256 bits key using BestCrypt: 
 
 
Figure 4.112.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND TLC Flash after Applying AES, 
Serpent, and Twofish 256 using BestCrypt 
 
In this experiment, three different encryption algorithms are applied to the SSD based NAND TLC 
flash storage device using BestCrypt in order to test how well they each perform and determine 
which one performs the best. After being applied to the SSD based NAND TLC flash storage device, 
Serpent 256 bits’ average 4K random write speed is 29.35 MB/S. Serpent 256 bits performs the 
slowest of the three encryption algorithms. In comparison, AES 256 bits performs at 31.87 MB/S 
when it has been applied to the SSD based NAND TLC flash storage device using BestCrypt. That 
is a slight 8.59% difference. The encryption algorithm with the best performance is Twofish 256 
bits with an average 4K random write speed of 31.88 MB/S. On average, Twofish 256 bits performs 
8.62% better than Serpent 256 bits. 
After begin applied to the SSD based NAND TLC flash storage device, Twofish 256 bits performs 
the best in all four disk access patterns compared to AES and Serpent 256 bits using BestCrypt. 
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4.4.6 Comparison of the Average Performance of SSD Based NAND MLC Flash (PCIe Interface) across 
Different Disk Access Patterns after Applying AES, Serpent, and Twofish 256 bits using BestCrypt 
 
4.4.6.1 Average of SSD based NAND MLC flash (PCIe interface) 4MB sequential read before 
encryption and after applying AES, Serpent and Twofish 256 bits key using BestCrypt:  
 
  
 
Figure 4.113.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND MLC Flash (PCIe Interface) after 
Applying AES, Serpent, and Twofish 256 using BestCrypt 
 
In this experiment, three different encryption algorithms are applied to the SSD based NAND MLC 
flash (PCIe interface) storage device using BestCrypt in order to test how well they each perform 
and determine which one performs the best. After being applied to the SSD based NAND MLC 
flash storage device, Serpent 256 bits’ average 4MB sequential read speed is 257.20 MB/S. 
Serpent 256 bits performs the slowest of the three encryption algorithms. In comparison, AES 256 
bits performs at 409.10 MB/S when it has been applied to the SSD based NAND MLC flash storage 
device using BestCrypt. That is a rapid 59.06% difference. The encryption algorithm with the best 
performance is Twofish 256 bits with an average 4MB sequential read speed of 423.37 MB/S. On 
average, Twofish 256 bits performs 64.61% better than Serpent 256 bits. 
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4.4.6.2 Average of SSD based NAND MLC flash (PCIe interface) 4K random read speed before 
encryption and after applying AES, Serpent and Twofish 256 bits key using BestCrypt:  
 
 
Figure 4.114.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND TLC Flash (PCIe Interface) after 
Applying AES, Serpent, and Twofish 256 bits using BestCrypt 
 
In this experiment, three different encryption algorithms are applied to the SSD based NAND MLC 
flash (PCIe interface) storage device using BestCrypt in order to test how well they each perform 
and determine which one performs the best. After being applied to the SSD based NAND MLC 
flash storage device, AES 256 bits’ average 4K random read speed is 24.34 MB/S. AES 256 bits 
performs the slowest of the three encryption algorithms. In comparison, Serpent 256 bits 
performs at 27.40 MB/S when it has been applied to the SSD based NAND MLC flash storage 
device using BestCrypt. That is a slight 12.57% difference. The encryption algorithm with the best 
performance is Twofish 256 bits with an average 4K random read speed of 27.56 MB/S. On 
average, Twofish 256 bits performs 13.29% better than AES 256 bits. 
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4.4.6.3 Average of SSD based NAND MLC flash (PCIe interface) 4MB sequential write speed 
before encryption and after applying AES, Serpent and Twofish 256 bits key using BestCrypt: 
  
 
Figure 4.115.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND TLC Flash (PCIe Interface) after 
Applying AES, Serpent, and Twofish 256 using BestCrypt 
 
In this experiment, three different encryption algorithms are applied to the SSD based NAND MLC 
flash (PCIe interface) storage device using BestCrypt in order to test how well they each perform 
and determine which one performs the best. After being applied to the SSD based NAND MLC 
flash storage device, Serpent 256 bits’ average 4MB sequential write speed is 229.24 MB/S. 
Serpent 256 bits performs the slowest of the three encryption algorithms. In comparison, AES 256 
bits performs at 362.32 MB/S when it has been applied to the SSD based NAND MLC flash storage 
device using BestCrypt. That is a rapid 58.05% difference. The encryption algorithm with the best 
performance is Twofish 256 bits with an average 4MB sequential write speed of 390.62 MB/S. On 
average, Twofish 256 bits performs 70.34% better than Serpent 256 bits. 
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4.4.6.4 Average of SSD based NAND MLC flash (PCIe interface) 4K random write speed before 
encryption and after applying AES, Serpent and Twofish 256 bits key using BestCrypt: 
 
 
 
Figure 4.116.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND TLC Flash (PCIe Interface) after 
Applying AES, Serpent, and Twofish 256 using BestCrypt 
 
In this experiment, three different encryption algorithms are applied to the SSD based NAND MLC 
flash (PCIe interface) storage device using BestCrypt in order to test how well they each perform 
and determine which one performs the best. After being applied to the SSD based NAND MLC 
flash storage device, Serpent 256 bits’ average 4K random write speed is 59.85 MB/S. Serpent 256 
bits performs the slowest of the three encryption algorithms. In comparison, AES 256 bits 
performs at 64.15 MB/S when it has been applied to the SSD based NAND MLC flash storage 
device using BestCrypt. That is a slight 7.18% difference. The encryption algorithm with the best 
performance is Twofish 256 bits with an average 4K random write speed of 67.21 MB/S. On 
average, Twofish 256 bits performs 12.30% better than Serpent 256 bits. 
After begin applied to the SSD based NAND MLC flash (PCIe interface) storage device, Twofish 256 
bits performs the best in all four disk access patterns compared to AES and Serpent 256 bits using 
BestCrypt. 
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4.5 Comparison of the average performance of AES, Serpent, and Twofish 256 bits key 
using TrueCrypt on Six Storage devices 
 
4.5.1 Comparison of the Average Performance of HDD across Different Disk Access Patterns after 
Applying AES, Serpent and Twofish 256 bits using TrueCrypt 
 
4.5.1.1 Average of HDD 4MB sequential read speed before encryption and after applying AES, 
Serpent and Twofish 256 bits key using TrueCrypt:  
 
 
 
Figure 4.117.0 Comparison of the Average 4MB Sequential Read Speed of HDD after Applying AES, Serpent, and Twofish 
256 using TrueCrypt 
 
In this experiment, three different encryption algorithms are applied to an HDD storage device 
using TrueCrypt in order to test how well they each perform and determine which one performs 
the best. After being applied to the HDD storage device, AES 256 bits’ average 4MB sequential 
read speed is 59.14 MB/S. AES 256 bits performs the slowest of the three encryption algorithms. 
In comparison, Twofish 256 bits performs at 59.22 MB/S when it has been applied to the HDD 
storage device using TrueCrypt. That is a slight 0.13% difference. The encryption algorithm with 
the best performance is Serpent 256 bits with an average 4MB sequential read speed of 59.32 
MB/S. On average, Serpent 256 bits performs 0.30% better than AES 256 bits. 
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4.5.1.2 Average of HDD 4K random read speed before encryption and after applying AES, 
Serpent and Twofish 256 bits key using TrueCrypt:  
 
 
Figure 4.118.0 Comparison of the Average 4K Random Read Speed of HDD after Applying AES, Serpent, and Twofish 256 bits 
using TrueCrypt 
 
In this experiment, three different encryption algorithms are applied to an HDD storage device 
using TrueCrypt in order to test how well they each perform and determine which one performs 
the best. After being applied to the HDD storage device, Twofish 256 bits’ average 4K random 
read speed is 0.42 MB/S. Twofish 256 bits performs the slowest of the three encryption 
algorithms. In comparison, Serpent 256 bits performs at 0.43 MB/S when it has been applied to 
the HDD storage device using TrueCrypt. That is a slight 2.38% difference. The encryption 
algorithm with the best performance is AES 256 bits with an average 4K random read speed of 
0.47 MB/S. On average, AES 256 bits performs 11.90% better than Twofish 256 bits. 
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4.5.1.3 Average of HDD 4MB sequential write speed before encryption and after applying AES, 
Serpent and Twofish 256 bits key using TrueCrypt:  
  
 
 
Figure 4.119.0 Comparison of the Average 4MB Sequential Write Speed of HDD after Applying AES, Serpent, and Twofish 
256 using TrueCrypt 
 
In this experiment, three different encryption algorithms are applied to an HDD storage device 
using TrueCrypt in order to test how well they each perform and determine which one performs 
the best. After being applied to the HDD storage device, AES 256 bits’ average 4MB sequential 
write speed is 51.64 MB/S. AES 256 bits performs the slowest of the three encryption algorithms. 
In comparison, Serpent 256 bits performs at 51.99 MB/S when it has been applied to the HDD 
storage device using TrueCrypt. That is a slight 0.68% difference. The encryption algorithm with 
the best performance is Twofish 256 bits with an average 4MB sequential write speed of 52.00 
MB/S. On average, Twofish 256 bits performs 0.70% better than AES 256 bits. 
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4.5.1.4 Average of HDD 4K random write speed before encryption and after applying AES, 
Serpent and Twofish 256 bits key using TrueCrypt:  
 
 
 
Figure 4.120.0 Comparison of the Average 4K Random Write Speed of HDD after Applying AES, Serpent, and Twofish 256 
using TrueCrypt 
 
In this experiment, three different encryption algorithms are applied to an HDD storage device 
using TrueCrypt in order to test how well they each perform and determine which one performs 
the best. After being applied to the HDD storage device, Twofish and Serpent 256 bits’ average 
4K random write speed is 0.99 MB/S. The encryption algorithm with the best performance is AES 
256 bits with an average 4K random write speed of 1.01 MB/S. On average, AES 256 bits performs 
2.02% better than Twofish and Serpent 256 bits.  
After begin applied to the HDD storage device, Serpent 256 bits performs the best across different 
disk access patterns compared to AES and Twofish 256 bits using TrueCrypt. 
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4.5.2 Comparison of the Average Performance of SSHD across Different Disk Access Patterns after 
Applying AES, Serpent and Twofish 256 bits using TrueCrypt 
  
4.5.2.1 Average of SSHD 4MB sequential read speed before encryption and after applying AES, 
Serpent and Twofish 256 bits key using TrueCrypt:  
 
 
Figure 4.121.0 Comparison of the Average 4MB Sequential Read Speed of SSHD after Applying AES, Serpent, and Twofish 
256 using TrueCrypt 
 
In this experiment, three different encryption algorithms are applied to an SSHD storage device 
using TrueCrypt in order to test how well they each perform and determine which one performs 
the best. After being applied to the SSHD storage device, AES 256 bits’ average 4MB sequential 
read speed is 64.55 MB/S. AES 256 bits performs the slowest of the three encryption algorithms. 
In comparison, Serpent 256 bits performs at 65.94 MB/S when it has been applied to the SSHD 
storage device using TrueCrypt. That is a slight 2.15% difference. The encryption algorithm with 
the best performance is Twofish 256 bits with an average 4MB sequential read speed of 68.76 
MB/S. On average, Twofish 256 bits performs 6.52% better than AES 256 bits. 
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4.5.2.2 Average of SSHD 4K random read speed before encryption and after applying AES, 
Serpent and Twofish 256 bits key using TrueCrypt:  
 
 
 
Figure 4.122.0 Comparison of the Average 4K Random Read Speed of SSHD after Applying AES, Serpent, and Twofish 256 
bits using TrueCrypt 
 
In this experiment, three different encryption algorithms are applied to an SSHD storage device 
using TrueCrypt in order to test how well they each perform and determine which one performs 
the best. After being applied to the SSHD storage device, Serpent 256 bits’ average 4K random 
read speed is 0.59 MB/S. Serpent 256 bits performs the slowest of the three encryption 
algorithms. In comparison, AES 256 bits performs at 0.65 MB/S when it has been applied to the 
SSHD storage device using TrueCrypt. That is a slight 10.17% difference. The encryption algorithm 
with the best performance is Twofish 256 bits with an average 4K random read speed of 0.70 
MB/S. On average, Twofish 256 bits performs 18.64% better than Serpent 256 bits. 
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4.5.2.3 Average of SSHD 4MB sequential write speed before encryption and after applying AES, 
Serpent and Twofish 256 bits key using TrueCrypt:  
  
 
 
Figure 4.123.0 Comparison of the Average 4MB Sequential Write Speed of SSHD after Applying AES, Serpent, and Twofish 
256 using TrueCrypt 
 
In this experiment, three different encryption algorithms are applied to an SSHD storage device 
using TrueCrypt in order to test how well they each perform and determine which one performs 
the best. After being applied to the SSHD storage device, Serpent 256 bits’ average 4MB 
sequential write speed is 62.39 MB/S. Serpent 256 bits performs the slowest of the three 
encryption algorithms. In comparison, Twofish 256 bits performs 80.20 at MB/S when it has been 
applied to the SSHD storage device using TrueCrypt. That is a slight 28.54% difference. The 
encryption algorithm with the best performance is AES 256 bits with an average 4MB sequential 
write speed of 91.97 MB/S. On average, AES 256 bits performs 47.41% better than Serpent 256 
bits. 
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4.5.2.4 Average of SSHD 4K random write speed before encryption and after applying AES, Serpent 
and Twofish 256 bits key using TrueCrypt:  
 
 
Figure 4.124.0 Comparison of the Average 4K Random Write Speed of SSHD after Applying AES, Serpent, and Twofish 256 
using TrueCrypt 
 
In this experiment, three different encryption algorithms are applied to an SSHD storage device 
using TrueCrypt in order to test how well they each perform and determine which one performs 
the best. After being applied to the SSHD storage device, Serpent 256 bits’ average 4K random 
write speed is 1.22 MB/S. Serpent 256 bits performs the slowest of the three encryption 
algorithms. In comparison, Twofish 256 bits performs at 1.69 MB/S when it has been applied to 
the SSHD storage device using TrueCrypt. That is a slight 38.52% difference. The encryption 
algorithm with the best performance is AES 256 bits with an average 4K random write speed of 
2.28 MB/S. On average, AES 256 bits performs 86.88% better than Serpent 256 bits. 
After begin applied to the SSHD storage device, AES 256 bits performs the best across different 
disk access patterns compared to Twofish and Serpent 256 bits using TrueCrypt. 
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4.5.3 Comparison of the Average Performance of SSD Based NAND SLC Flash across Different Disk 
Access Patterns after Applying AES, Serpent and Twofish 256 bits using TrueCrypt 
 
4.5.3.1 Average of SSD based NAND SLC flash 4MB sequential read before encryption and after 
applying AES, Serpent and Twofish 256 bits key using TrueCrypt:  
 
 
 
Figure 4.125.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND SLC Flash after Applying AES, 
Serpent, and Twofish 256 using TrueCrypt 
 
In this experiment, three different encryption algorithms are applied to an SSD based NAND SLC 
flash storage device using TrueCrypt in order to test how well they each perform and determine 
which one performs the best. After being applied to the SSD based NAND SLC flash storage device, 
Serpent 256 bits’ average 4MB sequential read speed is 257.76 MB/S. Serpent 256 bits performs 
the slowest of the three encryption algorithms. In comparison, AES 256 bits performs at 318.15 
MB/S when it has been applied to the SSD based NAND SLC flash storage device using TrueCrypt. 
That is a slight 23.43 % difference. The encryption algorithm with the best performance is Twofish 
256 bits with an average 4MB sequential read speed of 333.69 MB/S. On average, Twofish 256 
bits performs 29.46% better than Serpent 256 bits. 
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4.5.3.2 Average of SSD based NAND SLC flash 4K random read speed before encryption and after 
applying AES, Serpent and Twofish 256 bits key using TrueCrypt:  
 
 
Figure 4.126.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND SLC Flash after Applying AES, 
Serpent, and Twofish 256 bits using TrueCrypt 
 
In this experiment, three different encryption algorithms are applied to an SSD based NAND SLC 
flash storage device using TrueCrypt in order to test how well they each perform and determine 
which one performs the best. After being applied to the SSD based NAND SLC flash storage device, 
Serpent 256 bits’ average 4K random read speed is 11.53 MB/S. Serpent 256 bits performs the 
slowest of the three encryption algorithms. In comparison, Twofish 256 bits performs at 11.62 
MB/S when it has been applied to the SSD based NAND SLC flash storage device using TrueCrypt. 
That is a slight 0.78% difference. The encryption algorithm with the best performance is AES 256 
bits with an average 4K random read speed of 11.73 MB/S. On average, AES 256 bits performs 
1.73% better than Serpent 256 bits. 
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4.5.3.3 Average of SSD based NAND SLC flash 4MB sequential write speed before encryption 
and after applying AES, Serpent and Twofish 256 bits key using TrueCrypt: 
 
 
Figure 4.127.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND SLC Flash after Applying AES, 
Serpent, and Twofish 256 using TrueCrypt 
 
In this experiment, three different encryption algorithms are applied to an SSD based NAND SLC 
flash storage device using TrueCrypt in order to test how well they each perform and determine 
which one performs the best. After being applied to the SSD based NAND SLC flash storage device, 
Serpent 256 bits’ average 4MB sequential write speed is 223.40 MB/S. Serpent 256 bits performs 
the slowest of the three encryption algorithms. In comparison, AES 256 bits performs at 287.53 
MB/S when it has been applied to the SSD based NAND SLC flash storage device using TrueCrypt. 
That is a slight 28.71% difference. The encryption algorithm with the best performance is Twofish 
256 bits with an average 4MB sequential write speed of 297.39 MB/S. On average, Twofish 256 
bits performs 33.12% better than Serpent 256 bits. 
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4.5.3.4 Average of SSD based NAND SLC flash 4K random write speed before encryption and 
after applying AES, Serpent and Twofish 256 bits key using TrueCrypt: 
 
 
 
Figure 4.128.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND SLC Flash after Applying AES, 
Serpent, and Twofish 256 using TrueCrypt 
 
In this experiment, three different encryption algorithms are applied to an SSD based NAND SLC 
flash storage device using TrueCrypt in order to test how well they each perform and determine 
which one performs the best. After being applied to the SSD based NAND SLC flash storage device, 
Serpent 256 bits’ average 4K random write speed is 24.06 MB/S. Serpent 256 bits performs the 
slowest of the three encryption algorithms. In comparison, Twofish 256 bits performs at 25.99 
MB/S when it has been applied to the SSD based NAND SLC flash storage device using TrueCrypt. 
That is a slight 8.02% difference. The encryption algorithm with the best performance is AES 256 
bits with an average 4K random write speed of 32.28 MB/S. On average, AES 256 bits performs 
34.16% better than Serpent 256 bits. 
After begin applied to the SSD based NAND SLC flash storage device, Twofish 256 bits performs 
the best across different disk access patterns compared to AES and Serpent 256 bits using 
TrueCrypt. 
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4.5.4 Comparison of the Average Performance of SSD Based NAND MLC Flash across Different Disk 
Access Patterns after Applying AES, Serpent and Twofish 256 bits using TrueCrypt 
 
4.5.4.1 Average of SSD based NAND MLC flash 4MB sequential read before encryption and after 
applying AES, Serpent and Twofish 256 bits key using TrueCrypt:  
 
  
 
Figure 4.129.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND MLC Flash after Applying AES, 
Serpent, and Twofish 256 using TrueCrypt 
 
In this experiment, three different encryption algorithms are applied to an SSD based NAND MLC 
flash storage device using TrueCrypt in order to test how well they each perform and determine 
which one performs the best. After being applied to the SSD based NAND MLC flash storage 
device, Serpent 256 bits’ average 4MB sequential read speed is 251.00 MB/S. Serpent 256 bits 
performs the slowest of the three encryption algorithms. In comparison, Twofish 256 bits 
performs at 385.73 MB/S when it has been applied to the SSD based NAND MLC flash storage 
device using TrueCrypt. That is a rapid 53.68% difference. The encryption algorithm with the best 
performance is AES 256 bits with an average 4MB sequential read speed of 413.73 MB/S. On 
average, AES 256 bits performs 63.53% better than Serpent 256 bits. 
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4.5.4.2 Average of SSD based NAND MLC flash 4K random read speed before encryption and 
after applying AES, Serpent and Twofish 256 bits key using TrueCrypt:  
 
 
 
Figure 4.130.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND MLC Flash after Applying AES, 
Serpent, and Twofish 256 bits using TrueCrypt 
 
In this experiment, three different encryption algorithms are applied to an SSD based NAND MLC 
flash storage device using TrueCrypt in order to test how well they each perform and determine 
which one performs the best. After being applied to the SSD based NAND MLC flash storage 
device, Serpent 256 bits’ average 4K random read speed is 12.95 MB/S. Serpent 256 bits performs 
the slowest of the three encryption algorithms. In comparison, Twofish 256 bits performs at 13.01 
MB/S when it has been applied to the SSD based NAND MLC flash storage device using TrueCrypt. 
That is a slight 0.46% difference. The encryption algorithm with the best performance is AES 256 
bits with an average 4K random read speed of 13.11 MB/S. On average, AES 256 bits performs 
1.24% better than Serpent 256 bits. 
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4.5.4.3 Average of SSD based NAND MLC flash 4MB sequential write speed before encryption and 
after applying AES, Serpent and Twofish 256 bits key using TrueCrypt: 
 
  
 
Figure 4.131.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND MLC Flash after Applying AES, 
Serpent, and Twofish 256 using TrueCrypt 
 
In this experiment, three different encryption algorithms are applied to an SSD based NAND MLC 
flash storage device using TrueCrypt in order to test how well they each perform and determine 
which one performs the best. After being applied to the SSD based NAND MLC flash storage 
device, Serpent 256 bits’ average 4MB sequential write speed is 231.77 MB/S. Serpent 256 bits 
performs the slowest of the three encryption algorithms. In comparison, Twofish 256 bits 
performs at 346.96 MB/S when it has been applied to the SSD based NAND MLC flash storage 
device using TrueCrypt. That is a rapid 49.7% difference. The encryption algorithm with the best 
performance is AES 256 bits with an average 4MB sequential write speed of 399.23 MB/S. On 
average, AES 256 bits performs 72.25% better than Serpent 256 bits. 
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4.5.4.4 Average of SSD based NAND MLC flash 4K random write speed before encryption and 
after applying AES, Serpent and Twofish 256 bits key using TrueCrypt: 
 
 
 
Figure 4.132.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND MLC Flash after Applying AES, 
Serpent, and Twofish 256 using TrueCrypt 
 
In this experiment, three different encryption algorithms are applied to an SSD based NAND MLC 
flash storage device using TrueCrypt in order to test how well they each perform and determine 
which one performs the best. After being applied to the SSD based NAND MLC flash storage 
device, Serpent 256 bits’ average 4K random write speed is 26.21 MB/S. Serpent 256 bits performs 
the slowest of the three encryption algorithms. In comparison, Twofish 256 bits performs at 31.11 
MB/S when it has been applied to the SSD based NAND MLC flash storage device using TrueCrypt. 
That is a slight 18.69% difference. The encryption algorithm with the best performance is AES 256 
bits with an average 4K random write speed of 36.24 MB/S. On average, AES 256 bits performs 
38.27% better than Serpent 256 bits. 
After begin applied to the SSD based NAND MLC flash storage device, AES 256 bits performs the 
best across different disk access patterns compared to Twofish and Serpent 256 bits using 
TrueCrypt. 
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4.5.5 Comparison of the Average Performance of SSD Based NAND TLC Flash across Different Disk 
Access Patterns after Applying AES, Serpent and Twofish 256 bits using TrueCrypt 
 
4.5.5.1 Average of SSD based NAND TLC flash 4MB sequential read before encryption and after 
applying AES, Serpent and Twofish 256 bits key using TrueCrypt:  
 
 
 
Figure 4.133.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND TLC Flash after Applying AES, 
Serpent, and Twofish 256 using TrueCrypt 
 
In this experiment, three different encryption algorithms are applied to an SSD based NAND TLC 
flash storage device using TrueCrypt in order to test how well they each perform and determine 
which one performs the best. After being applied to the SSD based NAND TLC flash storage device, 
Serpent 256 bits’ average 4MB sequential read speed is 255.05  MB/S. Serpent 256 bits performs 
the slowest of the three encryption algorithms. In comparison, Twofish 256 bits performs at 
382.69 MB/S when it has been applied to the SSD based NAND TLC flash storage device using 
TrueCrypt. That is a rapid 50.04% difference. The encryption algorithm with the best performance 
is AES 256 bits with an average 4MB sequential read speed of 404.54 MB/S. On average, AES 256 
bits performs 58.61% better than Serpent 256 bits. 
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4.5.5.2 Average of SSD based NAND TLC flash 4K random read speed before encryption and 
after applying AES, Serpent and Twofish 256 bits key using TrueCrypt:  
 
 
 
Figure 4.134.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND TLC Flash after Applying AES, 
Serpent, and Twofish 256 bits using TrueCrypt 
 
In this experiment, three different encryption algorithms are applied to an HDD storage device 
using TrueCrypt in order to test how well they each perform and determine which one performs 
the best. After being applied to the SSD based NAND TLC flash storage device, Twofish and AES 
256 bits’ average 4K random read speed is 13.10 MB/S. The encryption algorithm with the best 
performance is Serpent 256 bits with an average 4K random read speed of 13.11 MB/S. On 
average, Serpent 256 bits performs 0.08% better than Twofish and AES 256 bits.  
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4.5.5.3 Average of SSD based NAND TLC flash 4MB sequential write speed before encryption 
and after applying AES, Serpent and Twofish 256 bits key using TrueCrypt: 
 
 
 
Figure 4.135.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND TLC Flash after Applying AES, 
Serpent, and Twofish 256 using TrueCrypt 
 
In this experiment, three different encryption algorithms are applied to an SSD based NAND TLC 
flash storage device using TrueCrypt in order to test how well they each perform and determine 
which one performs the best. After being applied to the SSD based NAND TLC flash storage device, 
Serpent 256 bits’ average 4MB sequential write speed is 232.23 MB/S. Serpent 256 bits performs 
the slowest of the three encryption algorithms. In comparison, Twofish 256 bits performs at 
354.22 MB/S when it has been applied to the SSD based NAND TLC flash storage device using 
TrueCrypt. That is a rapid 52.55% difference. The encryption algorithm with the best performance 
is AES 256 bits with an average 4MB sequential write speed of 395.74 MB/S. On average, AES 256 
bits performs 70.41% better than Serpent 256 bits. 
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4.5.5.4 Average of SSD based NAND TLC flash 4K random write speed before encryption and 
after applying AES, Serpent and Twofish 256 bits key using TrueCrypt: 
 
 
 
Figure 4.136.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND TLC Flash after Applying AES, 
Serpent, and Twofish 256 using TrueCrypt 
 
In this experiment, three different encryption algorithms are applied to an SSD based NAND TLC 
flash storage device using TrueCrypt in order to test how well they each perform and determine 
which one performs the best. After being applied to the SSD based NAND TLC flash storage device, 
Serpent 256 bits’ average 4K random write speed is 25.92 MB/S. Serpent 256 bits performs the 
slowest of the three encryption algorithms. In comparison, Twofish 256 bits performs at 27.14 
MB/S when it has been applied to the SSD based NAND TLC flash storage device using TrueCrypt. 
That is a slight 4.71% difference. The encryption algorithm with the best performance is AES 256 
bits with an average 4K random write speed of 33.84 MB/S. On average, AES 256 bits performs 
30.56% better than Serpent 256 bits. 
After begin applied to the SSD based NAND TLC flash storage device, AES 256 bits performs the 
best across different disk access patterns compared to Twofish and Serpent 256 bits using 
TrueCrypt. 
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4.5.6 Comparison of the Average Performance of SSD Based NAND MLC Flash (PCIe Interface) across 
Different Disk Access Patterns after Applying AES, Serpent and Twofish 256 bits using TrueCrypt 
  
4.5.6.1 Average of SSD based NAND MLC flash (PCIe interface) 4MB sequential read before 
encryption and after applying AES, Serpent and Twofish 256 bits key using TrueCrypt:  
 
 
 
Figure 4.137.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND MLC Flash (PCIe Interface) after 
Applying AES, Serpent, and Twofish 256 using TrueCrypt 
In this experiment, three different encryption algorithms are applied to an SSD based NAND MLC 
flash (PCIe interface) storage device using TrueCrypt in order to test how well they each perform 
and determine which one performs the best. After being applied to the SSD based NAND MLC 
flash storage device, Serpent 256 bits’ average 4MB sequential read speed is 261.68 MB/S. 
Serpent 256 bits performs the slowest of the three encryption algorithms. In comparison, Twofish 
256 bits performs at 393.25 MB/S when it has been applied to the SSD based NAND MLC flash 
storage device using TrueCrypt. That is a rapid 50.28% difference. The encryption algorithm with 
the best performance is AES 256 bits with an average 4MB sequential read speed of 477.09 MB/S. 
On average, AES 256 bits performs 82.32% better than Serpent 256 bits. 
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4.5.6.2 Average of SSD based NAND MLC flash (PCIe interface) 4K random read speed before 
encryption and after applying AES, Serpent and Twofish 256 bits key using TrueCrypt:  
 
 
 
Figure 4.138.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND TLC Flash (PCIe Interface) after 
Applying AES, Serpent, and Twofish 256 bits using TrueCrypt 
In this experiment, three different encryption algorithms are applied to an SSD based NAND MLC 
flash (PCIe interface) storage device using TrueCrypt in order to test how well they each perform 
and determine which one performs the best. After being applied to the SSD based NAND MLC 
flash storage device, AES 256 bits’ average 4K random read speed is 19.72 MB/S. AES 256 bits 
performs the slowest of the three encryption algorithms. In comparison, Twofish 256 bits 
performs at 20.81 MB/S when it has been applied to the SSD based NAND MLC flash storage 
device using TrueCrypt. That is a slight 5.53% difference. The encryption algorithm with the best 
performance is Serpent 256 bits with an average 4K random read speed of 21.36 MB/S. On 
average, Serpent 256 bits performs 8.32% better than AES 256 bits. 
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4.5.6.3 Average of SSD based NAND MLC flash (PCIe interface) 4MB sequential write speed 
before encryption and after applying AES, Serpent and Twofish 256 bits key using TrueCrypt: 
 
 
 
Figure 4.139.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND TLC Flash (PCIe Interface) after 
Applying AES, Serpent, and Twofish 256 using TrueCrypt 
In this experiment, three different encryption algorithms are applied to an SSD based NAND MLC 
flash (PCIe interface) storage device using TrueCrypt in order to test how well they each perform 
and determine which one performs the best. After being applied to the SSD based NAND MLC 
flash storage device, Serpent 256 bits’ average 4MB sequential write speed is 242.02 MB/S. 
Serpent 256 bits performs the slowest of the three encryption algorithms. In comparison, Twofish 
256 bits performs at 329.80 MB/S when it has been applied to the SSD based NAND MLC flash 
storage device using TrueCrypt. That is a rapid 36.27% difference. The encryption algorithm with 
the best performance is AES 256 bits with an average 4MB sequential write speed of 492.76 MB/S. 
On average, AES 256 bits performs 103.60% better than Serpent 256 bits. 
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4.5.6.4 Average of SSD based NAND MLC flash (PCIe interface) 4K random write speed before 
encryption and after applying AES, Serpent and Twofish 256 bits key using TrueCrypt: 
 
 
 
Figure 4.140.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND TLC Flash (PCIe Interface) after 
Applying AES, Serpent, and Twofish 256 using TrueCrypt 
In this experiment, three different encryption algorithms are applied to an SSD based NAND MLC 
flash (PCIe interface) storage device using TrueCrypt in order to test how well they each perform 
and determine which one performs the best. After being applied to the SSD based NAND MLC 
flash storage device, Serpent 256 bits’ average 4K random write speed is 40.04 MB/S. Serpent 256 
bits performs the slowest of the three encryption algorithms. In comparison, Twofish 256 bits 
performs at 44.16 MB/S when it has been applied to the SSD based NAND MLC flash storage 
device using TrueCrypt. That is a slight 10.29% difference. The encryption algorithm with the best 
performance is AES 256 bits with an average 4K random write speed of 66.53 MB/S. On average, 
AES 256 bits performs 66.16% better than Serpent 256 bits. 
After begin applied to the SSD based NAND MLC flash (PCIe interface) storage device, AES 256 bits 
performs the best across different disk access patterns compared to Twofish and Serpent 256 bits 
using TrueCrypt. 
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4.6 Comparison of BestCrypt and TrueCrypt Performance on six Storage devices 
 
4.6.1 Comparison of the Average Performance of HDD across Different Disk Access Patterns after 
Applying AES, Serpent, and Twofish 256 bits using BestCrypt and TrueCrypt 
 
4.6.1.1 Average of HDD 4MB sequential read speed before encryption and after applying AES, 
Serpent and Twofish 256 bits key using BestCrypt and TrueCrypt:  
 
 
 
Figure 4.141.0 Comparison of the Average 4MB Sequential Read Speed of HDD after Applying AES, Serpent, and Twofish 
256 using BestCrypt and TrueCrypt 
In this experiment, three different encryption algorithms are applied to the HDD storage device 
using TrueCrypt and BestCrypt in order to test how well they each perform and determine which 
kind of encryption storage software performs the best. After being applied to the HDD storage 
device using BestCrypt, AES 256 bits’ average 4MB sequential read speed is 58.70 MB/S. In 
comparison, AES 256 bit’s average 4MB sequential read speed is 59.14 MB/S when TrueCrypt is 
applied instead. AES 256 bits’ 4MB sequential read speed performs 0.75% better when TrueCrypt 
is applied than BestCrypt. Similarly, Serpent 256 bits’ 4MB sequential read speed is 58.43 MB/S 
when BestCrypt is applied and 59.32 MB/S when TrueCrypt is applied, which indicates that it 
performs 1.52% better on TrueCrypt than on BestCrypt. Finally, Twofish 256 bits 4MB sequential 
read speed is 57.48 MB/S when BestCrypt is applied and 59.22 MB/S when TrueCrypt is applied. 
That is a 3.03% difference. 
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4.6.1.2 Average of HDD 4K random read speed before encryption and after applying AES, 
Serpent and Twofish 256 bits key using BestCrypt and TrueCrypt: 
 
 
 
Figure 4.142.0 Comparison of the Average 4K Random Read Speed of HDD after Applying AES, Serpent, and Twofish 256 bits 
using BestCrypt and TrueCrypt 
In this experiment, three different encryption algorithms are applied to the HDD storage device 
using TrueCrypt and BestCrypt in order to test how well they each perform and determine which 
kind of encryption storage software performs the best. After being applied to the HDD storage 
device using TrueCrypt, AES 256 bits’ average 4K random read speed is 0.47 MB/S. In comparison, 
AES 256 bit’s average 4K random read speed is 0.50 MB/S when BestCrypt is applied instead. AES 
256 bits’ 4K random read speed performs 6.38% better when BestCrypt is applied than TrueCrypt. 
Similarly, Serpent 256 bits’ 4K random read speed is 0.43 MB/S when TrueCrypt is applied and 
0.49 MB/S when BestCrypt is applied, which indicates that it performs 13.95% better on BestCrypt 
than on TrueCrypt. Finally, Twofish 256 bits 4K random read speed is 0.42 MB/S when TrueCrypt 
is applied and 0.49 MB/S when BestCrypt is applied. That is a 16.67% difference. 
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4.6.1.3 Average of HDD 4MB sequential write speed before encryption and after applying AES, 
Serpent and Twofish 256 bits key using BestCrypt and TrueCrypt: 
  
 
 
Figure 4.143.0 Comparison of the Average 4MB Sequential Write Speed of HDD after Applying AES, Serpent, and Twofish 
256 using BestCrypt TrueCrypt 
In this experiment, three different encryption algorithms are applied to the HDD storage device 
using TrueCrypt and BestCrypt in order to test how well they each perform and determine which 
kind of encryption storage software performs the best. After being applied to the HDD storage 
device using BestCrypt, AES 256 bits’ average 4MB sequential write speed is 51.13 MB/S. In 
comparison, AES 256 bit’s average 4MB sequential write speed is 51.64 MB/S when TrueCrypt is 
applied instead. AES 256 bits’ 4MB sequential write speed performs 1.00% better when TrueCrypt 
is applied than BestCrypt. Similarly, Serpent 256 bits’ 4MB sequential write speed is 51.08 MB/S 
when BestCrypt is applied and 51.99 MB/S when TrueCrypt is applied, which indicates that it 
performs 1.78% better on TrueCrypt than on BestCrypt. Finally, Twofish 256 bits 4MB sequential 
write speed is 51.45 MB/S when BestCrypt is applied and 52.00 MB/S when TrueCrypt is applied. 
That is a 1.07% difference. 
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4.6.1.4 Average of HDD 4K random write speed before encryption and after applying AES, 
Serpent and Twofish 256 bits key using BestCrypt and TrueCrypt:  
 
 
 
Figure 4.144.0 Comparison of the Average 4K Random Write Speed of HDD after Applying AES, Serpent, and Twofish 256 
using BestCrypt and TrueCrypt 
In this experiment, three different encryption algorithms are applied to the HDD storage device 
using TrueCrypt and BestCrypt in order to test how well they each perform and determine which 
kind of encryption storage software performs the best. After being applied to the HDD storage 
device using BestCrypt, AES 256 bits’ average 4K random write speed is 0.93 MB/S. In comparison, 
AES 256 bit’s average 4K random write speed is 1.01 MB/S when TrueCrypt is applied instead. AES 
256 bits’ 4K random write speed performs 8.60% better when TrueCrypt is applied than BestCrypt. 
Similarly, Serpent 256 bits’ 4K random write speed is 0.91 MB/S when BestCrypt is applied and 
0.99 MB/S when TrueCrypt is applied, which indicates that it performs 8.79% better on TrueCrypt 
than on BestCrypt. Finally, Twofish 256 bits 4K random write speed is 0.92 MB/S when BestCrypt 
is applied and 0.99 MB/S when TrueCrypt is applied. That is a 7.61% difference. 
Overall, after being applied to the HDD storage devices, AES, Serpent, and Twofish 256 bits 
performs the best across different disk access patterns when using TrueCrypt (open source 
storage encryption software) compared to BestCrypt (commercial storage encryption software). 
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4.6.2 Comparison of the Average Performance of SSHD across Different Disk Access Patterns after 
Applying AES, Serpent, and Twofish 256 bits using BestCrypt and TrueCrypt 
 
4.6.2.1 Average of SSHD 4MB sequential read speed before encryption and after applying AES, 
Serpent and Twofish 256 bits key using BestCrypt and TrueCrypt:  
 
 
 
Figure 4.145.0 Comparison of the Average 4MB Sequential Read Speed of SSHD after Applying AES, Serpent, and Twofish 
256 using BestCrypt and TrueCrypt 
In this experiment, three different encryption algorithms are applied to the SSHD storage device 
using TrueCrypt and BestCrypt in order to test how well they each perform and determine which 
kind of encryption storage software performs the best. After being applied to the SSHD storage 
device using TrueCrypt, AES 256 bits’ average 4MB sequential read speed is 64.55 MB/S. In 
comparison, AES 256 bit’s average 4MB sequential read speed is 75.95 MB/S when BestCrypt is 
applied instead. AES 256 bits’ 4MB sequential read speed performs 17.66% better when BestCrypt 
is applied than TrueCrypt. Similarly, Serpent 256 bits’ 4MB sequential read speed is 65.94 MB/S 
when TrueCrypt is applied and 71.90 MB/S when BestCrypt is applied, which indicates that it 
performs 9.04% better on BestCrypt than on TrueCrypt. Finally, Twofish 256 bits 4MB sequential 
read speed is 68.76 MB/S when TrueCrypt is applied and 82.24 MB/S when BestCrypt is applied. 
That is a 19.60% difference. 
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4.6.2.2 Average of SSHD 4K random read speed before encryption and after applying AES, 
Serpent and Twofish 256 bits key using BestCrypt and TrueCrypt:  
 
 
 
Figure 4.146.0 Comparison of the Average 4K Random Read Speed of SSHD after Applying AES, Serpent, and Twofish 256 
bits using BestCrypt and TrueCrypt 
In this experiment, three different encryption algorithms are applied to the SSHD storage device 
using TrueCrypt and BestCrypt in order to test how well they each perform and determine which 
kind of encryption storage software performs the best. After being applied to the SSHD storage 
device using TrueCrypt, AES 256 bits’ average 4K random read speed is 0.65 MB/S. In comparison, 
AES 256 bit’s average 4K random read speed is 0.68 MB/S when BestCrypt is applied instead. AES 
256 bits’ 4K random read speed performs 4.61% better when BestCrypt is applied than TrueCrypt. 
Similarly, Serpent 256 bits’ 4K random read speed is 0.59 MB/S when TrueCrypt is applied and 
0.67 MB/S when BestCrypt is applied, which indicates that it performs 13.56% better on BestCrypt 
than on TrueCrypt. Finally, Twofish 256 bits 4K random read speed is 0.70 MB/S when TrueCrypt 
is applied and 0.78 MB/S when BestCrypt is applied. That is an 11.43% difference. 
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4.6.2.3 Average of SSHD 4MB sequential write speed before encryption and after applying AES, 
Serpent and Twofish 256 bits key using BestCrypt and TrueCrypt:  
  
 
 
Figure 4.147.0 Comparison of the Average 4MB Sequential Write Speed of SSHD after Applying AES, Serpent, and Twofish 
256 using BestCrypt and TrueCrypt 
In this experiment, three different encryption algorithms are applied to the SSHD storage device 
using TrueCrypt and BestCrypt in order to test how well they each perform and determine which 
kind of encryption storage software performs the best. After being applied to the SSHD storage 
device using BestCrypt, AES 256 bits’ average 4MB sequential write speed is 74.61 MB/S. In 
comparison, AES 256 bit’s average 4MB sequential write speed is 91.97 MB/S when TrueCrypt is 
applied instead. AES 256 bits’ 4MB sequential write speed performs 23.27% better when 
TrueCrypt is applied than BestCrypt. On the other hand, Serpent 256 bits’ 4MB sequential write 
speed is 62.39 MB/S when TrueCrypt is applied and 73.80 MB/S when BestCrypt is applied, which 
indicates that it performs 18.29% better on BestCrypt than on TrueCrypt. Finally, Twofish 256 bits 
4MB sequential write speed is 69.99 MB/S when BestCrypt is applied and 80.20 MB/S when 
TrueCrypt is applied. That is a 14.59% difference. 
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4.6.2.4 Average of SSHD 4K random write speed before encryption and after applying AES, 
Serpent and Twofish 256 bits key using BestCrypt and TrueCrypt:  
 
 
Figure 4.148.0 Comparison of the Average 4K Random Write Speed of SSHD after Applying AES, Serpent, and Twofish 256 
using BestCrypt and TrueCrypt 
In this experiment, three different encryption algorithms are applied to the SSHD storage device 
using TrueCrypt and BestCrypt in order to test how well they each perform and determine which 
kind of encryption storage software performs the best. After being applied to the SSHD storage 
device using BestCrypt, AES 256 bits’ average 4K random write speed is 1.13 MB/S. In comparison, 
AES 256 bit’s average 4K random write speed is 2.28 MB/S when TrueCrypt is applied instead. AES 
256 bits’ 4K random write speed performs 101.77% better when TrueCrypt is applied than 
BestCrypt. On the other hand, Serpent 256 bits’ 4K random write speed is 1.22 MB/S when 
TrueCrypt is applied and 1.46 MB/S when BestCrypt is applied, which indicates that it performs 
19.67% better on BestCrypt than on TrueCrypt. Finally, Twofish 256 bits 4K random write speed 
is 1.07 MB/S when BestCrypt is applied and 1.69 MB/S when TrueCrypt is applied. That is a 57.94% 
difference. 
Overall, after being applied to the SSHD storage devices, AES, Serpent, and Twofish 256 bits 
performs the best across different disk access patterns when using BestCrypt (commercial storage 
encryption software) compared to TrueCrypt (open source storage encryption software). 
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4.6.3 Comparison of the Average Performance of SSD Based NAND SLC Flash across Different Disk 
Access Patterns after Applying AES, Serpent, and Twofish 256 bits using BestCrypt and TrueCrypt 
 
4.6.3.1 Average of SSD based NAND SLC flash 4MB sequential read before encryption and after 
applying AES, Serpent and Twofish 256 bits key using BestCrypt and TrueCrypt:  
 
 
 
Figure 4.149.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND SLC Flash after Applying AES, 
Serpent, and Twofish 256 using BestCrypt and TrueCrypt 
In this experiment, three different encryption algorithms are applied to the SSD based NAND SLC 
flash storage device using TrueCrypt and BestCrypt in order to test how well they each perform 
and determine which kind of encryption storage software performs the best. After being applied 
to the SSD based NAND SLC flash storage device using TrueCrypt, AES 256 bits’ average 4MB 
sequential read speed is 318.15 MB/S. In comparison, AES 256 bit’s average 4MB sequential read 
speed is 400.74 MB/S when BestCrypt is applied instead. AES 256 bits’ 4MB sequential read speed 
performs 25.96% better when BestCrypt is applied than TrueCrypt. On the other hand, Serpent 
256 bits’ 4MB sequential read speed is 254.50 MB/S when BestCrypt is applied and 257.76 MB/S 
when TrueCrypt is applied, which indicates that it performs 1.28% better on TrueCrypt than on 
BestCrypt. Finally, Twofish 256 bits 4MB sequential read speed is 333.69 MB/S when TrueCrypt is 
applied and 414.68 MB/S when BestCrypt is applied. That is a 24.27% difference. 
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4.6.3.2 Average of SSD based NAND SLC flash 4K random read speed before encryption and after 
applying AES, Serpent and Twofish 256 bits key using BestCrypt and TrueCrypt:  
 
 
 
Figure 4.150.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND SLC Flash after Applying AES, 
Serpent, and Twofish 256 bits using BestCrypt and TrueCrypt 
In this experiment, three different encryption algorithms are applied to the SSD based NAND SLC 
flash storage device using TrueCrypt and BestCrypt in order to test how well they each perform 
and determine which kind of encryption storage software performs the best. After being applied 
to the SSD based NAND SLC storage device using TrueCrypt, AES 256 bits’ average 4K random read 
speed is 11.73 MB/S. In comparison, AES 256 bit’s average 4K random read speed is 15.71 MB/S 
when BestCrypt is applied instead. AES 256 bits’ 4K random read speed performs 33.93% better 
when BestCrypt is applied than TrueCrypt. Similarly, Serpent 256 bits’ 4K random read speed is 
11.53 MB/S when TrueCrypt is applied and 14.46 MB/S when BestCrypt is applied, which indicates 
that it performs 25.41% better on BestCrypt than on TrueCrypt. Finally, Twofish 256 bits 4K 
random read speed is 11.62 MB/S when TrueCrypt is applied and 15.62 MB/S when BestCrypt is 
applied. That is a 34.42% difference. 
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4.6.3.3 Average of SSD based NAND SLC flash 4MB sequential write speed before encryption 
and after applying AES, Serpent and Twofish 256 bits key using BestCrypt and TrueCrypt: 
 
 
 
Figure 4.151.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND SLC Flash after Applying AES, 
Serpent, and Twofish 256 using BestCrypt and TrueCrypt 
In this experiment, three different encryption algorithms are applied to the SSD based NAND SLC 
flash storage device using TrueCrypt and BestCrypt in order to test how well they each perform 
and determine which kind of encryption storage software performs the best. After being applied 
to the SSD based NAND SLC flash storage device using TrueCrypt, AES 256 bits’ average 4MB 
sequential write speed is 287.53 MB/S. In comparison, AES 256 bit’s average 4MB sequential write 
speed is 335.06 MB/S when BestCrypt is applied instead. AES 256 bits’ 4MB sequential write speed 
performs 16.53% better when BestCrypt is applied than TrueCrypt. On the other hand, Serpent 
256 bits’ 4MB sequential write speed is 203.36 MB/S when BestCrypt is applied and 223.40 MB/S 
when TrueCrypt is applied, which indicates that it performs 9.85% better on TrueCrypt than on 
BestCrypt. Finally, Twofish 256 bits 4MB sequential write speed is 297.39 MB/S when TrueCrypt 
is applied and 313.30 MB/S when BestCrypt is applied. That is a 5.35% difference. 
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4.6.3.4 Average of SSD based NAND SLC flash 4K random write speed before encryption and 
after applying AES, Serpent and Twofish 256 bits key using BestCrypt and TrueCrypt: 
 
 
Figure 4.152.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND SLC Flash after Applying AES, 
Serpent, and Twofish 256 using BestCrypt and TrueCrypt 
In this experiment, three different encryption algorithms are applied to the SSD based NAND SLC 
flash storage device using TrueCrypt and BestCrypt in order to test how well they each perform 
and determine which kind of encryption storage software performs the best. After being applied 
to the SSD based NAND SLC storage device using BestCrypt, AES 256 bits’ average 4K random 
write speed is 32.01 MB/S. In comparison, AES 256 bit’s average 4K random write speed is 23.28 
MB/S when TrueCrypt is applied instead. AES 256 bits’ 4K random read speed performs 0.84% 
better when TrueCrypt is applied than BestCrypt. On the other hand, Serpent 256 bits’ 4K random 
write speed is 24.06 MB/S when TrueCrypt is applied and 30.01 MB/S when BestCrypt is applied, 
which indicates that it performs 24.73% better on BestCrypt than on TrueCrypt. Finally, Twofish 
256 bits 4K random write speed is 25.99 MB/S when TrueCrypt is applied and 31.04 MB/S when 
BestCrypt is applied. That is a 19.43% difference. 
Overall, after being applied to the SSD based NAND SLC flash storage devices, AES, Serpent, and 
Twofish 256 bits performs the best across different disk access patterns when using BestCrypt 
(commercial storage encryption software) compared to TrueCrypt (open source storage 
encryption software). 
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4.6.4 Comparison of the Average Performance of SSD Based NAND MLC Flash across Different Disk 
Access Patterns after Applying AES, Serpent, and Twofish 256 bits using BestCrypt and TrueCrypt:  
 
4.6.4.1 Average of SSD based NAND MLC flash 4MB sequential read before encryption and after 
applying AES, Serpent and Twofish 256 bits key using BestCrypt and TrueCrypt:  
 
 
 
Figure 4.153.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND MLC Flash after Applying AES, 
Serpent, and Twofish 256 using BestCrypt and TrueCrypt 
In this experiment, three different encryption algorithms are applied to the SSD based NAND MLC 
flash storage device using TrueCrypt and BestCrypt in order to test how well they each perform 
and determine which kind of encryption storage software performs the best. After being applied 
to the SSD based NAND MLC flash storage device using BestCrypt, AES 256 bits’ average 4MB 
sequential read speed is 389.54 MB/S. In comparison, AES 256 bit’s average 4MB sequential read 
speed is 410.47 MB/S when TrueCrypt is applied instead. AES 256 bits’ 4MB sequential read speed 
performs 5.37% better when TrueCrypt is applied than BestCrypt. On the other hand, Serpent 256 
bits’ 4MB sequential read speed is 251.00 MB/S when TrueCrypt is applied and 254.55 MB/S when 
BestCrypt is applied, which indicates that it performs 1.41% better on BestCrypt than on 
TrueCrypt. Finally, Twofish 256 bits 4MB sequential read speed is 385.73 MB/S when TrueCrypt is 
applied and 413.73 MB/S when BestCrypt is applied. That is a 7.26% difference 
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4.6.4.2 Average of SSD based NAND MLC flash 4K random read speed before encryption and 
after applying AES, Serpent and Twofish 256 bits key using BestCrypt and TrueCrypt:  
 
 
 
Figure 4.154.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND MLC Flash after Applying AES, 
Serpent, and Twofish 256 bits using BestCrypt and TrueCrypt 
In this experiment, three different encryption algorithms are applied to the SSD based NAND MLC 
flash storage device using TrueCrypt and BestCrypt in order to test how well they each perform 
and determine which kind of encryption storage software performs the best. After being applied 
to the SSD based NAND MLC storage device using TrueCrypt, AES 256 bits’ average 4K random 
read speed is 13.11 MB/S. In comparison, AES 256 bit’s average 4K random read speed is 18.65 
MB/S when BestCrypt is applied instead. AES 256 bits’ 4K random read speed performs 42.26% 
better when BestCrypt is applied than TrueCrypt. Similarly, Serpent 256 bits’ 4K random read 
speed is 12.95 MB/S when TrueCrypt is applied and 16.09 MB/S when BestCrypt is applied, which 
indicates that it performs 24.25% better on BestCrypt than on TrueCrypt. Finally, Twofish 256 bits 
4K random read speed is 13.01 MB/S when TrueCrypt is applied and 17.88 MB/S when BestCrypt 
is applied. That is a 37.43% difference. 
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4.6.4.3 Average of SSD based NAND MLC flash 4MB sequential write speed before encryption 
and after applying AES, Serpent and Twofish 256 bits key using BestCrypt and TrueCrypt: 
 
 
Figure 4.155.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND MLC Flash after Applying AES, 
Serpent, and Twofish 256 using BestCrypt and TrueCrypt 
In this experiment, three different encryption algorithms are applied to the SSD based NAND MLC 
flash storage device using TrueCrypt and BestCrypt in order to test how well they each perform 
and determine which kind of encryption storage software performs the best. After being applied 
to the SSD based NAND MLC flash storage device using BestCrypt, AES 256 bits’ average 4MB 
sequential write speed is 360.89 MB/S. In comparison, AES 256 bit’s average 4MB sequential write 
speed is 399.23 MB/S when TrueCrypt is applied instead. AES 256 bits’ 4MB sequential write 
speed performs 53.03% better when TrueCrypt is applied than BestCrypt. Similarly, Serpent 256 
bits’ 4MB sequential write speed is 212.64 MB/S when BestCrypt is applied and 231.77 MB/S 
when TrueCrypt is applied, which indicates that it performs 9% better on TrueCrypt than on 
BestCrypt. Finally, Twofish 256 bits 4MB sequential write speed is 346.96 MB/S when TrueCrypt 
is applied and 386.45 MB/S when BestCrypt is applied. That is an 11.38% difference. 
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4.6.4.4 Average of SSD based NAND MLC flash 4K random write speed before encryption and 
after applying AES, Serpent and Twofish 256 bits key using BestCrypt and TrueCrypt: 
 
 
 
Figure 4.156.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND MLC Flash after Applying AES, 
Serpent, and Twofish 256 using BestCrypt and TrueCrypt 
In this experiment, three different encryption algorithms are applied to the SSD based NAND MLC 
flash storage device using TrueCrypt and BestCrypt in order to test how well they each perform 
and determine which kind of encryption storage software performs the best. After being applied 
to the SSD based NAND MLC storage device using BestCrypt, AES 256 bits’ average 4K random 
write speed is 36.20 MB/S. In comparison, AES 256 bit’s average 4K random write speed is 36.24 
MB/S when TrueCrypt is applied instead. AES 256 bits’ 4K random read speed performs 0.11% 
better when TrueCrypt is applied than BestCrypt. On the other hand, Serpent 256 bits’ 4K random 
write speed is 26.21 MB/S when TrueCrypt is applied and 33.52 MB/S when BestCrypt is applied, 
which indicates that it performs 27.89% better on BestCrypt than on TrueCrypt. Finally, Twofish 
256 bits 4K random write speed is 31.11 MB/S when TrueCrypt is applied and 34.91 MB/S when 
BestCrypt is applied. That is a 12.21% difference. 
Overall, after being applied to the SSD based NAND MLC flash storage devices, AES, Serpent, and 
Twofish 256 bits performs the best across different disk access patterns when using BestCrypt 
(commercial storage encryption software) compared to TrueCrypt (open source storage 
encryption software). 
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4.6.5 Comparison of the Average Performance of SSD Based NAND TLC Flash across Different Disk 
Access Patterns after Applying AES, Serpent, and Twofish 256 bits using BestCrypt and TrueCrypt 
 
4.6.5.1 Average of SSD based NAND TLC flash 4MB sequential read before encryption and after 
applying AES, Serpent and Twofish 256 bits key using BestCrypt and TrueCrypt:  
 
 
 
Figure 4.157.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND TLC Flash after Applying AES, 
Serpent, and Twofish 256 using BestCrypt and TrueCrypt 
In this experiment, three different encryption algorithms are applied to the SSD based NAND TLC 
flash storage device using TrueCrypt and BestCrypt in order to test how well they each perform 
and determine which kind of encryption storage software performs the best. After being applied 
to the SSD based NAND TLC flash storage device using BestCrypt, AES 256 bits’ average 4MB 
sequential read speed is 395.05 MB/S. In comparison, AES 256 bit’s average 4MB sequential read 
speed is 404.54 MB/S when TrueCrypt is applied instead. AES 256 bits’ 4MB sequential read speed 
performs 2.40% better when TrueCrypt is applied than BestCrypt. Similarly, Serpent 256 bits’ 4MB 
sequential read speed is 252.00 MB/S when BestCrypt is applied and 255.05 MB/S when 
TrueCrypt is applied, which indicates that it performs 1.21% better on TrueCrypt than on 
BestCrypt. Finally, Twofish 256 bits 4MB sequential read speed is 382.69 MB/S when TrueCrypt is 
applied and 410.74 MB/S when BestCrypt is applied. That is a 7.33% difference. 
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4.6.5.2 Average of SSD based NAND TLC flash 4K random read speed before encryption and 
after applying AES, Serpent and Twofish 256 bits key using BestCrypt and TrueCrypt:  
 
 
Figure 4.158.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND TLC Flash after Applying AES, 
Serpent, and Twofish 256 bits using BestCrypt and TrueCrypt 
In this experiment, three different encryption algorithms are applied to the SSD based NAND TLC 
flash storage device using TrueCrypt and BestCrypt in order to test how well they each perform 
and determine which kind of encryption storage software performs the best. After being applied 
to the SSD based NAND TLC storage device using TrueCrypt, AES 256 bits’ average 4K random read 
speed is 13.10 MB/S. In comparison, AES 256 bit’s average 4K random read speed is 19.09 MB/S 
when BestCrypt is applied instead. AES 256 bits’ 4K random read speed performs 38.09% better 
when BestCrypt is applied than TrueCrypt. Similarly, Serpent 256 bits’ 4K random read speed is 
13.11 MB/S when TrueCrypt is applied and 17.35 MB/S when BestCrypt is applied, which indicates 
that it performs 32.34% better on BestCrypt than on TrueCrypt. Finally, Twofish 256 bits 4K 
random read speed is 13.10 MB/S when TrueCrypt is applied and 19.39 MB/S when BestCrypt is 
applied. That is a 49.01% difference. 
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4.6.5.3 Average of SSD based NAND TLC flash 4MB sequential write speed before encryption 
and after applying AES, Serpent and Twofish 256 bits key using BestCrypt and TrueCrypt: 
 
 
 
Figure 4.159.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND TLC Flash after Applying AES, 
Serpent, and Twofish 256 using BestCrypt and TrueCrypt 
In this experiment, three different encryption algorithms are applied to the SSD based NAND TLC 
flash storage device using TrueCrypt and BestCrypt in order to test how well they each perform 
and determine which kind of encryption storage software performs the best. After being applied 
to the SSD based NAND TLC flash storage device using BestCrypt, AES 256 bits’ average 4MB 
sequential write speed is 338.28 MB/S. In comparison, AES 256 bit’s average 4MB sequential write 
speed is 395.74 MB/S when TrueCrypt is applied instead. AES 256 bits’ 4MB sequential write 
speed performs 16.90% better when TrueCrypt is applied than BestCrypt. Similarly, Serpent 256 
bits’ 4MB sequential write speed is 207.85 MB/S when BestCrypt is applied and 232.23 MB/S 
when TrueCrypt is applied, which indicates that it performs 11.73% better on TrueCrypt than on 
BestCrypt. Finally, Twofish 256 bits 4MB sequential write speed is 354.22 MB/S when TrueCrypt 
is applied and 389.58 MB/S when BestCrypt is applied. That is a 53.24% difference. 
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4.6.5.4 Average of SSD based NAND TLC flash 4K random write speed before encryption and 
after applying AES, Serpent and Twofish 256 bits key using BestCrypt and TrueCrypt: 
 
 
Figure 4.160.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND TLC Flash after Applying AES, 
Serpent, and Twofish 256 using BestCrypt and TrueCrypt 
In this experiment, three different encryption algorithms are applied to the SSD based NAND TLC 
flash storage device using TrueCrypt and BestCrypt in order to test how well they each perform 
and determine which kind of encryption storage software performs the best. After being applied 
to the SSD based NAND TLC storage device using BestCrypt, AES 256 bits’ average 4K random 
write speed is 31.87 MB/S. In comparison, AES 256 bit’s average 4K random write speed is 33.84 
MB/S when TrueCrypt is applied instead. AES 256 bits’ 4K random write speed performs 6.18% 
better when TrueCrypt is applied than BestCrypt. On the other hand, Serpent 256 bits’ 4K random 
write speed is 25.92 MB/S when TrueCrypt is applied and 29.35MB/S when BestCrypt is applied, 
which indicates that it performs 13.23% better on BestCrypt than on TrueCrypt. Finally, Twofish 
256 bits 4K random write speed is 27.14 MB/S when TrueCrypt is applied and 31.88 MB/S when 
BestCrypt is applied. That is a 17.46% difference. 
Overall, after being applied to the SSD based NAND TLC flash storage devices, AES, Serpent, and 
Twofish 256 bits performs the best across different disk access patterns when using TrueCrypt 
(open source storage encryption software) compared to BestCrypt (commercial storage 
encryption software). 
 
 
 
 
0
10
20
30
40
50
60
70
80
- BestCrypt BestCrypt BestCrypt TrueCrypt TrueCrypt TrueCrypt
- AES 256 bits Serpent 256
bits
Twofish 256
bits
AES 256 bits Serpent 256
bits
Twofish 256
bits
Unencrypted
SSD based
NAND TLC flash
SSD based
NAND TLC flash
SSD based
NAND TLC flash
SSD based
NAND TLC flash
SSD based
NAND TLC flash
SSD based
NAND TLC flash
SSD based
NAND TLC flash
Average 4K Random Write Speed (MB/S)
  
193 | P a g e  
 
4.6.6 Comparison of the Average Performance of SSD Based NAND MLC Flash (PCIe Interface) across 
Different Disk Access Patterns after Applying AES, Serpent, and Twofish 256 bits using BestCrypt and 
TrueCrypt 
  
4.6.6.1 Average of SSD based NAND MLC flash (PCIe interface) 4MB sequential read before 
encryption and after applying AES, Serpent and Twofish 256 bits key using BestCrypt and 
TrueCrypt:  
 
 
Figure 4.161.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND MLC Flash (PCIe interface) after 
Applying AES, Serpent, and Twofish 256 using BestCrypt and TrueCrypt 
In this experiment, three different encryption algorithms are applied to the SSD based NAND MLC 
flash (PCIe interface) storage device using TrueCrypt and BestCrypt in order to test how well they 
each perform and determine which kind of encryption storage software performs the best. After 
being applied to the SSD based NAND MLC flash (PCIe interface) storage device using BestCrypt, 
AES 256 bits’ average 4MB sequential read speed is 409.10 MB/S. In comparison, AES 256 bit’s 
average 4MB sequential read speed is 477.09 MB/S when TrueCrypt is applied instead. AES 256 
bits’ 4MB sequential read speed performs 16.62% better when TrueCrypt is applied than 
BestCrypt. Similarly, Serpent 256 bits’ 4MB sequential read speed is 257.20 MB/S when BestCrypt 
is applied and 261.68 MB/S when TrueCrypt is applied, which indicates that it performs 1.74% 
better on TrueCrypt than on BestCrypt. Finally, Twofish 256 bits 4MB sequential read speed is 
393.25 MB/S when TrueCrypt is applied and 423.37 MB/S when BestCrypt is applied. That is a 
7.66% difference. 
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4.6.6.2 Average of SSD based NAND MLC flash (PCIe interface) 4K random read speed before 
encryption and after applying AES, Serpent, and Twofish 256 bits key using BestCrypt and 
TrueCrypt:  
 
 
 
 
Figure 4.162.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND MLC Flash (PCIe interface) after 
Applying AES, Serpent, and Twofish 256 bits using BestCrypt and TrueCrypt 
In this experiment, three different encryption algorithms are applied to the SSD based NAND MLC 
flash (PCIe interface) storage device using TrueCrypt and BestCrypt in order to test how well they 
each perform and determine which kind of encryption storage software performs the best. After 
being applied to the SSD based NAND MLC flash (PCIe interface) storage device using TrueCrypt, 
AES 256 bits’ average 4K random read speed is 19.72 MB/S. In comparison, AES 256 bit’s average 
4K random read speed is 24.34 MB/S when BestCrypt is applied instead. AES 256 bits’ 4K random 
read speed performs 23.43% better when BestCrypt is applied than TrueCrypt. Similarly, Serpent 
256 bits’ 4K random read speed is 21.36 MB/S when TrueCrypt is applied and 27.40 MB/S when 
BestCrypt is applied, which indicates that it performs 28.28% better on BestCrypt than on 
TrueCrypt. Finally, Twofish 256 bits 4K random read speed is 20.81 MB/S when TrueCrypt is 
applied and 27.56 MB/S when BestCrypt is applied. That is a 26.36% difference. 
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4.6.6.3 Average of SSD based NAND MLC flash (PCIe interface) 4MB sequential write speed 
before encryption and after applying AES, Serpent and Twofish 256 bits key using BestCrypt and 
TrueCrypt: 
 
 
 
Figure 4.163.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND MLC Flash (PCIe interface) after 
Applying AES, Serpent, and Twofish 256 using BestCrypt and TrueCrypt 
In this experiment, three different encryption algorithms are applied to the SSD based NAND MLC 
flash (PCIe interface) storage device using TrueCrypt and BestCrypt in order to test how well they 
each perform and determine which kind of encryption storage software performs the best. After 
being applied to the SSD based NAND MLC flash (PCIe interface) storage device using BestCrypt, 
AES 256 bits’ average 4MB sequential write speed is 362.32 MB/S. In comparison, AES 256 bit’s 
average 4MB sequential write speed is 492.76 MB/S when TrueCrypt is applied instead. AES 256 
bits’ 4MB sequential write speed performs 36.00% better when TrueCrypt is applied than 
BestCrypt. Similarly, Serpent 256 bits’ 4MB sequential write speed is 229.24 MB/S when BestCrypt 
is applied and 242.02 MB/S when TrueCrypt is applied, which indicates that it performs 5.57% 
better on TrueCrypt than on BestCrypt. Finally, Twofish 256 bits 4MB sequential write speed is 
329.80 MB/S when TrueCrypt is applied and 390.62 MB/S when BestCrypt is applied. That is an 
18.44% difference. 
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4.6.6.4 Average of SSD based NAND MLC flash (PCIe interface) 4K random write speed before 
encryption and after applying AES, Serpent and Twofish 256 bits key using BestCrypt and 
TrueCrypt: 
 
 
Figure 4.164.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND MLC Flash (PCIe interface) after 
Applying AES, Serpent, and Twofish 256 using BestCrypt and TrueCrypt 
In this experiment, three different encryption algorithms are applied to the SSD based NAND MLC 
flash (PCIe interface) storage device using TrueCrypt and BestCrypt in order to test how well they 
each perform and determine which kind of encryption storage software performs the best. After 
being applied to the SSD based NAND MLC flash (PCIe interface) storage device using BestCrypt, 
AES 256 bits’ average 4K random write speed is 64.15 MB/S. In comparison, AES 256 bit’s average 
4K random write speed is 66.53 MB/S when TrueCrypt is applied instead. AES 256 bits’ 4K random 
write speed performs 3.71% better when TrueCrypt is applied than BestCrypt. On the other hand, 
Serpent 256 bits’ 4K random write speed is 40.04 MB/S when TrueCrypt is applied and 59.85 MB/S 
when BestCrypt is applied, which indicates that it performs 49.48% better on BestCrypt than on 
TrueCrypt. Finally, Twofish 256 bits 4K random write speed is 44.16 MB/S when TrueCrypt is 
applied and 67.21 MB/S when BestCrypt is applied. That is a 52.20% difference. 
Overall, after being applied to the SSD based NAND MLC flash (PCIe interface) storage devices, 
AES, Serpent, and Twofish 256 bits performs the best across different disk access patterns when 
using TrueCrypt (open source storage encryption software) compared to BestCrypt (commercial 
storage encryption software). 
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4.7 Comparison of the Average Performance of SSD based NAND SLC, MLC, and TLC flash across 
different disk access patterns at 19°C and 63°C 
 
5.40.1 Average of SSD SLC flash, SSD MLC flash and SSD TLC flash 4MB sequential read speed 
at 19°C and 63 °C: 
 
 
Figure 4.165.0 Comparison of the Average 4MB Sequential Read Speed of SSD Based NAND SLC, MLC, and TLC Flash at 19°C 
and 63°C 
In this experiment, three storage devices are run at 19°C and 63°C before encryption to determine 
the reliability of the storage device. SSD based NAND SLC flash average 4MB sequential read speed 
is 462.84 MB/S when run at 19°C and 447.12 MB/S when run at 63°C. When it is run at 63°C, the 
performance drops by 3.40% compared to its performance at 19°C. SSD based NAND MLC average 
4MB sequential read speed is 491.27 MB/S at 19°C and 458.42 MB/S 63°C. That indicates the SSD 
based NAND MLC flash performs 6.67% slower at 63°C than at 19°C. Finally, the average 4MB 
sequential read speed of SSD based NAND TLC is 484.36 MB/S at 19°C and 401.28 MB/S at 63°C. 
That is a 17.15% difference. 
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5.40.2 Average of SSD SLC flash, SSD MLC flash and SSD TLC flash 4K random read speed at 19 °C 
and 63 °C: 
 
 
Figure 4.166.0 Comparison of the Average 4K Random Read Speed of SSD Based NAND SLC, MLC, and TLC Flash at 19°C and 
63°C 
In this experiment, three storage device are run at 19°C and 63°C before encryption to determine 
the reliability of the storage device. SSD based NAND SLC flash average 4K random read speed is 
20.38 MB/S when run at 19°C and 18.55 MB/S when run at 63°C. When it is run at 63°C, the 
performance drops by 8.80% compared to its performance at 19°C. SSD based NAND MLC average 
4K random read speed is 21.66 MB/S at 19°C and 21.16 MB/S 63°C.That indicates the SSD based 
NAND MLC flash performs 2.31% slower at 63°C than at 19°C. Finally, the average 4K random read 
speed of SSD based NAND TLC is 19.44 MB/S at 63°C and 19.52 MB/S at 19°C. That is a 0.41% 
difference. 
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5.40.3 Average of SSD SLC flash, SSD MLC flash and SSD TLC flash 4MB sequential write 
throughput at 19 °C and 63 °C: 
 
 
Figure 4.167.0 Comparison of the Average 4MB Sequential Write Speed of SSD Based NAND SLC, MLC, and TLC Flash at 19°C 
and 63°C 
In this experiment, three storage device are run at 19°C and 63°C before encryption to determine 
the reliability of the storage device. SSD based NAND SLC flash average 4MB sequential write 
speed is 346.08 MB/S when run at 19°C and 258.18 MB/S when run at 63°C. When it is run at 
63°C, the performance drops by 25.40% compared to its performance at 19°C. SSD based NAND 
MLC average 4MB sequential write speed is 426.72 MB/S at 19°C and 355.01 MB/S 63°C.That 
indicates the SSD based NAND MLC flash performs 16.81% slower at  63°C than its performance 
at 19°C. Finally, the average 4MB sequential write speed of SSD based NAND TLC is 434.29 MB/S 
at 19°C and 249.65 MB/S at 63°C. That is a 42.51% difference. 
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5.40.4 Average of SSD SLC flash, SSD MLC flash and SSD TLC flash 4K random write throughput 
at 19 °C at 63 °C: 
 
 
 
Figure 4.168.0 Comparison of the Average 4K Random Write Speed of SSD Based NAND SLC, MLC, and TLC Flash at 19°C and 
63°C 
In this experiment, three storage device are run at 19°C and 63°C before encryption to determine 
the reliability of the storage device. SSD based NAND SLC flash average 4K random write speed is 
70.85 MB/S When run at 19°C and 69.51 MB/S when run at 63°C. When it is run at 63°C, the 
performance drops by 1.89% compared to its performance at 19°C. SSD based NAND MLC flash 
average 4K random write speed is 64.94 MB/S at 19°C and 63.38 MB/S 63°C.That indicates the 
SSD based NAND MLC flash performs 2.40% slower at 63°C that at 19°C. Finally, the average 4K 
random write speed of SSD based NAND TLC is 73.83 MB/S at 19°C and 65.52 MB/S at 63°C. That 
is an 11.26% difference. 
Overall, the performance of the storage devices including SSD based NAND SLC, MLC, and TLC 
flash are effected by the higher temperature of 63°C.  That indicates that these storage devices 
are not reliable at a higher temperature. However, the storage device most effected by a higher 
temperature of 63°C is SSD based NAND TLC flash compared to SSD based NAND SLC and MLC 
flash.  It is recommend for consumers to control the temperature of the environment of their 
storage devices at 19°C to continuously achieve the best performance of the storage device 
according to its specifications. 
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5.0 Conclusion 
 
Sensitive data needs to be protected from being stolen and read by unauthorized persons 
regardless of whether this data is stored in hard drives, flash memory, laptops, desktops and or 
other storage devices. In an enterprise environment where sensitive data is stored on storage 
devices, such as financial or military data, encryption is used in the storage device to ensure data 
confidentiality.  
The data can be processed, transferred, and stored. In order to secure data in storage devices, 
this research studies in depth the performance of symmetric encryption algorithms on six 
different storage devices using BestCrypt (commercial storage encryption software) and 
TrueCrypt (open source storage encryption software software). The research measures the 
performance of each storage device across different disk access patterns including 4MB 
sequential read speed, 4K random read speed, 4MB sequential write speed, and 4K random write 
speed.  
The six storage devices are Hard Disk Drive (HDD), Solid State Hybrid Drive (SSHD), Solid State 
Drive based NAND Single Level Cell flash (SATA III interface), Solid State Drive based NAND Multi 
Level Cell flash (SATA III interface), Solid State Drive based NAND Triple Level Cell flash (SATA III 
interface), and Solid State Drive based NAND Multi Level Cell flash (PCIe interface). HDD and SSHD 
are forms of old storage technology, whereas SSD based NAND SLC, MLC and TLC flash (SATA III 
interface) are forms of current storage technology. SSD based NAND MLC (PCIe interface) is 
emerging storage technology.  
The research reveals that SSD based NAND MLC flash (SATA III interface) has the highest level of 
performance before and after applying AES, Serpent, and Twofish 256 bits using BestCrypt and 
TrueCrypt compared to HDD and SSHD. Additionally, SSD based NAND MLC flash (SATA III 
interface) performs the best after applying AES, Serpent and Twofish 256 bits using BestCrypt, 
and only AES 256 bits using TrueCrypt compared to SSD based NAND SLC and TLC flash (SATA III 
interface). However, SSD based NAND TLC flash (SATA III interface)  performs the best before and 
after applying Serpent and Twofish 256 bits using TrueCrypt compared to SSD based NAND SLC 
and MLC flash (SATA III interface). On the other hand, SSD based NAND MLC flash (PCIe interface) 
performs the best compared to SSD based NAND SLC, MLC, and TLC flash (SATA III interface) 
before and after applying AES, Serpent, and Twofish 256 bits using both storage encryption 
software.  
The research determined what kind of symmetric encryption algorithms, including AES, Serpent, 
and Twofish, performs the best on each storage device tested in the research. The encryption 
algorithm that the performs the best on HDD and SSD based NAND SLC is AES 256 bits compared 
to Serpent and Twofish 256 bits using BestCrypt.  However, Twofish 256 bits performs better on 
SSHD, SSD based NAND MLC flash, SSD based NAND TLC flash, and SSD based NAND MLC flash 
(PCIe interface) compared to AES, and Serpent 256 bits using BestCrypt.  
On the other hand, AES 256 bits has the highest level of encryption performance on SSHD, SSD 
based NAND MLC flash , SSD based NAND TLC flash, and SSD based NAND MLC flash (PCIe 
interface) compared to Serpent and Twofish 256 bits using TrueCrypt. Additionally, when Twofish 
256 bits is used to encrypt HDD and SSD based NAND SLC flash using TrueCrypt, Twofish 256 bits 
  
202 | P a g e  
 
performs the best compared AES and Serpent 256 bits using the same storage encryption 
software.  
Overall, AES, Serpent, and Twofish 256 bits perform the best on HDD, SSD based NAND TLC flash 
(SATA III interface), and SSD based NAND MLC flash (PCIe interface) using TrueCrypt compared to 
BestCrypt. On other hand, AES, Serpent, and Twofish 256 bits have perform better on SSHD, SSD 
based NAND, MLC, and TLC flash (SATA III interface) using BestCrypt compared to TrueCrypt. 
However, the research proves that AES and Twofish 256 bits consistently perform better across 
different storage devices than Serpent 256 bits using BestCrypt and TrueCrypt. 
Choosing the right encryption algorithm will have a significant impact on the performance of a 
storage device. Careful evaluation and selection of encryption algorithms is especially essential 
when using SSD based NAND flash and SSHD as the performance of each algorithm varies greatly 
depending on which device it is applied to. On the other hand, the performance of different 
encryption on HDD remains reasonably consistent across different disk access patterns.  
Nowadays, the SSD based NAND storage devices are favoured over HDD and SSHD to store data 
because they offer increased performance and reduced access latency to the client. Taking this 
information into consideration, SSD based NAND SLC, MLC, and TLC flash (SATA III interface) were 
selected to have their performance tested at 63°C to determine the reliability of the storage 
device.  Overall, the performance of the storage devices including SSD based NAND SLC, MLC, and 
TLC flash are effected by the higher temperature of 63°C.  That indicates that these storage 
devices are not reliable at a higher temperature. However, the storage device most effected by a 
higher temperature of 63°C is SSD based NAND TLC flash compared to SSD based NAND SLC and 
MLC flash.  It is recommend for consumers to control the temperature of the environment of their 
storage devices between 18°C-21°C continuously achieve the best performance of the storage 
device according to its specifications. 
 
5.1 Research Limitations 
 
Due to the limited time set to complete the research, only two storage encryption software were 
investigated. Additionally, the research was limited to three carefully selected encryption 
algorithms which were examined to determine the performance levels of them on different 
storage devices.  
 
5.2 Future Work 
 
Future work can evaluate the performance of different encryption algorithms such as RC6, AES, 
Serpent, and Twofish 256 bits (supported by BestCrypt) and AES-Twofish, Serpent-AES, and 
Twofish-Serpent 256 bits (dual encryption algorithms supported by TrueCrypt). Gaining 
information regarding the performance of dual encryption algorithms will lead the way to further 
research which examines and differentiates between the performance of single and dual 
encryption algorithms.  
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The research opens up a variety of additional research possibilities such as using different 
benchmark measuring tools to determine the accuracy of read and write speeds of each storage 
device. Additionally, Anvil Storage Utilities (benchmark storage measuring tool) can support 
several sizes of test files including 1GB, 2GB, 3GB, 4GB, 8GB, 12GB, 16GB, and 32GB.  The future 
research can investigate how the performance changes on different storage devices based on the 
size of the test file. 
Storage devices can be encrypted using hardware based encryption or software based encryption. 
Nowadays, most SSD based NAND flash storage devices support hardware based encryption such 
as Samsung SSD storage devices. AES 256 bits is widely used in a hardware based encryption. 
Another research proposal can investigate the performance of hardware based encryption and 
software based encryption to determine which one has the highest level of encryption 
performance. In addition, Samsung SSD 850 PRO and SSD 850 EVO (SATA III interface) support an 
advanced feature called RAPID mode. This feature has the ability to turn 25% of DDR3 capacity 
into a cache to accelerate the read and write speed of the SSD storage device. Future research 
can enable RAPID mode in Samsung SSD storage devices and compare the performance of them 
with SSD based NAND MLC flash (PCI interface). Ensuring that a minimum of 8GB DDR3 is used to 
enable this feature is significant as lower capacities may slow down other applications.  
Other future work can investigate the performance of different storage devices at different 
temperatures (°C) to determine the temperature at which the performance of a particular storage 
device starts to drop.  
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Appendix 1: Data Collection  
 
Read and write speed performance across Different Disk Access Patterns on Six Different Storage 
Device before Encryption at 19°C 
  
HDD read and write speed performance across different disk access patterns before 
encryption at 19°C:  
 
 
 
SSHD read and write speed performance across different disk access patterns before 
encryption at 19°C:  
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 106.50 1.60 92.18 1.93 
2 108.28 1.67 92.56 1.98 
3 104.50 0.85 94.02 1.72 
4 106.29 1.20 94.02 3.20 
5 106.50 0.87 93.89 2.87 
6 107.50 0.97 93.76 2.40 
7 108.00 1.60 90.52 1.98 
8 103.31 1.77 92.69 2.20 
9 107.00 1.57 92.30 2.40 
10 105.50 1.67 92.88 2.66 
Average 106.34 1.37 92.88 2.33 
Experiment 
Number   
4MB 
Sequential 
Read in MB/S 
4K Random 
Read in 
MB/S 
4MB Sequential 
Write in MB/S 
4K Random Write in 
MB/S 
1 111.50 1.30 87.26 0.91 
2 112.07 1.06 89.28 1.60 
3 108.00 0.80 86.35 0.89 
4 113.50 1.20 83.17 1.08 
5 115.00 0.90 85.66 0.91 
6 115.05 0.88 86.23 1.10 
7 111.00 0.94 90.28 1.20 
8 102.30 0.76 89.90 0.98 
9 114.77 1.15 87.61 0.92 
10 110.50 0.86 88.32 1.40 
Average 111.37 0.99 87.40 1.09 
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SSD based NAND SLC flash read and write speed performance across different disk access 
patterns before encryption at 19°C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 464.82 19.03 326.11 71.83 
2 468.11 22.12 315.08 67.89 
3 468.11 19.01 366.11 72.05 
4 468.11 22.51 383.23 67.64 
5 463.14 20.85 300.56 72.58 
6 468.11 20.31 350.44 71.87 
7 453.60 19.94 288.69 71.51 
8 464.82 19.17 394.67 70.84 
9 463.14 19.96 350.44 71.57 
10 466.41 20.86 385.54 70.73 
Average 464.84 20.38 346.08 70.85 
 
SSD based NAND MLC flash read and write speed performance across different disk access 
patterns before encryption at 19°C:  
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 490.89 21.57 422.97 64.65 
2 489.02 21.29 425.60 64.23 
3 490.89 21.67 422.97 65.02 
4 490.89 21.91 431.16 64.83 
5 492.78 21.87 425.60 64.91 
6 490.89 21.57 425.60 64.95 
7 490.89 21.64 428.45 64.77 
8 492.78 21.60 425.43 65.29 
9 490.89 21.56 428.27 65.44 
10 492.78 21.88 431.16 65.31 
Average 491.27 21.66 426.72 64.94 
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SSD based NAND TLC flash read and write speed performance across different disk access 
patterns before encryption at 19°C:  
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 483.70 19.83 433.90 73.82 
2 485.42 19.55 434.08 73.80 
3 483.59 18.89 436.86 74.01 
4 483.59 19.60 433.90 73.58 
5 483.59 19.85 433.90 73.96 
6 485.54 19.05 434.08 73.99 
7 483.59 19.39 434.08 73.96 
8 487.27 19.58 434.08 73.97 
9 485.42 19.44 434.08 73.84 
10 481.88 19.18 433.90 73.35 
Average 484.36 19.44 434.29 73.83 
 
 
SSD based NAND MLC flash (PCIe interface) read and write speed performance across 
different disk access patterns before encryption at 19°C:  
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 1,542.17 32.47 964.22 160.73 
2 1,542.17 32.24 964.22 160.54 
3 1,523.81 32.25 949.91 161.34 
4 1,524.94 32.83 993.21 163.59 
5 1,542.17 32.76 964.22 162.94 
6 1,542.17 32.76 963.31 163.64 
7 1,523.81 32.88 978.03 161.95 
8 1,559.79 32.63 978.03 163.02 
9 1,524.94 32.74 1,008.87 163.10 
10 1,542.17 32.68 963.31 164.35 
Average 1,536.81 32.62 972.73 162.52 
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Read and Write Speed Performance across Different Disk Access Patterns on Six Different Storage 
Devices after Applying AES-256 bits using BestCrypt at 19°C 
 
HDD read speed and write speed performance across different disk access patterns after 
applying AES-256 bits using BestCrypt at 19°C:  
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 58.88 0.48 50.80 0.95 
2 58.66 0.50 51.32 0.91 
3 58.54 0.49 51.04 0.90 
4 58.77 0.52 51.08 0.94 
5 58.38 0.47 51.81 0.94 
6 58.77 0.52 50.88 0.91 
7 59.00 0.49 50.73 0.96 
8 59.27 0.51 51.56 0.91 
9 58.50 0.51 50.76 0.93 
10 58.27 0.48 51.36 0.91 
Average 58.70 0.50 51.13 0.93 
 
SSHD read and write speed performance across different disk access patterns after applying 
AES-256 bits using BestCrypt at 19°C:  
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 91.50 0.96 74.05 1.00 
2 58.88 0.47 81.61 1.36 
3 88.48 0.87 72.26 1.54 
4 83.68 0.80 81.72 1.01 
5 58.27 0.46 74.90 0.96 
6 88.98 0.86 69.72 1.22 
7 80.00 0.47 70.55 1.19 
8 78.00 0.74 77.46 1.00 
9 60.00 0.47 69.57 0.94 
10 71.72 0.69 74.31 1.08 
Average 75.95 0.68 74.61 1.13 
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SSD based NAND SLC flash read and write speed performance across different disk access 
patterns after applying AES-256 bits using BestCrypt at 19°C:  
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 399.61 15.45 334.31 32.88 
2 397.13 16.09 334.31 32.54 
3 403.31 14.18 315.08 31.60 
4 393.62 16.42 326.01 32.48 
5 398.44 16.91 345.01 31.99 
6 402.12 16.12 350.44 31.87 
7 403.31 15.88 329.26 31.35 
8 403.23 16.00 346.77 31.74 
9 403.31 14.81 334.63 32.02 
10 403.31 15.29 334.83 31.66 
Average 400.74 15.71 335.06 32.01 
 
SSD based NAND MLC flash read and write speed performance across different disk access 
patterns after applying AES-256 bits using BestCrypt at 19°C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 399.61 20.31 360.06 38.26 
2 399.61 20.46 364.02 37.08 
3 399.61 20.47 360.06 38.50 
4 395.05 19.44 360.18 38.51 
5 398.37 17.68 362.09 36.85 
6 399.61 20.45 356.17 38.52 
7 399.61 19.45 362.09 38.47 
8 400.78 16.11 362.09 26.21 
9 394.76 16.07 362.09 37.16 
10 398.44 16.11 360.06 32.47 
Average 389.54 18.65 360.89 36.20 
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SSD based NAND TLC flash read and write speed performance across different disk access 
patterns after applying AES-256 bits using BestCrypt at 19°C:  
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 395.98 19.55 332.68 32.53 
2 395.98 19.01 327.68 29.74 
3 395.98 20.37 339.52 31.66 
4 394.83 20.31 339.64 29.75 
5 395.98 20.40 345.01 32.41 
6 387.73 19.14 339.52 32.73 
7 397.21 19.20 329.37 32.70 
8 395.98 19.04 343.05 32.73 
9 394.83 16.34 341.33 31.73 
10 395.98 15.66 345.01 32.75 
Average 395.05 18.09 338.28 31.87 
 
 
SSD based NAND MLC flash (PCIe interface) read and write speed performance across 
different disk access patterns after applying AES-256 bits using BestCrypt at 19°C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 410.83 21.88 366.11 66.63 
2 409.60 21.86 366.11 59.20 
3 409.60 27.48 358.04 63.52 
4 410.91 27.52 366.11 66.57 
5 407.08 21.95 364.02 62.56 
6 407.00 29.49 352.37 61.41 
7 409.60 27.41 364.15 67.27 
8 408.37 21.97 362.09 61.29 
9 408.37 21.83 364.15 66.75 
10 409.60 22.02 360.06 66.31 
Average 409.10 24.34 362.32 64.15 
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Read and Write Speed Performance across Different Disk Access Patterns on Six Different Storage 
Devices after Applying Serpent-256 bits using BestCrypt at 18°C: 
 
HDD read and write speed performance across different disk access patterns after applying 
Serpent-256 bits using BestCrypt at 18°C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 54.90 0.48 51.36 0.87 
2 59.15 0.50 51.00 0.91 
3 59.94 0.46 51.00 0.91 
4 58.16 0.49 51.12 0.93 
5 58.27 0.49 51.61 0.91 
6 59.50 0.50 51.64 0.92 
7 58.88 0.51 50.41 0.92 
8 59.27 0.50 51.56 0.91 
9 57.78 0.48 51.12 0.93 
10 58.50 0.49 49.99 0.91 
Average 58.43 0.49 51.08 0.91 
 
 
SSHD read and write speed performance across different disk access patterns after applying 
Serpent-256 bits using BestCrypt at 18°C:  
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 91.82 1.06 82.75 0.95 
2 54.79 0.45 80.12 1.42 
3 86.50 0.86 76.83 1.75 
4 60.27 0.46 73.47 1.07 
5 82.83 0.77 78.58 2.00 
6 59.26 0.47 71.47 0.93 
7 84.83 0.87 71.31 1.23 
8 59.00 0.45 71.08 1.52 
9 82.68 0.84 67.15 1.82 
10 57.00 0.46 65.28 1.92 
Average 71.90 0.67 73.80 1.46 
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SSD based NAND SLC flash read and write speed performance across different disk access 
patterns after applying Serpent-256 bits using BestCrypt at 18°C:  
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 255.00 14.07 205.46 30.63 
2 255.00 15.53 205.46 30.92 
3 254.49 16.68 204.80 30.85 
4 255.50 15.49 193.90 30.99 
5 255.00 15.58 197.99 30.64 
6 250.50 14.47 204.19 31.31 
7 255.00 13.19 206.74 30.23 
8 255.50 13.05 207.37 28.26 
9 254.49 13.12 202.89 28.14 
10 254.49 13.37 204.80 28.14 
Average 254.50 14.46 203.36 30.01 
 
 
SSD based NAND MLC flash read and write speed performance across different disk access 
patterns after applying Serpent-256 bits key using BestCrypt at 18°C:  
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 254.50 18.82 213.51 34.83 
2 256.49 15.49 212.76 29.66 
3 254.50 15.54 212.10 35.47 
4 254.50 15.55 212.10 32.64 
5 253.50 15.55 212.10 34.74 
6 254.00 18.88 212.76 34.90 
7 254.50 18.91 212.76 31.18 
8 254.50 18.07 212.76 36.48 
9 254.50 15.67 212.76 32.61 
10 254.50 15.60 212.80 32.70 
Average 254.55 16.09 212.64 33.52 
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SSD based NAND TLC flash read and write speed performance across different disk access 
patterns after applying Serpent-256 bits using BestCrypt at 18°C:  
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 252.00 19.16 208.68 26.96 
2 251.00 15.07 206.74 27.86 
3 252.00 17.85 207.41 27.84 
4 252.00 18.77 208.68 31.11 
5 251.50 17.19 208.05 31.05 
6 252.00 19.28 208.05 31.03 
7 252.50 15.06 208.05 28.01 
8 253.00 18.72 208.05 30.17 
9 251.00 14.76 207.41 27.89 
10 253.00 17.68 207.41 31.45 
Average 252.00 17.35 207.85 29.35 
 
 
SSD based NAND MLC flash (PCIe interface) read and write speed performance across 
different disk access patterns after applying Serpent-256 bits using BestCrypt at 18°C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 258.03 27.46 229.13 60.20 
2 257.00 26.18 228.37 59.67 
3 256.48 27.94 230.79 59.39 
4 258.00 28.35 229.96 59.05 
5 258.03 26.54 228.32 60.32 
6 257.51 27.03 229.96 60.11 
7 257.03 27.42 228.37 59.97 
8 255.50 28.37 229.19 60.02 
9 257.03 27.59 229.96 59.91 
10 257.48 27.10 228.32 59.88 
Average 257.20 27.40 229.24 59.85 
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Read and Write Speed Performance across Different Disk Access Patterns on Six Different Storage 
Devices after applying Twofish-256 bits using BestCrypt at 18 °C 
 
HDD read and write speed performance across different disk access patterns after applying 
Twofish-256 bits using BestCrypt at 18°C:  
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 53.78 0.47 51.64 0.88 
2 57.89 0.49 51.51 0.93 
3 56.50 0.50 51.23 0.93 
4 58.16 0.49 51.81 0.93 
5 58.16 0.49 51.52 0.92 
6 58.88 0.48 51.28 0.91 
7 57.55 0.51 50.69 0.94 
8 57.55 0.49 51.52 0.94 
9 58.66 0.48 51.89 0.94 
10 57.67 0.49 51.40 0.92 
Average 57.48 0.49 51.45 0.92 
 
SSHD read and write speed performance across different disk access patterns after applying 
Twofish-256 bits using BestCrypt at 18°C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 91.96 0.90 58.25 1.09 
2 81.18 0.76 58.62 0.98 
3 61.26 0.49 71.94 0.97 
4 80.00 0.67 59.10 1.00 
5 81.00 0.68 59.47 1.01 
6 79.69 0.71 59.42 1.08 
7 91.32 1.00 84.78 1.03 
8 89.50 0.93 83.27 1.15 
9 85.00 0.85 83.48 1.17 
10 81.50 0.80 81.61 1.19 
Average 82.24 0.78 69.99 1.07 
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SSD based NAND SLC flash read and write speed performance across different disk access 
patterns after applying Twofish-256 bits using BestCrypt at 18°C:  
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 413.49 13.69 358.17 30.56 
2 413.49 13.70 299.24 31.80 
3 414.83 17.39 350.44 32.41 
4 413.49 16.51 366.11 31.91 
5 416.09 16.41 283.74 31.94 
6 414.83 16.72 332.68 29.46 
7 418.73 14.56 303.41 31.23 
8 414.83 16.57 266.46 32.24 
9 413.49 14.57 299.33 30.61 
10 413.49 16.04 273.07 28.26 
Average 414.68 15.62 313.30 31.04 
 
 
SSD based NAND MLC flash read and write Speed performance across different disk access 
patterns after applying Twofish-256 bits using BestCrypt at 18°C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 414.74 20.40 390.10 31.12 
2 414.74 19.51 385.54 24.96 
3 413.40 19.42 385.54 38.54 
4 417.45 16.12 380.95 37.09 
5 413.49 19.45 385.54 36.74 
6 412.16 16.14 390.10 37.40 
7 413.49 16.11 387.73 38.57 
8 410.83 19.35 385.54 34.47 
9 414.83 16.12 387.88 31.75 
10 412.16 16.20 385.54 38.45 
Average 413.73 17.88 386.45 34.91 
 
 
 
 
 
 
  
215 | P a g e  
 
SSD based NAND TLC flash read and write speed performance across different disk access 
patterns after applying Twofish-256 bits using BestCrypt at 18°C:  
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 410.91 19.01 380.95 33.00 
2 410.83 18.95 390.10 32.10 
3 412.16 19.28 390.10 32.09 
4 410.83 19.62 390.10 32.13 
5 410.91 19.37 390.10 33.12 
6 410.83 19.38 383.23 32.04 
7 409.60 19.95 390.10 30.30 
8 409.60 19.15 387.73 33.10 
9 410.83 19.31 385.54 30.19 
10 410.91 19.87 387.88 30.75 
Average 410.74 19.39 389.58 31.88 
 
 
SSD based NAND MLC flash (PCIe interface) read and write speed performance across 
different disk access patterns after applying Twofish-256 bits using BestCrypt at 18°C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 424.19 27.99 392.49 68.02 
2 424.19 27.83 392.49 66.95 
3 422.79 28.89 392.49 67.71 
4 422.88 29.10 383.23 66.70 
5 422.79 27.48 394.76 66.32 
6 424.19 26.61 390.10 67.13 
7 422.88 23.60 385.54 67.57  
8 424.19 29.72 394.91 67.88 
9 422.79 24.76 392.49 66.39 
10 422.79 29.58 387.73 67.45 
Average 423.37 27.56 390.62 67.21 
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Read and Write Speed Performance across Different Disk Access Patterns on Six Different Storage 
Devices after Applying AES-256 bits using TrueCrypt at 18 °C 
 
HDD read and write speed performance across different disk access patterns after applying 
AES-256 bits using TrueCrypt at 18°C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 59.50 0.41 52.14 1.01 
2 58.88 0.42 51.93 0.99 
3 58.27 0.43 52.64 0.97 
4 60.00 0.43 46.55 1.00 
5 59.00 0.42 52.22 1.01 
6 57.88 0.44 52.09 1.04 
7 60.26 0.44 51.81 1.02 
8 58.88 0.39 52.47 1.03 
9 59.50 0.44 52.22 1.03 
10 59.27 0.93 52.34 1.04 
Average 59.14 0.47 51.64 1.01 
 
 
SSHD read and write speed performance across different disk access patterns after applying 
AES-256 bits using TrueCrypt at 18°C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 74.56 0.94 80.71 0.92 
2 73.00 0.85 84.34 1.03 
3 59.27 0.47 85.56 1.02 
4 62.11 0.82 82.85 1.02 
5 68.50 0.76 80.52 1.09 
6 75.00 0.88 95.11 3.97 
7 58.16 0.44 91.66 4.11 
8 59.50 0.44 54.61 1.02 
9 57.39 0.45 82.33 4.27 
10 58.00 0.44 82.02 4.38 
Average 64.55 0.65 81.97 2.28 
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SSD based NAND SLC flash read and write speed performance across different disk access 
patterns after applying AES-256 bits using TrueCrypt at 18°C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 312.82 11.80 297.93 31.86 
2 306.95 11.70 283.74 32.59 
3 332.68 11.70 288.69 31.86 
4 309.13 11.67 274.24 32.10 
5 309.13 11.71 260.03 32.10 
6 332.68 11.67 283.66 32.26 
7 306.95 11.70 300.65 32.21 
8 330.96 11.87 299.33 33.15 
9 331.82 11.74 315.08 32.48 
10 308.39 11.69 271.98 32.17 
Average 318.15 11.73 287.53 32.28 
 
 
SSD based NAND MLC flash read and write speed performance across different disk access 
patterns after applying AES-256 bits using TrueCrypt at 18 °C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 417.45 13.02 404.58 38.27 
2 417.45 12.95 399.53 38.22 
3 417.36 13.28 399.69 37.29 
4 418.73 12.98 402.04 37.24 
5 382.16 13.32 404.58 34.32 
6 417.36 13.04 402.04 34.47 
7 417.45 13.24 404.58 37.28 
8 416.09 13.02 404.58 37.31 
9 417.45 13.01 366.11 33.95 
10 383.23 13.25 404.58 34.03 
Average 410.47 13.11 399.23 36.24 
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SSD based NAND TLC flash read and write speed performance across different disk access 
patterns after applying AES-256 bits using TrueCrypt at 18°C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 405.79 13.33 397.21 33.38 
2 405.79 13.24 394.76 33.90 
3 404.50 13.14 397.21 33.43 
4 404.50 12.85 394.76 33.55 
5 404.58 13.20 397.21 34.14 
6 404.50 12.81 394.76 33.86 
7 403.31 13.22 397.21 33.96 
8 404.58 12.85 394.76 34.06 
9 404.50 13.20 394.76 33.85 
10 403.31 13.12 394.76 34.28 
Average 404.54 13.10 395.74 33.84 
 
 
SSD based NAND MLC flash (PCIe interface) read and write speed performance across 
different disk access patterns after applying AES-256 bits using TrueCrypt at 18°C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 485.42 18.09 492.78 66.46 
2 489.13 18.34 489.02 66.42 
3 489.02 18.45 492.78 65.98 
4 474.95 20.01 492.78 66.28 
5 471.56 18.54 492.78 66.48 
6 490.89 22.33 492.78 67.61 
7 450.51 20.76 492.78 66.63 
8 471.45 20.74 492.54 67.61 
9 474.84 21.89 492.78 65.25 
10 473.20 18.04 496.61 66.61 
Average 477.09 19.72 492.76 66.53 
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Read and Write Speed Performance across Different Disk Access Patterns on Six Different Storage 
Devices after applying Serpent-256 bits using TrueCrypt at 18 °C 
 
HDD read and write speed performance across different disk access patterns after applying 
Serpent-256 bits using TrueCrypt at 18°C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 59.27 0.44 52.26 0.94 
2 59.00 0.43 52.18 0.99 
3 60.00 0.44 50.49 0.94 
4 59.65 0.43 52.26 1.00 
5 60.00 0.44 52.05 1.02 
6 58.66 0.41 52.01 1.00 
7 59.53 0.43 51.73 0.95 
8 58.77 0.43 52.05 1.00 
9 59.27 0.42 52.64 1.03 
10 59.04 0.44 52.22 1.01 
Average 59.32 0.43 51.99 0.99 
 
 
SSHD read and write speed performance across different disk access patterns after applying 
Serpent-256 bits using TrueCrypt at 18°C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 65.48 0.66 55.26 1.04 
2 70.23 0.64 54.84 1.00 
3 63.75 0.49 60.68 0.95 
4 67.37 0.61 55.44 1.07 
5 62.00 0.51 64.95 1.03 
6 60.88 0.45 65.80 0.98 
7 63.13 0.50 67.35 1.14 
8 68.73 0.59 56.30 1.07 
9 62.50 0.58 56.40 1.14 
10 75.35 0.88 86.92 2.81 
Average 65.94 0.59 62.39 1.22 
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SSD based NAND SLC flash read and write speed performance across different disk access 
patterns after applying Serpent-256 bits using TrueCrypt at 18 °C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 258.52 11.56 229.96 25.73 
2 259.54 11.47 226.75 25.33 
3 256.51 11.50 227.56 15.28 
4 258.52 11.51 227.56 25.39 
5 258.03 11.51 221.41 25.66 
6 256.51 11.49 207.41 25.92 
7 255.50 11.51 225.20 23.22 
8 256.48 11.71 228.32 24.71 
9 259.01 11.54 228.37 24.32 
10 259.01 11.53 211.44 25.06 
Average 257.76 11.53 223.40 24.06 
 
 
SSD based NAND MLC flash read and write speed performance across different disk access 
patterns after applying Serpent-256 bits using TrueCrypt at 18°C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 251.00 12.90 232.41 26.41 
2 251.00 12.98 232.41 22.65 
3 251.00 12.93 233.26 26.71 
4 251.00 12.99 232.41 27.28 
5 251.50 12.96 232.41 28.35 
6 251.50 12.98 230.79 21.59 
7 251.00 12.93 232.41 27.29 
8 251.00 12.95 232.41 27.30 
9 250.50 12.97 232.41 27.24 
10 250.50 12.92 226.75 27.24 
Average 251.00 12.95 231.77 26.21 
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SSD based NAND TLC flash read and write speed performance across different disk access 
patterns after applying Serpent-256 bits using TrueCrypt at 18°C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 254.00 12.85 230.79 26.03 
2 253.00 13.19 229.96 25.34 
3 255.00 13.16 234.86 25.36 
4 255.00 13.10 232.41 26.32 
5 255.50 13.19 231.62 26.16 
6 255.50 12.90 232.41 26.36 
7 255.50 13.10 234.06 25.36 
8 256.00 13.22 232.36 25.82 
9 255.50 13.13 232.41 26.23 
10 255.50 13.26 232.36 26.23 
Average 255.05 13.11 232.32 25.92 
 
 
SSD based NAND MLC flash (PCIe interface) read and write speed performance across 
different disk access patterns after applying Serpent-256 bits using TrueCrypt at 18°C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 262.67 21.35 245.45 40.10 
2 263.21 22.15 244.51 39.54 
3 262.16 21.28 241.85 39.96 
4 260.06 22.14 243.64 41.06 
5 261.09 21.38 240.94 40.92 
6 260.06 20.77 242.71 39.34 
7 261.09 20.74 241.79 39.37 
8 262.67 21.73 240.94 40.06 
9 262.67 21.03 237.42 40.06 
10 261.12 21.02 240.94 40.02 
Average 261.68 21.36 242.02 40.04 
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Read and Write Speed Performance across Different Disk Access Patterns on Six Different Storage 
Devices after Applying Twofish-256 bits using TrueCrypt at 19°C 
 
HDD read and write speed performance across different disk access patterns after applying 
Twofish-256 bits using TrueCrypt at 19°C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 55.39 0.38 50.96 1.00 
2 60.27 0.42 51.36 0.94 
3 59.65 0.43 52.26 1.01 
4 59.15 0.44 50.14 1.02 
5 58.39 0.43 53.11 1.01 
6 58.39 0.43 52.68 1.01 
7 60.15 0.41 52.43 0.99 
8 60.64 0.43 52.01 1.00 
9 60.15 0.44 52.39 0.92 
10 60.03 0.43 52.68 0.99 
Average 59.22 0.42 52.00 0.99 
 
 
SSHD read and write speed performance across different disk access patterns after applying 
Twofish-256 bits using TrueCrypt at 19°C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 74.21 0.87 77.10 1.03 
2 75.00 0.88 78.49 0.96 
3 62.00 0.59 86.23 1.96 
4 62.88 0.56 81.82 2.06 
5 64.00 0.58 81.82 2.00 
6 74.35 0.83 80.12 2.16 
7 66.74 0.58 77.28 1.08 
8 70.23 0.74 76.56 2.41 
9 71.72 0.82 83.27 2.19 
10 66.50 0.58 79.34 1.08 
Average 68.76 0.70 80.20 1.69 
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SSD based NAND SLC flash read and write speed performance across different disk access 
patterns after applying Twofish-256 bits using TrueCrypt at 19°C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 336.07 11.63 331.07 24.59 
2 334.37 11.67 330.96 26.75 
3 336.12 11.63 281.32 25.85 
4 328.47 11.62 321.20 25.98 
5 336.07 11.60 289.92 26.61 
6 332.63 11.49 330.96 25.84 
7 335.19 11.49 312.10 26.71 
8 334.37 11.74 278.87 27.37 
9 331.02 11.62 245.45 24.91 
10 332.63 11.70 252.03 25.35 
Average 333.69 11.62 297.39 25.99 
 
 
SSD based NAND MLC flash read and write speed performance across different disk access 
patterns after applying Twofish-256 bits using TrueCrypt at 19°C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 386.63 13.00 346.77 32.48 
2 387.81 13.03 346.77 32.59 
3 383.23 12.99 346.77 23.21 
4 385.47 12.99 346.77 32.59 
5 385.54 13.03 348.54 32.72 
6 385.54 12.96 346.77 31.02 
7 385.47 12.98 346.77 32.65 
8 386.63 12.98 348.66 28.38 
9 385.47 13.14 345.01 32.77 
10 385.47 13.02 346.77 32.73 
Average 385.73 13.01 346.96 31.11 
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SSD based NAND TLC flash read and write speed performance across different disk access 
patterns after applying Twofish-256 bits using TrueCrypt at 19°C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 383.23 12.99 356.17 26.27 
2 383.31 13.22 356.17 26.51 
3 383.23 13.04 354.20 27.61 
4 384.38 13.00 354.20 27.77 
5 384.31 13.30 354.20 26.78 
6 383.23 13.03 354.20 27.63 
7 382.16 13.11 352.37 26.65 
8 383.23 13.05 354.20 26.87 
9 379.89 13.29 354.17 27.56 
10 379.89 12.99 352.37 27.77 
Average 382.69 13.10 354.22 27.14 
 
 
SSD based NAND MLC flash (PCIe interface) read and write speed performance across 
different disk access patterns after applying Twofish-256 bits using TrueCrypt at 19°C: 
 
Experiment 
Number   
4MB Sequential 
Read in MB/S 
4K Random 
Read in MB/S 
4MB Sequential 
Write in MB/S 
4K Random 
Write in MB/S 
1 394.76 20.81 329.26 45.63 
2 395.98 20.91 329.26 45.45 
3 392.41 20.09 330.96 43.15 
4 393.62 20.70 331.07 43.29 
5 391.21 20.09 329.26 43.30 
6 393.62 20.66 329.26 43.44 
7 393.62 21.91 329.37 44.22 
8 394.76 20.02 329.26 44.75 
9 390.10 21.12 330.96 43.13 
10 392.41 21.80 329.37 45.28 
Average 393.25 20.81 329.80 44.16 
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